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KOHTPOJSIbHbIE CYMMbI UCNOSTHAEMbIX (DanSioB NOCe YCTaHOBKM.
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B 3aBucumocTu ot pexunma yCTaHOBKU N YCTAHOBJIEHHbIX KOMMNOHEHTOB, B CUCTEME MOIyT
NnpuCcyTCcTBOBaThb HE BCE UCIOJTIHAEMbIE (baVIﬂbl, nepeyuncrieHHble B Tabnuuax.

Ana mogyna «crypto_ssl*.dll» KOHTpOnbHbIE CyMMbI HE 3a(PUKCUPOBAHbI, MOCKOJSTbKY
BO3MOXHO €ro U3aMeHeHne B pamMmKkax yCTpaHeHNa 0BHapyXeHHbIX YA3BUMOCTEN.
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Microsoft Windows MultiPoint Server 2011 Service Pack 1 x64 at MP2011-5000

ara JINH
IJ::'; Nms ¢aiina C()I3[I[3HI/I I[g:ﬁ};a’ I[a, KC
| CTPOK
Karasior C:\WSEE\
1 ladvdis.ppl 16.07.18 71184 |4e40b76706ed27e5176e613d5ca8cdb55¢c12¢2b9¢c7682c08b9¢c31e07
18-18 43e695d1
16.07.18 23b65dbef3b21971d2adc299c3b06bdct5fcel7e7315£a5d427£0685
2 lak_auto.dll 18-18 291392 - 94452623
3 |lak conn.dl1l 16'07'182921632 _b834l679lfb03a3ll665cb34e6dlbl9739eb5cf201d84lefc88b559b
- 18-18 abbloc7a
16.07.18 2534fb36£599144c865755e4b18fe9c2d3311alafle773aee93cbofb
4 laklog.dll 18-18 140240 - cdfles7d
5 lanticryptor.dll 1?-.5_71.;.8 113200 i Ofca378f39fl5l9f76389C3d212)§ke)\;i(2:1i629d9105l65dc363035d6329
6 lari.ppl 16.07.18 38960 |d02a4d41c9625672£5535007ef7ac78c40a2877651a426db6baddfla
18-18 f6£39178
7 laripack.ppl 16.07.18 33264 |d7d9e9pb4d6ed2e781b1£1c972da6674£66240283b2097385961364ac
18-18 ab20e3c4
8 laviib.ppl 16.07.18 32240 ) 822565f90£f4126e728201£d00285elc6eal3311729£8c4d197c8beddc3
18-18 04a052ec
9 lavpl.ppl 16.07.18 125664 _b8dOl696a40374d03efa7lOcalcf4l96d8a80737fO9395a9a73db2e3
18-18 3d27cac9
10lavp3info.ppl 16.07.18 34736 i c2fa072286ee496789f7d6dfd3albf40309pb31af09e229477113969
18-18 0Ocd4bbe69
11|avpgs . ppl 16.07.18 115816 i 867983dc041eb7837081198ab27b2c68efe8874eba?270781518df63e
18-18 5ae0fab3
12|avpmgr . ppl 16.07.18 61280 i c0297957¢c4687023289%9acabbd%e4dcd5628000953¢ce2bc23979820fb
18-18 4b9£f9179
13|avs.ppl 16.07.18 980328 _ 218a97d7c727263ee84d2b4b5ec970b7989f94572850£187650842b5
18-18 bcd445965
14lavscan.dil 1?-.5_71.;.8 314912 _45eb2616498f557d278366Cd222§2222f052234274df486el612b319
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15lavsom 1 16.07.18 46192 _b20f8a63cdffe(380dlda8fba7df378675b6d3d3b06b81070fd33954b
pm.pp 18-18 46974e80
16.07.18 02cd96d9elffd4a2cb3602ad2a97b577775966e303bef768410aedcec
16|base6d .ppl 18-18 28528 - b7b56b17
16.07.18 0d918509966£f0379873b96cdo8c5bblc570d2e805f73e44e7£431a23
17 |base6dp.ppl 18-18 28528 - b6ed7117
18[btdisk.ppl 16.07.18 38384 _d4aO7306936aa8b3fl73bd11656cfe668bbf580b82c6ffcf965819a7
18-18 ae20c29a
. 16.07.18 535f8df7b8lafe3cea973cc4d4732acabf2acleaabflbelacdeele6tf71l
19btimages.ppl 18-18 34224 - 61577dc3
16.07.18 Secac28cla%9abe269a7a47b28e66068013cc8celb400ed3fddc9ae89
20buffer.ppl 18.18 | 28016 - 4454315f
21lcab 1 16.07.18 37936 |0ea06ca231180£f8afe0544ca34335191428c1b9dfal29fc7lc2cf54f
-PP 18-18 8c5672df
22lconn res.dll 16.07.18 25840 i 63f4£f33d97d764eel8c3e64cOeefbf72e2784aca71al33a0d300bctb
— 18-18 aac070b6
16.07.18 fa708f51b018ccoebabbdfeec78aad3bb86ffd8e563cf£f96457b1171
23|crpthlpr.ppl 18-18 83592 - 55clebeb
01.02.10 4ca260098b65c5429124d72e101fb1740£f52b868ae7a8ccecc78513e
24|dbghelp.dll 11.07 1213200 - 86ddflc?
25ldblite.dll 19.07.17 651408 19€24500d2dcf6afl103856b97€4069fbc36b2cb909809b05£0a7cb9as
11-10 35d311a2
16.07.18 255607ad0a0978d96£d6420b8506e07aef32684a22e£81d0d455033fF
26|deflate.ppl 18-18 40048 : 42cedd7d
27ldevice control.dll 16.07.18 139672 _aff05d93f75c9879052ed4c3cfc4e92c39acdff59a83fdc769C306fa
- 18-18 0644369ct
28ldma 1 16.07.18 26992 i 0273d56ec5d8a40lc7a86acdlb5e3cc571283d59¢c0dddec56c3384546
p.pp 18-18 428acald
16.07.18 ca9e4e5999c2640e320c70£540ad0009979226feb8fe6c32b7b44d71
29|dtreg.ppl 18-18 | ©7992 - dfe99%ede
16.07.18 eeaddec231d15b8b581lallabcb3cd44aal07ef57151ce6d012dle7b 772
30levliocres.dll 18-18 143312 - 286£064b
16.07.18 567b93895c507626afb71c3a%9a54a96£2d£f92d7028e981b58927104a
3llevliogmsg.dll 18-18 202008 - 8980bc33
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32lexplode 1 16.07.18 30640 41 fcbbaec8960bd41£f117¢c9a97ballfceeadb30beb0b11021985ac88
P -PP 18-18 364d5779

. 16.07.18 a8f2847bdae26c2bbb389%a0acbele’7aad9595b62744b2388640a717a7
33|lexploitblocker.dll 18-18 565688 £5759967

. 16.07.18 987693789da7fb2c22a806c983994¢c9312bee083ddcl22e47a095¢cha
34|filemap.ppl 18.18 | 33264 d66b5998

35|fimonitor.dll 16.07.18 169272 b0d2da7482d5d250ee202e8f5a22896eb931elb6ef3ed47b0e50db8b5b
18-18 d36407ce

16.07.18 e370eaaf826f36dl2c3f2eedb67f5fala8aadccc9b9c5d9626f2¢ccach
36|fsdrvplg.ppl 18-18 28080 82bdcb8 0

37|£ssync.dll 16.07.18 72720 d4b9139db5e8a0f5e8c0192ea8b12891a6b31022f532c25b7e7b340b
18-18 8dabebeb

16.07.18 89a9d8f70051db35aa355e37e72b2065d3680aec05b5823165339df0
38 [HASHCONT .ppl 18-18 25968 933772 £ F

39|hashmds . PPL 16.07.18 29104 0b2f266770d4becb54f61c5917ead43c5e85167cde2128b3161ffc2da
18-18 29934a7c

40 lheem 1 16.07.18 95968 954216304a02a4083e758567cc8410e0a2880ed85e2b14797396255b
p.Pp 18-18 157afd3b

. 16.07.18 7a94518101824ada9d69754d64%9ae0ec524d329d3336¢c1279f8e4a29
41|icapsrc.dll 18-18 525784 9cedd216

. 16.07.18 dO0afcb4dd0be8f38ee%ed64a28514658dc6all3c577£693bd1092680c
42|ichk2.ppl 18-18 34800 bldd2e9?

. 16.07.18 781b5557¢c2fb4643ec20b666074c1c277£90d71b27772442838b6c90
43|ichksa.ppl 18-18 31664 42ca9d04

. 25.06.18|2669448 fa98f3b961f486claa78ee295d4bc3ed4ea92b992bd461b65b53623ecac

44|icudt59.d11

11-10 0 Tfcc0cOf

450icuins9.d1l 25.06.18 1930440 ff3eac06£3b353c5¢cc69c28£930b08cd4abfel38clcd4caarad9fts5641lfac
11-10 adadf0l6

. . 25.06.18 39f894963f3846e8c703188e78ce62f0e786814b388b132cd0155e30
46|icuio59.d11 11.10 | 61384 £32¢169b

471 cuucs9.d11 25.06.18 1326856 77e481df5cebd7150fd4abeef9cee8d02a607134743¢c81616d3a4a94
11-10 29740306

. 16.07.18 f0£f8127£f6al72308e9feee3cdb002d2bcddc20e0f25f6625d2be8f6a
48|inflate.ppl 18-18 | 40496 cd6fcTbb
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49linifile 1 16.07.18 36848 5ad7b2b2fd3b%e131cb44cdb647ab3c64db8ba72e6b40dfd4a29c£0d
- PP 18-18 3b5f7116
50|iwaen 1 16.07.18 31664 e012dbddlcdc5cafb4189c570322797¢c4b858c368c3744b8£f9¢c8505e
gen.pp 18-18 e73ab5a7lc
16.07.18 09e0609f1dfdcbd7£f097b5575bea81081da729de29f£f93d967bb03c7
5l|kavfs.exe 18-18 5088056 5487bbed
16.07.18 e94e9adb984af64afde73662b1098b57efcd251bde65b5702e2£92ct
52|kavfsauto.dll 18-18 1695160 TE244212
16.07.18 9de7dcbe8af6357¢c461790a853e96e808b4cfbd7894c2017d42a9295
53|kavfsgt.exe 18-18 1609296 023F4£d5
) 16.07.18 d8b4152fede66665ef9dadaf00d51b62ecf0bl160325e0e71383f49%e
54|kavismui .exe 691904
18-18 08c57568
55|kavEsscs . exe 16.07.18 121000 d75601ea904ed9ebdfd3def7f£f3c5fe5068715clb2ecf89doc25dfd5b
. 18-18 13274577
16.07.18 34854884501 7aa66b732fa743a0543069380b736158a485c369%b6cac
56|kavfsslp.dll 18-18 3063448 bAdf04ch
16.07.18 848c3f69cbl8b5728868914ae88ce9de612e3194£45342cf05eclbfe
57 |[kavfsslpps.dll 18-18 28080 299c5339
58|kav fswh . exe 16.07.18 77328 c4a32c321bb30c90ddb97a1306c6d34c700caf4c2de98c887392afd2
18-18 6fb9e419
59 |kav£swp . exe 16.07.185082752 414587e61faf3020e34c65d8elc761936c7fe465b3b5052607el15a3d
18-18 2a8cbele
60lkavshell . exe 16'07'183894136 381845c18febe2ec9d9245db6de3£f454d5d5f1b9704c516ballba63?7
18-18 a%la64dcd
16.07.18 128e4b06867790£3d641766£9d9dc82d24e83675c8e91962fadd46e65
6l|kavtray.exe 18-18 600984 0318decs
16.07.18 217fccd2b39%9a5324b8d5081cbed406add424c6caaf906c0512841d20
62|kavtrayr.dll 18-18 37808 1653a7d1
631kl service.dll 16.07.18 714792 c880dclc2cd4edlbddcbheee291f3bad056c3a8bfoccab24a3cb4allilb
- 18-18 83343c2a
) 16.07.18 b58fcl90ad13331162f£f£f884c2532d14dfd1af2943£f11a1694e32d58
64|klav_engine.dll 18-18 55016 68daddTe
16.07.18 e5e9%614b1la8669510b8aan2dcf0219£935852f5¢c35712898debc3bed
65|klavsys.dll 18-18 68504 S£ShA0£6
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) 16.07.18 db48d466b752b2b5cdl7bf733518cdf532e15111346455e5¢c21bdcel
66 |[kpcengine.dll 18-18 672720 - bdT£592¢

67|ksn facade.dll 16.07.18 1320544 _b22efa5cde3aafflf58dff68c903e9a07855135f307398627ada7baf
- 18-18 ecaabed5

. 16.07.18 8271bf5f200ecaeceeb28d78f781db39%97eedf2608e6d29ffd%a3ba3b4
681 1lio.ppl 18.18 | 28592 - 8b6b0£2b

16.07.18 703af1029a059%9a23292bl41cad3cd4a8ceecac6l10183c2laeb70cfdefc
69|lha.ppl 18-18 47784 - c3b3c8de

. 16.07.18 caco8dad70874533000del175b99dea®54a361410ab0b79f0f25d£853
70|1ibeay32.dl1 18-18 1423936 - da6dedf3

licensing product facade [16.07.18 ba2ad4390aeb34e3d1d751a568d51252ad60081c2f508cl4f766b8led

71 — — 1147648 -

.dll 18-18 ecceallc

72111stloc.dll 16.07.18 143312 |£8176e15deb£f5b09095629faab2a2edebcd60£59daaec265ca2ecleb
18-18 cafeladc

. 16.07.18 0bd045b1df5913b070796a02807bb9cfc1605098d69e4ddfel3aff571d
73|1logging.dll 18-18 137112 - 2613379

74|mailms 1 16.07.18 73176 i 4dd456d991eab%c2ffa22e939e7bb52128495eblddabfd4bf08cl9f2e
g.pp 18-18 c6a09712

75Indb . pp1 16.07.18 61792 _eOeCZbaf64l94aOef453Cd4lbbdfb22908ld72d84b9076d5f73d07bf
18-18 el7ebele

76 Indma 1 16.07.18 27568 i 2c9bc29dd9726711e5ef102d1fbl18£f54e612822b3477aeldf304b0db
P.pp 18-18 d418cbf6

77 Imemmods ¢ 1 16.07.18 43120 i fe32d0d97¢c£f£f40710£0a35978d17£f74£15b0e6f£d952203908b5db20
PP 18-18 1fa796%b

78 Inems can 1 16.07.18 39920 i 39f74£fcf29328714225a15bf6f08beadll361553afbf27d5c4517adda
PP 18-18 98478412

79kninizi 1 16.07.18 43120 i 7a620£c63e975¢c949ec4£fb9da770964050d0e096dd6f89%9ec09b333b5
P.pp 18-18 5551f0cb

. 16.07.18 9¢c35cf73el3ab2931lacc71490e477£183a57a8b96cb5c4le56ce370c
80mitmprxy.dll 18-18 3200024 - 230999972

81 lmkavio 1 16.07.18 31152 i f97ee92fe2e3f5341cedfd85465efe2c05de79fbad02012afa7559d2
. PP 18-18 81090708

82 Insoe 1 16.07.18 83080 ) 0197b5bfad%3e3b235e800£447ffbd4d91fb388d54d028310b%0c922
- PP 18-18 3de8e189
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83|msvep120.d1l 05.10.13 455328 i c0el864a9%9aed68619664afleb3692db6ealb’/e27c402e5e8968b66a82
01-38 cce9631le

84Imsver120.d11 05.10.13 970912 i 401b10845p788£f48d3701149ce52bb8133336¢c47d4d9048bd0b2d303
01-38 5e4d2ffo6

85MUTLoc. d11 16.07.18 63776 i fcfe8cebed0e6£f906ble23081dd72a9cbbec7fefdcb8e324dc4190e4t
18-18 a8813326

16.07.18 8710ccel09fd4dl1215e3556cff4a385d65¢c9fad439%9e09%bbalb9d5£d35
86 [nappsrc.dll 18-18 200656 - £52480c6

. 16.07.18 5542734478a98d3025bafcba’de2bc20dadc8a94d35£400ed960041d
87|netappanticrypt.dll 18-18 2458720 - 5e0beed]

. 16.07.18 18d9e445e1750fcb40a00eb2fchecfaldfefca33a2097ce9246bfb5d24
88nfio.ppl 18-18 104312 - 51278836

o 16.07.18 e3712b9%9fd974c1320734doc27b5cofcdl3a737ch5ad44216e25246d7d99
89notifierloc.dll 18-18 26352 - 19642911

16.07.18 8178e5dfb403712fd5fcc2fd01feeca73269876c55e4af7cfd08c9615
9 ntfsstrm.ppl 18-18 34800 - 1805420 f

91loassrc.dll 16.07.18 200712 _47fdb0908b12f5eb590683faf985a12f5dd6b374a77bf476a7029364
18-18 c266f451

92lodssrc.dll 16.07.18 484920 i e66ldb7elaefdf26be9b3e498353f8a4fd596dlce86cdf818851£f9c4
18-18 6cbdafc4

93lpacked io.dll 16.07.18 58656 i 6e087£75c45d2544c8d0db9%dcd28d1lb2cb3f45526a5a94bd46420d92
— 18-18 4c24d6al

94 bassdma 1 16.07.18 20616 ) 95a3¢c987f1c2b25329d953ab0£fde9502e1bdb395d97807b43920a9%a9
P P-pP 18-18 76955cc6

95lbatch.exe 16.07.18 369784 i 929a9f8aa8l1dofed7a5a79f9858db7200d0183e2c7f£39d%aca73fle
18-18 13aa84c?2

16.07.18 d5157a6c54c285¢c7¢c54585fc4£43222¢c8a577a11de00e2878242dcft6
9 |perfcentr.dll 18-18 86216 - 84883932

97lprloader.dll 16.07.18 157888 |ebacaa3c67c68522ada34da39ee5a86da%a5913750cb075588499142
18-18 d60ca2le

98loropma 1 16.07.18 76304 _a8487afdfdla2fl70d9acf7er7440d6268ala3c:aec976e<35<:50a956
propmap . pp 18-18 f0lcOe3a

99 lorseaio 1 16.07.18 31152 _9alO85CO9C47756af650ddl5cd0046al622a825b81f40b5f1771892d
prsedqio.pp 18-18 56£05727
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10 . 16.07.18 db9027e55451a358ea6d3cfaB882077783a890f1d40fcfel60c5¢c00af
o [prutil.ppl 18-18 | 38960 c253139b
10 16.07.18 799cb7e31389387bfdd4efdd32bad72bc99cffa87b140896c733a42d
| [quantum.ppl 18-18 | 352 76balfcc
10 rar.ppl 16.07.18 94528 608elb45cb3b73023a3ead2b2e016c8f011fc31clc3cl560£530a03a
2 18-18 81568a05
10 16.07.18 5ee471c51£30144£150d737eeda2164665401687be8f002c6e2e5767
3 [Fegmap.-ppl 18-18 | 1192 1£41b%e4
];10 scagent.dll 1?-.5_71.;.8 928032 e38a7eba983d0f3lf425f437kf)651222§§g102c3e3ef1a244O6C3Od4494
150 ccandll.dll 1?-.;—71.;8 142479 6cd9aeac3ed55db183ea27448§§éj§k2)z25a8ae86b3b73eb4abae6745
160 scrchsre.dll 1?-.5_71.;.8 154424 304a13d5ab04f5abbf8d57972222233?353690869Cb809eOIICf32b1
10 16.07.18 e352ecf4ec5d352d3951926ba683776de99831aa08f7d9774d2ed439
7 [3tdb-pPL 18-18 | 0344 188a39%e4
180 shellloc.dll 1?-.5_71.;8 63264 7db97044cbe7fc4262f8ab4b3§216)g;821b7lalO44l308e3deOe84O4ce
190 ssleay32.dll 1?_.;)_71.;.8 325152 b96l73b360374bd76Cf3e36e§$é3§§i28f6afle4d46fbd4l790e4935
11 stdcomp.ppl 16.07.18 25968 5f59e6b677fd34cacc026230530ca32228022922638c754c7cbaldb5
0 18-18 d0099%e77
11 stenum?.ppl 16.07.18 137680 dbfeef748a62a3eedd02fdbcdedcdcc82256858c98140e8c24defabd
1 18-18 81lblcdc
11 16.07.18 6c85d17d642a453db7928dbfbd58b4abb79013e814aa5048c19b29%fa
5 storage.dll 18-18 272152 A4£32630b
11 stored.ppl 16.07.18 25968 38e40280alabe63664ac3d80514bf25fal5bd4b630claz4a33e35d943
3 18-18 de2d2ee’
11 streamio.ppl 16.07.18 29104 dfe6970c58862f26df1d55e295372714e6942898bc05703570fb0f1d
4 18-18 cl3lea’7e
11 substio.ppl 16.07.18 30128 05£f9149160f68d69%aeclb3e87d7ec9c435eddc6590929dab869f47a7
5 18-18 4e159cf4
11 . 16.07.18 16db44c962afd7731e55d2403d5¢c11d3a46182b827d83c3e386d807c
g [SuPerio-prl 18-18 | 20992 ecd8b118
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11 tempfile.ppl 16.07.18 28080 d4a38cd50d8fbfb6715¢c9%9ebc0201d94fccaea?2df361878600b33bc230
7 18-18 49421e3e
11 thpimpl .ppl 16.07.18 39472 cb8df21ec58073c65af82786b51ca8dec07b2bb3f43ff2a0££f83c098
8 18-18 05e78d87
11 timer.ppl 16.07.18 30640 5c¢df4£2843c904£539fb0b8335e3b94c847be07a289cb57€a6a9268f
9 18-18 3c0e9525
12 tm.ppl 16.07.18 31664 e987c6af26a80625ee9a7d698c3e63c74d0£fe32b253373b427c5a886
0 18-18 cc913172
112 tm2sre.dll 1?-.5_71.;.8 660824 5fb88fl7cd063d4d0af2d7a72333492;;Od62Occe7494Oed4c7423d95
122 uds.dll 1?-.371.;.8 317864 368acebc9381984087lff643§22?2233787fa96ba33flb8f4527a4af
12 . 16.07.18 c9fb2e44c3b7991520cf03e8b9%947baale8dbb5dd719%efb3bbdd826d1
g [unard.-ppl 181 | 0128 Scedaa’?
12 UniArc.ppl 16.07.18 37872 bef62f95f06303cab74fd2af8985a26dc7adae6fffbdfclb47a69078
4 18-18 2fa65634
12 16.07.18 188c2dcb9aceba807£d52020ddbc442201bf1569a847fe8fa366810b
5 [Anizx.ppl 1818 | 31728 claela2s
12 16.07.18 10f3194e4e5b632ca989cb7aa55df162d2fb0479263ca4c014543a35
5 unreduce.ppl 18-18 27568 773629ed
12 . 16.07.18 e5cd92ab730d6f3f52b503¢c931bl6de56e5¢c8946b4571d76£891b7a6
7 [onshrink.ppl 18-18 | 9% 917272a
12 16.07.18 982b0292d382¢c386d8788cba77c6441ed445a3d2167c22ebab58260a27c
3 unstored.ppl 18-18 26480 1b3cfa71
192 updater2.dll 12.5_71.;8 1027576 916312 948208cc380ec70e77zigkg8;§jl5c449a1ababc530f3€54 6bc
103 updater facade.dll 1?_.;)_71.8181005200 f493b476af38a49e2d440edO§gggzg§;3bd662a8l75119330519684a
113 vecorlibl20.dll 0%.%_%;.3 247984 52a82db38a479c6d9a8e6llegg(ljigikgic253eflcd92556789567126cl
13 16.07.18 2c1710c952613ada8896f0ac7073b3527a727£37272089430bacdo6d
o [Tmarea.ppl 18-18 | 29040 £6063c03
13 . . 16.07.18 6f7d41d14641230403a7db3a3818dfac071843e24c89d9d0897546e4
3 wdiskio.ppl 18-18 36336 821c4d01
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13W_inre 1 16.07.18 45168 _C60d742d26da135f03301fbae88fa37f26b34aOeda03ded7642aSOce
4 g.pp 18-18 %eb4414Db
13 . 16.07.18 e?2b9728fc84cde7boc9b492e2119842ed0bafcbblce094411bfbl966
wss client.exe 70104 -
5 — 18-18 36ecl231
lgxorio 1 16.07.18 26992 _356835474b67cfc696b812698a5e4a3b8cdf30960208d613206fblee
6 -PP 18-18 0b21£07e
. 8245399 3b3700cae0547179832a606fc3dbf6£fd0262783b8fdef8e8408eabad
uroro: ¢aiijios - 136 5 0 29a2bab3

Karanor C:\WSEE\drivers\x64\win7\klwtp\

l3klwtpee.sys 15.01.18 71872 |ae21468cb2be93411a5ccl7dee64360731785e37b8af7d7¢295d03d5

7 05-22 d49¢c8b50
. ae21468cb2be93411a5ccl7dee64360731785e37b8af7d7¢295d03d5

uToro: ¢aiijios - 1 71872 0 d49c8b50

Karanor C:\WSEE\drivers\x64\wlh\klam\

13klam.sys 06.06.18 492239 |74db66359e7103abeladldcadl5ecdeb8f1b1l1£d92c79c49accf0cll

8 13-26 e2815590
. 74db66359e7103abeladldcadlS5ecd4eb8£f1bl1£d92c79c49%9accf0cOl

uToro: ¢aiijios - 1 492232 0 2815590

Karanor C:\WSEE\drivers\x64\wlh\klfltdev\

1 1.05.17 fcd795bcbdebobfb6983bd5d69286b0e88c41890049a8d03d7¢cde893fF

JlkLfltdey. sys O | 58592 - aoonne’
. £cd795bcbde6bfb6983bd5d69286b0e88c41890049a8d03d7cde893f

urtoro: gaiiios - 1 58592 0 b5fa8aSh

Karanor C

:\WSEE\drivers\x64\wlh\ramdisk)\

15.01.18

8fc6ad49%9ef38640233c943d0d0a7dl6alladcd347f£377605cal04baac

0 klramdisk.sys 01-20 67272 - cad8asScf

. 8fc6a49e£38640233¢c943d0d0a7d16a0ladcd347££377605cal04baac
urtoro: gaiinos - 1 67272 0
cad8a8cft
Karanor C:\WSEE\x64\

14ebloader exe 16.07.18 73296 _fb0b54f7daad82e388e29b124d56711b2760b53273c62c61e67fe054

1 ) 18-18 548c8b80
14 . 16.07.18 72a981d802d8953b4cb5ccda9401d8d35ca3db0543a94e53a119d9%a6

5 exploitblocker.dll 18-18 644592 - 92228804
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14 1ogaing.dll 16.07.18 191648 _2dO820C98d45f3030fO02b9c9blb033422b6b948a5df7d9926650b23
3 [F099419- 18-18 2d£46087

14 04.10.13 2d0fd105dd71ac9917eb610a82e9%9a5f4db7ed3f5c7ee82e888cblce9
4 msvcpl20.dll 2958 660128 - 50eb72c5

14 04.10.13 e3a6085a4956668835700ea56507486bca86ced28939264eab008d14
5 msvcrl20.dl1l 29.58 963232 B 435eabf8

14 16.07.18 509c250d4906b9%p98e4c9030144349d8f8b5df80b8a6581dad903cld
5 perfcntr.dll 18-18 110640 - 54584391

14 scagent.dll 16.07.18 336600 14d62289090451b78a0273dc226a3¢cf5b9e029467a£4bc069960b8926
7 18-18 23ecaba3l

14 . 04.10.13 147fec5284cdal2ae?216121a40af244422£264911dceb588ded104cfo6
8 vccorlibl120.d11 9953 356528 - 20317898

6882c1769c292d2125blacl3d7ede5a40cc8e52ed1447b£495435ael

uroro: daii;ios - 8 3336664 O cribIe actig ede-asioctesce ae
5£622a94

fa5ed0271ed23327£9¢ccf110b3£747£d26548898c26dc411e685cd0b

BCETO: daiiios - 148 864806421 0 "2°¢ < O P rerears cebdealiedsse

Kouey

Microsoft Windows Server 2008 R2 Datacenter Service Pack 1 x64 at WIN2008R2C-5000

Hara Jomn
b HNmsa daiina CO31aHH JI']mvHa’ a, KC
1101 0alT
A CTPOK
Karanor C:\WSEE\
1 ladvdis 1 16.07.18 71184 _4e40b76706ed27e5l76e6l3d5ca8cdb55c12c2b9c7682cO8b9c3leO7
- PP 18-18 43e695d1
2 lak auto.dll 16.07.18 291392 _23b65dbef3b21971d2adc299C3b06bdcf5fce17e7315fa5d427f0685
- 18-18 9d452e23
3 |akx conn.d11 16.07.182921632 _b834l679lfb03a3ll665Cb34e6dlbl9739eb5cf201d84lefc88b559b
- 18-18 abbl6c7a
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16.07.18 2534fb36£599144c865755e4b18fe9c2d3311alafle773aee93ch6fb
4 laklog.dll 18-1g | 140240 edflc57d
. 16.07.18 0fcal378£39f1519f76389c3d5b4e5ed4629d9105165dc363035d6329
5lanticryptor.dll 18-18 113200 419359121
6 lar- 1 16.07.18 38960 d0aadd41c9625672£5535007ef7ac78c40a2877651ad426db6bbaddfla
j.pp 18-18 £6£39178
7 larsoack 1 16.07.18 33264 d7d9e9%b4d6ed2e781bl1f1c972da6674£662402830b2097385961364ac
P PP 18-18 ab20e3c4
8 laviib 1 16.07.18 32240 822565f90£f4126e728201£d00285e1c6ea311729f8c4d197c8beddc3
PP 18-18 04a052ec
9 lavol 1 16.07.18 195664 b8d01696a40374d03efa710calcf4196d8a80737£09395a9%9a73db2e3
pL-pP 18-18 3d27cac9
10lavp3info 1 16.07.18 34736 c2fal072286ee496789f7dodfd3albf403090b31af0%e229477113969
P -PP 18-18 0c4bbe69
11 lavoas 1 16.07.18 115816 867983dc041eb7837081198ab27b2c68efe8874eba?270781518df63e
Pgs-pPP 18-18 5ae0fa53
12|avomar 1 16.07.18 61280 c0297957¢c468702328%cabbd%9e4dcd5628000953¢ce2bc23979820fb
pmgr.pp 18-18 4b9£9179
13lavs 1 16.07.18 980328 218a97d7c727263ee84d2b4b5ec970b7989£94572850£187650842b5
-PP 18-18 bc445965
14lavscan.dil 16.07.18 314912 45eb2616498£f557d278366cd057830b7£052234274df486e1612b319
18-18 3ae988de
15|avsom 1 16.07.18 46192 b20f8a63cdffec80d1da8fba7df378675b6d3d3b06b81070£d33954b
pm-pp 18-18 4697480
16.07.18 02cd96d9elff4a2cb3602ad2a97b577775966e303bef768410aedcec
16base64d .ppl 18-18 28528 b7b56b1 7
16.07.18 0d918509966£f0379873b96cd68c5bblc570d2e805f73e44e7£431a23
17 [base6dp.ppl 18-18 28528 beedT 117
18lbtdisk.ppl 16.07.18 38384 d4a073069360aa8b3fl173bdllebocfec68bbf580b82coffcf965819a7
18-18 ae20c29a
. 16.07.18 535f8df7b8lafe3cead973cc4d4732acabf2acleaabflbelacdeele6f7l
19 btimages.ppl 18-18 34224 61577dc3
16.07.18 S5ecac28cla%abe269%9a7a47b28e66068013cc8cel0b400ed3fddc9ae89
20buffer.ppl 18-18 28016 4454315¢f
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21lcab 1 16.07.18 37936 0ea06ca231180f8afe0544ca34335191428¢cl1b9dfal29fc71lc2cth4f
. PP 18-18 8c5672df
22lconn res.dill 16.07.18 25840 03f4£f33d97d704eel8c3e0d4cOeefbf72e2784aca71al33a0d300bcfo
- 18-18 aac070b6
16.07.18 fa708f51b018ccobebabbdfeec7/8aad3bb86ffd8e563cff96457b1171
23|crpthlpr.ppl 18.18 | 83992 25clcbe5
01.02.10 4ca260098b65¢cH5429124d72e101fbl1740f52b868ae7a8ccecc78513e
24|dbghelp.dll 1107 1213200 S Edaf Lo
o5 lablite.dll 19.07.17 651408 9e24500d2dcfoafl03856b97e40069fbc36b2cb909809b05f0a7cb9ab
11-10 35d311a?2
16.07.18 255607ad0a0978d96£d6420b8506e07aef£32684a22e£81d0d455033fF
26|deflate.ppl 18.1g | 40048 42cedd7d
27ldevice control.dll 16.07.18 139672 aff05d93f75c9879052ed4c3cfcd4e92c3%acdff59a83fdc769c306fa
- 18-18 0644369ct
28ldma 1 16.07.18 26992 0273d56ec5d8a4d40lc7a86acdlbe3cc571283d59¢c0dddec56c3384546
p.pp 18-18 428acald
16.07.18 ca%9e4e5999¢c2640e320c70£540ad0009979226feb8feb6c32b7b44d71
29|dtreg.ppl 18-18 67992 dfe99ede
0leviocres.dll 16.07.18 143312 eeaddec231d1l5b8b581lallabcbh3cd44aal7ef57151ce6d012dle7b772
18-18 a86f064b
16.07.18 567b93895c507626afb71c3a%9a54a96£2df92d7028e981b58927104a
3llevliogmsg.dll 18-18 202008 8980bce33
16.07.18 41fcb5aec8960bd41f117¢c%9a97ballfceeadb30beb0bl11021985ac88
32|explode.ppl 18-1g | 30640 364d5779
. 16.07.18 a8f2847bdae26c2bbb389%a0acbhele7aa9595b62744b2388640a717a7
33|exploitblocker.dll 18-18 565688 £5729967
34|filema 1 16.07.18 33264 987693789da7fb2c22a806c983994¢c9312bee083ddcl22e47a095¢c5a
p.ppP 18-18 d6665998
35|fimonitor.dll 16.07.18 169272 b0d2da7482d5d250ee202e8f5a22896eb931elbef3e47b0e50db8b5b
18-18 d36407ce
16.07.18 e370eaaf826f36d1l2c3f2eedb67f5fala8aadccc9b9c5d9626f2ccach
36|Fsdrvply.ppl 15-15 | 28080 82bdcb80
37|£ssync.dll 16.07.18 72720 d4b9139db5e8al0f5e8c0192ea8bl2891a0cb31022f532c25b7e7b340b
18-18 8dabebeb
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16.07.18 89a9d8f70051db35aa355e37e72b2065d3680aec05b5823165339df0
38|HASHCONT . ppl 18.18 | 25968 933772 £ £
39 hashmds . PPL 16.07.18 29104 0b2f266770d4becb54f61c5917ecad43c5e85167cde2128bl31lolffc2da
18-18 29934a7c
40 lhcem 1 16.07.18 25968 954216304a02a4083e758567¢cc8410e0a2880ed85e2b14797396255b
P.pp 18-18 157afd3b
. 16.07.18 7a94518101824ada9d69754d649%9ae0ec524d329d3336¢c1279f8e4a29
4llicapsrc.dll 18-18 525784 dcedd216
. 16.07.18 dO0afcbh4dd0be8f38ee%9ed64a28514658dc6al3c577£693bd1092680c¢
42|ichk2.ppl 18-18 34800 bldd2e9?2
) 16.07.18 781b5557¢c2fbd4643ec20b666074c1c277£90d71b27772442838b6c90
43|ichksa.ppl 18-18 31664 42ca9d04
. 25.06.18|2669448 fa98f3b961f486claa78ee295d4bc3e4ea92b992b461b65b53623eac
44|1icudt59.d11
11-10 0 Tfcc0cOf
4501 cuin59 . dll 25.06.18 1930440 ff3eac06f3b353c5cc69c28£930b08cd4a5fel38clcdcaafadfs64lfac
11-10 adad4f016
. . 25.06.18 39f894963f3846e8c703188e78ce62f0e786814b388b132cd0155e30
46|icuio59.d11 11.10 | 61384 £32¢169b
4701 cuucs9. 411 25.06.18 1326856 77e481df5cebd7150fd4abeef9cee8d02a607134743¢c81616d3a4a94
11-10 2e974036
. 16.07.18 f0£8127£f6al172308e9feee3cdb002d2bcddc20e0£25f6625d2be8f6a
48|inflate.ppl 18-18 40496 cdéfeTbb
49linifile 1 16.07.18 36848 5ad7b2b2fd3b9%el131cb44cdb647abl3co64db8ba772e6b40dfd4a29cf0d
213 18-18 3b5£7116
50|iwgen 1 16.07.18 31664 e012dbddlcdcb5cafb4189c570322797¢c4b858c368c3744b8f9c8505e
gen.pp 18-18 e73aba’lc
16.07.18 09e0609f1dfdcbd7£097b5575bea81081da729de29f£93d967bb03c7
5llkavfs.exe 18-18 5088056 5487bbed
16.07.18 e94e9adb984af64afde73662b1098b57efcd251bde65b5702e2£92¢cf
52|kavfsauto.dll 18-18 1695160 T£244212
16.07.18 9de7dcbe8af6357¢c461790a853e96e808b4cfbd7894c2017d42a9295
53|kavfsgt.exe 18-1g |1609296 023f4£d5
54|kavfsmui . exe 16.07.18 691904 d8b4152fedec60665ef9dadaf00d51b62ecf0bl160325e0e71383f49%e
18-18 08c57568
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55|kavEsscs . exe 16.07.18 121000 d7561ea904ed%ebdfd3def7f£f3c5fe5068715clb2ecf89d6c25dfd5b
. 18-18 13274577
16.07.18 34854884501 7aa66b732fa743a0543069380b736158a485¢c369%9b6cac
56|kavfsslp.dll 18-18 3063448 b4dE04ch
16.07.18 848c3f69¢chbl8b5728868914ae88ce9de612e3194f45342cf05eclbfc
57 |kavfsslpps.dll 18-18 28080 29905339
16.07.18 c4a32c321bb30c90ddb97a1306c6d34c700caf4c2de98c887392afd2
58|kavfswh.exe 18-18 77328 6fb9%e419
59 |kav £swp . exe 16.07.185082752 414587e61faf3020e34c65d8elc761936c7fe465b3b5052607el15a3d
18-18 2a8cbe’e
60lkavshell . exe 16'07'183894136 381845cl18febe2ec9d9245db6de3£f454d5d5f1b9704c516ballba63?
18-18 a%9lac4dc4
16.07.18 128e4b06867790£3d641766£9d9dc82d24e83675¢c8e91962fad46e65
6l|kavtray.exe 18-18 600984 0318dec8
16.07.18 217fccd42b39%9a5324b8d5081cbed406add424c6caaf906c0512841d420
62|kavtrayr.dll 18-18 37808 1653a7d1
631k1 service.dll 16.07.18 714792 c880dclc2cd4edlbiddcbeee?291f3bad056c3a8bfoccab24a3cb4alll3b
- 18-18 83343c2a
. 16.07.18 b58fcl9%0adl13331162f£f£884c2532d14dfd1af2943£f11a1694e32d58
64|klav_engine.dll 18-18 55016 68424476
16.07.18 e5e9614b1a8669510b8aa62dcf0219£935852£5¢c35712898debc3bed
65|klavsys.dll 18-18 68504 S£8bA0EE
. 16.07.18 db48d466b752b2b5cd17bf733518cdf532e15111346455e5¢c21bdcel
66 |[kpcengine.dll 18-18 672720 bd7£592 ¢
67|ksn facade.d1ll 16.07.18 1320544 b22efa5cde3aaffl£58dff68c903e9a07855135£307398627ada7’7bat
- 18-18 ecaabe95
. 16.07.18 8271bf5f200ecaeee528d78f781db39%97eedf2608e6d29ffd%a3bal3b4
68|1 1lio.ppl 18.18 | 28592 8b6b0f2b
16.07.18 703af1029%9a059a23292bl4lcad3cd4a8ceecac610183c2laeb70cfdefc
69|1ha.ppl 18-18 47784 c3b3c8de
. 16.07.18 0ac68dad76874533000del175b99dea®54a361410ab0b79f6f25df853
70|1libeay32.d1l1l 18-18 1423936 da6dedfs
el licensing product facade 16.07.18 1147648 ba2ad4390aeb34e3d1d751a568d51252ad60081c2£f508cl4f766b8led

.dll

18-18

ecceallc
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72l11stloc.dll 16.07.18 143312 i £f8176e15debfbb09095629faabl2a2edebcd60f59daaec265cal2ecleb
18-18 cafeladc

. 16.07.18 0bd045b1df5913b070796a02807bb9cfcl1605098d69eddfe3aff571d
73|1logging.dll 18-18 137112 - 261337¢9

Z4lmailms 1 16.07.18 73176 ) 4dd456d991eab59c2ffa22e939%9e7bb52128495eblddabf4dbf08cl9f2e
g.pp 18-18 c6a09712

75Indb . pp1 16.07.18 61792 _eOeCZbaf64l94aOef453cd4lbbdfb229081d72d84b9076d5f73d07bf
18-18 el7etbele

76 ndma 1 16.07.18 27568 i 2c9bc29dd9726711e5ef102d1£fb18£f54e0612822b3477aeldf304b0db
P-PP 18-18 d418cbf6

77 lnemmods ¢ 1 16.07.18 43120 ) £fe32d0d97¢cf£f40710£0a35978d17£74£f15b0e06f£fd952203908b5db20
. PP 18-18 1£fa7969b

78 Inems can 1 16.07.18 39920 ) 39f74£fcf£29328714225a15bf6f08beadll361553afbf27d5c4517ad4da
- PP 18-18 98d78412

79lminizi 1 16.07.18 43120 i 7a620fc63e975¢c949%ecd4fb9da770964050d0e096dd6£89ec09bp333b5
P.Pp 18-18 5551£0ch

. 16.07.18 9c35cf73el3ab2931lacc71490e477£183a57a8b96cbbcd4le56ce370c
80mitmprxy.dll 18-18 3200024 - 230999972

81 lmkavio 1 16.07.18 31152 i f97ee92fe2e3f5341cedfd85465efe2c05de79fbad02012afa7559d2
. PP 18-18 81090708

82 nsoe 1 16.07.18 83080 i 6197b5bfad®3e3b235e800£447£ffbd4d91fb388d54d028310b90c922
. PP 18-18 3de8e189

83|msvep120.d11 05.10.13 455328 i c0el864a9aed68619664afleb3692d6ealb7e27c402e5e8968b66a82
01-38 cce9%631le

84lmsver120.d11 05.10.13 970912 i 401b10845p788£f48d3701149ce52bb8133336c47d4d9048bd0b2d303
01-38 5ed4d2ffo6

85 MUTLoc. d11 16.07.18 63776 i fcfe8ceb5ed0e6f906ble23081dd72a9cbbec7fefdcb8e324dc4190e4df
18-18 a8813326

16.07.18 8710ccel09fd4d1215e3556cff4a385d65¢c9fa439e09bbalb9d5£d35
86|nappsrc.dll 18-18 200656 - £52280c6

. 16.07.18 5542734478a98d3025bafcba’de2bc20dadc8a94d35£f400ed960041d
87 |netappanticrypt.dll 18-18 2458720 - 5e9beed]

. 16.07.18 18d9e445e1750fcb40a00eb2fc5cfaldfefcal3az2097ce9240bf55d24
88Infio.ppl 18-18 104312 - 51278836
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L 16.07.18 e3712b9%fd974¢c1320734d6c27bbcofcdl3a737cbad44216e25246d7d99
89notifierloc.dll 18-18 26352 - 19642911
16.07.18 8178e5dfb403712fd5fcc2fd01feea73269876c55ed4af7¢c£d08c9615
Nntfsstrm.ppl 18-18 34800 - 1805429 f
91loassrc.d1l 16.07.18 200712 _47fdb0908bl2f5eb590683faf985a12f5dd6b374a77bf476a7029364
18-18 c266f451
92lodssrc.dll 16.07.18 484920 i e66ldb7elaefdf26be9b3e498353f8a4fd596dlce86cdf818851f9c4
18-18 6cbdafc4
. 16.07.18 0e087f75c45d2544c8d0db9dcd28d1lb2cb3f45526a5a94bd46420d92
93|packed io.dll 18-18 58656 - 4co4d6al
94loassdma 1 16.07.18 20616 i 95a3c987f1c2b25329d953ab0£fde9502el1bdb395d97807b43920a9%a9
P P-pP 18-18 76955cc6
95patch.exe 16.07.18 369784 1929a9£f8aa81d6£ed7a5a79£9858db7200d0183e2c7££39d9%a6a73f1e
18-18 13aa84c?2
16.07.18 d5157a6c54c285¢c7¢c54585f¢c4£43222¢c8a577a11de00e2878242dcf6
96 |perfentr.dll 18-18 86216 - 84883932
97|prioader.dll 16.07.18 157888 _ebacaa3c67c68522ada34da39ee5a86da9a59l375chO75588499142
18-18 dé60calle
98loropma 1 16.07.18 76304 _a8487afdfdla2fl70d9acf7fe27440d6268ala3caec976ec5c50a956
propmap.pp 18-18 f0lcOe3a
99lorseaio 1 16.07.18 31152 _9a1085cO9c47756af650ddl5cd0046al622a825b81f40b5fl771892d
prseqio-pp 18-18 56£05727
10 rutil 1 16.07.18 38960 _db9027e5545la358ea6d3cfa882077783a890fld40fcfel60c5cOOaf
0P 213 18-18 c253139b
10 uantum 1 16.07.18 31152 _799Cb7e31389387bfdd4ef4d32bad72bc99Cffa87bl40896C733a42d
1|4 PP 18-18 T6balfcc
10 rar 1 16.07.18 94528 ) 608elb45cb3b73023a3ead?2b2e016¢c8f011fc31clc3cl560£530a03a
2 PP 18-18 81568405
10 reama 1 16.07.18 31152 _5ee471C5lf30144fl50d737eeda2164665401687be8f002c66265767
3 [Fe9map-pP 18-18 1f41b9e4
10 16.07.18 e38a7ebad983d0f31f425f437b5363e64102c3e3efla24406c30d4494
4 scagent.dll 18-18 228032 - Fa6e6020
10 16.07.18 6cd9aeac3edb5dbl83ea2744cebdee?2725a8ae86b3b73ebdabae6745
5 scandll.dll 18-18 142472 - 0db64£b1
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10 16.07.18 304a13d5ab04f5abbf8d5797073ead46853690869¢cb809%e011cf32bl
g [Fercehsre.dll 18-1g | 1o44%4 8463£70c
10 sfdb.ppl 16.07.18 50344 e352ecf4ec5d352d3951926ba683776de99831aa08f7d9774d2ed439
7 18-18 188a39e4
180 shellloc.dll 1?_.5_71.;8 63264 7db97044cbe7fc4262f8ab4b§iélgg;g(9ib7lalo44130863d6068404ce
190 ssleay32.dll 1?-.5_71.;.8 325152 b96l73b360374bd76Cf3e36e§§é§§2é28f6afle4d46fbd4l790e4935
11 16.07.18 5f59%e6b677fd34cacc026230530ca32228022922638c754c7cbald%b5
o [Stdcomp . ppl 18-18 | 22968 d0099e77
11 16.07.18 dbfeef748a62a3eedd02fdbcd4edcdcc82256858¢c98140e8c24defabd
1 stenum?2.ppl 18-18 137680 811blcde
11 storage.dll 16.07.18 279152 6c85d17d642a453db7928dbfbd58b4abb79013e814aa5048c19b29%fa
2 18-18 df32630b
11 16.07.18 38e40280alabe63664ac3d80514bf25fal5b4b630cla’24a33e35d943
g [Prored-ppl 18-18 | % de2d2ee?
11 . 16.07.18 dfe6970c58862f26df1d55e295372714e6942898bc05703570fb0f1d
4 streamio.ppl 18-18 29104 cl316a7e
11 substio.ppl 16.07.18 30128 05f9149160f68d69%9aeclb3e87d7ec9c435eddc6590929dab869f47a7
5 18-18 4e159cf4
11 superio.ppl 16.07.18 26992 16db44c962afd7731e55d2403d5¢c11d3a46182b827d83¢c3e386d807¢c
6 18-18 ecd8bl18
11 tempfile.ppl 16.07.18 28080 d4a38cd50d8fbfb6715¢c9ebc0201d9%4fccaeca’2df36187860b33bc230
7 18-18 49421e3e
11 thpimpl .ppl 16.07.18 39472 cb8df21ec58073c65af82786b51ca8deoc07b2bb3f43ff2a0££f83c098
8 18-18 05e78d87
11 timer.ppl 16.07.18 30640 5cdf4£f2843¢c9b4f539fb0b8335e3b94c847be07a289%cb57€¢a6a9268f
9 18-18 3c0e9525
12 tm.ppl 16.07.18 31664 e987c6af26a80625ee9a7d698c3e63c74d0fe32b253373b427¢c5a886
0 18-18 cc913172
112 tm2srce.dll 1?-.5_1.;.8 660824 5fb88fl7cd063d4d0af2d7a72333492§;Od62Occe7494Oed4c7423d95
122 uds . d1l 1?_.5_1.;.8 317864 3e8acebc938l984(:87lff643g(6:g?22%3787fa96ba33f1b8f4527a4af
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12 . 16.07.18 c9fb2e44c3b7991520cf03e8b9%947baale8dob5dd719efb3bbdd826d1l
3 unarj.ppl 18-18 30128 B 5cedaa’79
12 UniArc.ppl 16.07.18 37872 _bef62f95f06303cab74fd2af8985a26dc7a4ae6fffbdfclb47a69078
4 18-18 2fa65634
lzunlzx.ppl 16.07.18 31728 |188c2dcb9aceba807£d52020ddbc442201b£1569a847£e8£a366810b
5 18-18 c7aelaz28
12 16.07.18 10£3194e4e5b632ca%989cb7aa55df162d2fb0479263cad4c014543a35
6 unreduce.ppl 18-18 27568 - 773629%ed
12 . 16.07.18 e5cd92ab730d6f3f52b503¢c931bl6de56e5c8946b4571d76£891b7a6
7 unshrink.ppl 18-18 26992 - 9172724
12 16.07.18 982b0292d382¢c386d8788cba7c6441e445a3d2167c22ebab58260a27c
8 unstored.ppl 18-18 26480 - 1b3cfa71
%fupdaterZ.dll 1?5138102E76 _916312948208cc380ec70e772§g§83§215c449alababc53cf3e546bc
103 updater facade.dll 1?-.371.;.81005200 _f493b476af38a49eZd440ed05§2532233bd662a8l75ll933051968451
%ﬁvccorlibl20.dll O%i%;3 247984 _52a82db38a479c6d9a8e6lle?ﬁééiigic53eflcd9255e789567126cl
13 16.07.18 2c1710c952613ada8896f0ac7073b3527a727£37272089430bacdo6d
p [Tmarea.ppl 18-18 | 29040 ) £6b63c03
13 wdiskio.ppl 16.07.18 36336 ) 6£7d41d14641230403a7db3a3818dfac071843e24c89d9d0897546e4
3 18-18 821c4do1
13 winreg.ppl 16.07.18 45168 ) c60d742d26dal35f033clfbae88fa37f2eb34aledal3ded7642a80ce
4 18-18 9eb4414b
13 . 16.07.18 e2b9728fc84cde7b6c90492e2119842ed0bafcbblce094411bfbl966
5 wss_client.exe 18-18 70104 - 36ec1231
13 xorio.ppl 16.07.18 26992 ) 35e835474b67cfc696b812e98a5e4a3b8cdf3c960208d613206fblee
6 18-18 0b21£07e
. 8245399 3b3700cae0547179832a606£c3dbf6£d0262783b8fdef8e8408eabad
utoro: ¢gaiijion - 136 5 0 29a2bab3
Karanor C:\WSEE\drivers\x64\win7\klwtp\
13 15.01.18 ae21468cb2be93411a5ccl7dee64360731785e37b8af7d7¢295d03d5

klwtpee.sys

05-22

71872

d49c8b50
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uToro: ¢aiijos - 1

71872

0

ae21468cb2be93411la5ccl7dee64360731785e37b8af7d7c295d03d5

d49¢8b50
Karasnior C:\WSEE\drivers\x64\wlh\klam\

lgklam svs 06.06.18 492232 |74db66359e7103abeladldcadlSecdeb8f1bl1£d92c79c49acct0cOl

8 "8y 13-26 €2815590
. 74db66359e7103abelad4dl4cadlS5ecd4eb8f1bll1£d9%92c79c49%9accf0c01

uToro: ¢aiijos - 1 492232 0
2815590
Karanor C:\WSEE\drivers\x64\wlh\klfltdev\

13 01.05.17 fcd795bcbdebbfb6983bd5d69286b0e88c41890049a8d03d7cde893f

9 klfltdev.sys 23.35 58592 - b5 fa8a5h
. £cd795bcbde6bfb6983bd5d69286b0e88c41890049a8d03d7cde893f

UTOro: (paiijos - 1 58592 0 b5fa8aSh

Karanor C

:\WSEE\drivers\x64\wlh\ramdisk\

14 . 15.01.18 8fc6a49ef38640233c943d0d0a7dl6a0ladcd347f£377605cal4dbaac
klramdisk.sys 67272 -
0 01-20 ca48a8ct
. 8fc6a49e£38640233¢c943d0d0a7d16a0ladcd347££377605cal04baac
UTOro: (paiijaos - 1 67272 0
ca48a8cft
Karanor C:\WSEE\x64\
14ebloader exe 16.07.18 73296 _fb0b54f7daad82e388e29b124d567llb2760b53273c62c6le67fe054
1 ) 18-18 548c8b80
14 . 16.07.18 72a981d802d8953b4cb5ccda?2401d8d35ca3db0543a94e53a119d9%a6
2 exploitblocker.dll 18-18 644592 - 92228804
14lO ing.dll 16.07.18 191648 _2dO8ZCC98d45f3030fOO2b9C9blb033422b6b948a5df7d992e650b23
3|*°99+nd- 18-18 2df46087
14 04.10.13 2d0£d105dd71ac9917eb6l10a82e9%9abf4db7ed3f5c7ee82e888cblced
4 msvcpl20.d11 9958 660128 - 50eb72c5
14 04.10.13 e3a06085a4956668835700ea565074806bca86ced?28939264eab008d14
5 msvcrl20.d1l1 9958 963232 - 435eabf8
14 16.07.18 5b9c250d49b6b%b98e4c9030144349d8£8b5df80b8an581dad903cld
6 perfcntr.dll 18-18 110640 - 54584391
14scagent.dll 16.07.18 336600 _4d62289090451b78a0273dc226a3cf5b9e029467af4bc069960b8926
7 18-18 23ecabal
14 ) 04.10.13 147fec5284cdal?2ae216121a40af244422£f264911dce588ded4104ct6
8 veccorlibl20.d11 9958 356528 - 20317898




23

643.46856491.00084-03 30 02

uToro: (paiiios - 8

3336664

0

6882cl1769c292d2125blacl3d7ede5a40cc8e52ed1447b£f495435ael

5£622a94
f 271ed23327f
BCETO: aiios - 148 864806421 0 a5ed0 ed233 9ccf110§3§'§22§§26548898c26dc411e685cd0b

Koney

Microsoft Windows Server 2008 R2 Enterprise Service Pack 1 x64 at WIN2008R2-5009

ara JIHH
l‘]::'; Nms paiina C()IZ}[}IaHI/I I[g;ﬁHTa’ I[a, KC
| CTPOK
KaTanor C:\WSEE\
1 ladvdis.ppl 16.07.18 71184 |4e40b76706ed27e5176e613d5ca8cdb55¢c12c2b9¢c7682c08b9c31e07
18-18 43e695d1
16.07.18 23b65dbef3b21971d2adc299c3b06bdct5fcel7e7315£a5d427£0685
2 lak_auto.dll 18-18 291392 - 94452623
3 lak conn.dll 16.07.182921632 _b834l679lfb03a3ll665cb34e6dlbl9739eb5cf201d84lefc88b559b
— 18-18 abblo6c7a
4 laklog.d11 1(:3L.§)_71.§8 140240 _2534fb36f5991440865755e4ke>éifif59c7:(21d33llaOafOe773aee93cb6fb
5 lanticryptor.dll 1?-.5(3)_71.818 113200 i Ofca378f39fl5l9f76389C3d2k2)§1e32§<2:1i629d9105165dc363035d6329
6 larj.ppl 16.07.18 38960 _dOaa4d4lc9625672f5535007ef7ac78c40a287765la426db6ba4df0a
18-18 f6£39178
7 laripack.ppl 16.07.18 33264 _d7d9e9b4d6ed2e781blflc972da6674f66240283b2097385961364ac
18-18 ab20e3c4
8 laviib.ppl 16.07.18 32240 _ 822565f90£f4126e728201£d00285el1c6eal311729£8c4d197c8beddc3
18-18 04a052ec
9 lavpl.ppl 16.07.18 125664 _b8dOl696a40374d03efa710calcf4l96d8a80737f09395a9a73db2e3
18-18 3d27cac?9
10|avp3info.ppl 16.07.18 34736 i c2fal072286ee496789f7d6dfd3albf40309%9bb31af09e229477113969
18-18 Ocdbbe69
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11lavoas 1 16.07.18 115816 867983dc041eb7837081198ab27b2c68efe8874eba270781518df63e
pPgs.pp 18-18 5ae0fab3
12|avomnar 1 16.07.18 61280 c0297957¢c468702328%acabbd%e4dcd5628000953¢ce2bc23979820fb
pmgr.pp 18-18 4p9£f9179
13lavs 1 16.07.18 980328 218a97d7c727263ee84d2b4b5ec970b7989£94572850£187650842b5
. PP 18-18 bc445965
14lavscan.dil 16.07.18 314912 45eb2616498£557d278366cd057830b7£052234274df486e1612b319
18-18 3ae988de
15lavsom 1 16.07.18 46192 b20£f8a63cdffec80dlda8fba7df378675b6d3d3b06b81070£d33954b
pm.pp 18-18 46974e80
16.07.18 02cd96d9elff4a2cb3602ad2a97b577775966e303bef768410aedcec
16|base64.ppl 18-18 28528 b7b56b1 7
16.07.18 0d918509966£f0379873b9%6cdo68c5bbblc570d2e805f73e4d44e7£f431a23
17 |base6dp.ppl 18-18 28528 b6ed7117
18[btdisk.ppl 16.07.18 38384 d4a073006930aa8b3fl73bdlleb5ocfeco68bbf580b82coffcf965819a7
18-18 ae20c29a
. 16.07.18 535f8df7b8lafe3cea973cc4732acabf2acleaabflbelacdeecle6t71l
19[btimages.ppl 18-18 34224 61577dc3
16.07.18 S5ecac28cla%abe269%9a7a47b28e66068013cc8celb400ed3fddc9ae89
20buffer.ppl 18-18 | 28016 4454315f
21lcab 1 16.07.18 37936 0eal6ca231180f8afe0544ca34335191428c1b9dfal29fc71lc2cth4f
. PP 18-18 8c5672df
22 lconn res.dll 16.07.18 25840 63£f4£33d97d764eel8c3e64cOeefbf72e2784aca71al33a0d300bct6b
- 18-18 aac070b6
16.07.18 fa708f51b018ccobebabbdfeec78aadl3bb86ffd8e563cff96457b1171
23|crpthlpr.ppl 18-18 83592 250 ches
01.02.10 4ca260098b65c5429124d72e101£fb1740£52b868ae7a8ccecc78513e
24|doghelp.dll 1107 [1213200 S Eadf] oo
o5 laplite.dll 19.07.17 651408 9e24500d2dcfoafl03856b%7e4069fbc36b2cb909809b05f0a7cb9ab
11-10 35d311a?2
16.07.18 255607ad0a0978d96fd6420b85006e07aef32684a22e£f81d0d455033F
26|deflate.ppl 18-18 40048 49ceddld
27ldevice control.dll 16.07.18 139672 aff05d93£f75c9879052ed4c3cfcd4e92c3%acdff5%9a83fdec769¢c3006fa
- 18-18 044369ct
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28ldma 1 16.07.18 26992 0273d56ecbhd8ad40lc7a86acdlbel3cc571283d59¢c0dddec56c3384546
p.pp 18-18 428acald
16.07.18 ca%9e4e5999c2640e320c70£540ad0009979226feb8febc32b7b44d71
29|dtreg.ppl 18-18 67992 dfe99ede
16.07.18 eeaddec231d1lb5b8bb8lallabcb3cd44aal7ef57151ce6d012d1le7b772
30levliocres.dll 18-18 143312 286£064b
16.07.18 567093895c507620afb71c3a%9a54a96£2d£f92d7028e981b58927104a
3llevliogmsg.dll 18-18 202008 8980bc33
16.07.18 41fcb5aec8960bd41f117¢c%9a97ballfceeadb30beb0b11021985ac88
32|explode.ppl 18-18 30640 36445779
. 16.07.18 a8f2847bdae26c2bbb389%a0acbele7aad595b62744b2388640a717a7
33lexploitblocker.dll 18-18 565688 £5729967
. 16.07.18 987693789da7fb2c22a806c983994c9312bee083ddcl22e47a095¢c5a
34|filemap.ppl 18-18 33264 46655998
35|fimonitor.dll 16.07.18 169272 b0d2da7482d5d250ee202e8f5a22896eb931elb6ef3e47b0e50db8b5b
18-18 d36407ce
16.07.18 e370eaaf826f36dl2c3f2eed67f5fala8aadccc9b9cbd9626f2¢ccach
36|fsdrvplg.ppl 18-18 28080 89bdeb80
37|fssync.dll 16.07.18 72720 d4b9139db5e8a0f5e8c0192ea8bl2891a6b31022f532¢c25b7e7b340b
18-18 8dabebeb
16.07.18 89a9d8f70051db35aa355e37e72b2065d3680aec05b5823165339df0
38|HASHCONT .ppl 18-18 25968 933770 F
39 hashmds . PPL 16.07.18 29104 0b2£f266770d4becb54f61c5917ea43c5e85167cde2128b310lffc2da
18-18 29934a’c
20 heem 1 16.07.18 25968 954216304a02a4083e758567¢cc8410e0a2880ed85e2b14797396255b
P-pP 18-18 157afd3b
. 16.07.18 7a94518101824ada9d69754d649%ae0ec524d329d3336¢c1279f8e4a29
41|icapsrc.dll 18-18 525784 Jeedd216
. 16.07.18 dO0afcb4dd0be8f38ee%9ed64a28514658dc6al3c577£693bd1092680c¢
42|ichk?2.ppl 18-18 34800 bldd2e9?
. 16.07.18 781b5557¢c2fbd4643ec20b666074c1lc277£90d71b27772442838b6c90
43|ichksa.ppl 18-18 31664 42029404
. 25.06.18|2669448 fa98f3b961f486claa’78ee295d4bc3e4ea92b992b4d61b65b53623ecac
441icudt59.d1l1
11-10 0 Tfcc0cOf
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4501 cuins9.dll 25.06.18 1930440 ff3eac06f3b353c5cc69c28f930b08cd4abfe38clcdcaafadfbedlfac
11-10 ada4f0le
. . 25.06.18 39f894963f3846e8c703188e78ce62f0e786814b388b132cd0155e30
46|icuio59.dl1l 11-10 61384 £32¢169b
4711 cuucs9. 41l 25.06.18 1326856 77e481df5cebd7150fd4abeef9cee8d02a607134743¢c81616d3a4a94
11-10 29740306
. 16.07.18 f0f8127f6al172308e9feee3cdb002d2bcddc20e0f25f6625d2be8f6a
48|inflate.ppl 18-18 40496 cd6fc7bb
49linifile 1 16.07.18 36848 5ad7b2b2fd3b%e131cb44cdb647ab3c64db8ba72e6b40dfd4a29c£0d
PP 18-18 3b5£7116
50|iwaen 1 16.07.18 31664 e012dbddlcdc5cafb4189c570322797¢c4b858c368c3744b8£f9¢c8505e
gen.pp 18-18 e73aba’c
16.07.18 09e0609f1dfdcbd7£f097b5575bea81081da729de29££93d967bb03c7
5l|lkavfs.exe 18-18 5088056 2487bbed
16.07.18 e94e9adb984af64afde73662b1098b57efcd251bde65b5702e2£92¢cf
52lkavfsauto.dll 18-18 1695160 T£244912
16.07.18 9de7dcbe8af6357¢c461790a853e96e808bdctfbd7894¢c2017d42a9295
53|kavfsgt.exe 18-18 1609296 023F4£d5
. 16.07.18 d8b4152fede6c6665ef9dadaf00d51b62ecf0bl160325e0e71383f49%e
B4lkavfsmui.exe 691904
18-18 08c57568
55|kavfsscs . exe 16.07.18 121000 d7561ea904ed%ebdfd3def7f£3c5fe5068715c1lb2ecf89d6c25dfd5b
. 18-18 13274577
16.07.18 34854884501 7aa606b732fa743a0543069380b736158a485c369b6cac
56|kavfsslp.dll 18-1g |3063448 b4df04ch
16.07.18 848c3f69cbhbl18b5728868914ae88ce9de612e3194f45342cf05ecl5fc
57|kavfsslpps.dll 18-18 28080 29905339
16.07.18 c4a32c321bb30c90ddb97a1306c6d34c700cafd4dc2deS98c887392afd?
58 |kavEswh.exe 18.18 | 77328 6fb9e419
59|kavEswp.exe 16'07'185082752 414587e61faf3020e34c65d8elc761936c7£fed65b3b5052607e15a3d
18-18 2a8cbele
60 xavshell . exe 16'07'183894136 381845c18febe2ec9d9245db6de3£f454d5d5f1b9704c516ballba63’
18-18 a%lac4dc4
16.07.18 128e4b06867790£3d641766£9d9dc82d24e83675¢c8e91962fad446e65
6l|kavtray.exe 18-18 600984 0318dec8
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16.07.18 217fccd42b39%9a5324b8d5081c6ed406add424cb6caaf906c0512841d20
62 |kavtrayr.dll 18-18 37808 - 16535741
631kl service.dll 16.07.18 714792 |c880dclc2cd4edlbddcbeee291£3bad056c3a8bfoccas24a3cb4alll3b
— 18-18 83343c2a
) 16.07.18 b58fcl90ad13331162ff£f884c2532d14dfd1af2943f11a1694e32d58
64|klav_engine.dll 18-18 55016 - 68da4d76
16.07.18 e5e9614b1a8669510b8aa62dcf0219£935852£f5¢c35712898debc3bed
65klavsys.dll 18-18 68504 - 5£8h40£6
. 16.07.18 db48d4606b752b2b5cdl7bf733518cdf532e15111346455e5¢c21bdcel
66 |kpcengine.dll 18-18 672720 - bd7£592 ¢
67ksn facade.dll 16.07.18 1320544 _b22efa50de3aafflf58dff68c903e9a07855135f307398627ada7baf
— 18-18 ecaabe95
. 16.07.18 8271bf5f200ecaecee528d78f781db397eedf2608e6d29ffd9%a3ba3b4
681 1lio.ppl 18-18 28592 - 8b6b0 £ 2b
16.07.18 703af1029%9a059a23292bl4lcad3cd4a8ceecac610183c2laeb70cfdefc
69|1lha.ppl 18-18 47784 : c3b3c8dc
. 16.07.18 06ac68dad76874533000del175b99dea954a361410ab0b79f6£25d£853
70|libeay32.d1l1 18-18 1423936 - da6ded 3
licensing product facade [16.07.18 ba2a4390aeb34e3d1d751a568d51252ad60081c2£508cl4f766b8led
71 — - 1147648 -
.dll 18-18 ecceallc
72l11stloc.dll 16.07.18 143312 i £f8176e15debf5b09095629faab2a2edebcd60f59daaec265cazecleb
18-18 cafeladc
. 16.07.18 0bd045b1d£f5913b070796a02807bb9cfcl1605098d69%e4dfel3aff571d
73|1ogging.dll 18-18 137112 - 26133709
74|mailms 1 16.07.18 73176 i 4dd456d991eab59c2ffa22e939%9e7bb52128495eblddabf4dbf08cl9f2e
g-ppP 18-18 c6a09712
75Indb . pp1 16.07.18 61792 _eOechaf64l94aOef453cd4lbbdfb229081d72d84b9076d5f73d07bf
18-18 el7ebele
76 Imdma 1 16.07.18 27568 ) 2c9bc29dd9726711e5ef102d1£fb18f54e612822b3477aeldf304b0db
P.pp 18-18 d418cbf6
77 lnemmods ¢ 1 16.07.18 43120 i fe32d0d97cf£f40710£0a35978d17£f74£f15b0e6f££d952203908b5db20
- PP 18-18 1fa796%b
78 lmemscan 1 16.07.18 39920 i 39f74£fcf£29328714225a15bf6f08beadll361553afbf27d5c4517a4d4da
. PP 18-18 98478412
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79lminizi 1 16.07.18 43120 i 7a620fc63e975c949%9ec4fb9da770964050d0e096dd6£89ec09b333b5
P-PP 18-18 5551£0ch

. 16.07.18 9c35cf73el3ab2931lacc71490e477£183a57a8b96cb5cd4le56ce370c¢
80mitmprxy.dll 18-18 3200024 - 23099992

81 lmkavio 1 16.07.18 31152 i f97ee92fe2e3f5341cedfd85465efe2c05de79fbad02012afa7559d2
. PP 18-18 81095708

82 msoe 1 16.07.18 83080 ) 6197b5bfad93e3b235e800£447£ffbd4d91fb388d54d028310b90c922
-PP 18-18 3de8e189

83|msvep120.d11 05.10.13 455328 |cOel864a9%aed68619664afleb3692d6ea2b7e27c402e5e8968b66a82
01-38 cce9631le

84lmsver120.d1l 05.10.13 970912 ) 401b10845p788£f48d3701149ce52bb8133336c47d4d%9048bd0b2d303
01-38 5e4d2ffo

85MUTLoc. d11 16.07.18 63776 |fcfe8cebed0e6£906ble23081dd72a9cbbc7fefdcb8e324dc4190e4dt
18-18 a8813326

16.07.18 8710ccel09fd4dl1215e3556¢cff4a385d65¢c9fa439e09%pbalb9d5£d35
86 |nappsrc.dll 18-18 200656 - £5248006

. 16.07.18 5542734478a98d3025bafcha7de2bc20dadc8a94d35£400ed960041d
87 netappanticrypt.dll 18-18 2458720 - 5e0beed]

. 16.07.18 18d9%9e445e1750fcb40a00eb2fchcfaldfefcal3a2097ce9246bf55d24
88nfio.ppl 18-18 104312 - 51278836

. 16.07.18 e3712b9%9fd974c1320734d6c27b5c6fcd3a737¢c5a44216e25246d7d99
89notifierloc.dll 18-18 26352 - 19642911

16.07.18 8178e5dfb403712fd5fcc2fd01feea73269876c55e4af7cfd08c9615
Ontfsstrm.ppl 18-18 34800 - 1805429 F

91loassrc.d1l 16.07.18 200712 _47fdb0908bl2f5eb590683faf985al2f5dd6b374a77bf476a7029364
18-18 c2600f451

92lodssre.dll 16.07.18 484920 _e66ldb7elaef4f26be9b3e498353f8a4fd596dlce86cdf81885lf9c4
18-18 6cbdafc4

93lpacked io.dll 16.07.18 58656 ) 06e087f75¢c45d2544c8d0db9dcd?28d1lb2cb3f45526a5a94bd46420d92
— 18-18 4c24d6al

94 oassdma 1 16.07.18 20616 i 95a3¢c987£f1c2b25329d953ab0fde9502el1bdb395d97807b43920a9%a9
P P-PP 18-18 76955cc6

95lpatch. exe 16.07.18 369784 i 929%9a9f8aa8ldofed7a5a79f9858db7200d0183e2c7f£39d%aca7’73fle
18-18 13aa84c?2
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16.07.18 d5157a6c54¢c285¢c7c54585fc4f43222¢c8a577a11de00e2878242dcf6
% perfcntr.dll 18-18 86216 84883932
97|prloader.dll 16.07.18 157888 ebacaal3c67c68522adal34da39ee5a86da%9a5913750cb075588499142
18-18 de0ca2le
98|propmap . ppl 16.07.18 76304 a8487afdfdla2f170d%acf7fe27440d6268ala3caec976ec5c50a956
18-18 f0lcOe3a
99lprseqio.ppl 16.07.18 31152 9a1085c09¢c47756af650dd15cd0046al1622a825b81£f40b5£1771892d
18-18 56£05727
10 . 16.07.18 db9027e55451a358ea6d3cfa882077783a890f1d40fcfelo60c5c00af
o [prutil-prl 18-18 | 8960 c253139
10 16.07.18 799cb7e31389387bfdd4efdd32bad72bc99cffa87b140896c733a42d
1 quantum.ppl 18-18 31152 J6balfec
10 rar.ppl 16.07.18 94528 608e1b45cb3b73023a3ead2b2e016c8f011fc31clc3cl560£530a03a
2 18-18 81568a05
10 regmap.ppl 16.07.18 31152 5ee471c51f30144f150d737eeda2164665401687be8f002c6e2e5767
3 18-18 1f41b9%e4
];10 scagent.dll 1?-.5_71.;8 298032 e38a7eba983d0f3lf425f437?222232@10203e3ef1a24406c30d4494
150 scandll.dll 1(;“_.5_71.;8 142472 6cd9aeac3ed55dbl83ea2744gzgéjiiz25a8ae86b3b73eb4abae6745
160 scrchsre.dll 1?_.{;)_71.;.8 154424 304al3d5ab04f5abbf8d57972123?3g§853690869cb809eOllcf32bl
10 sfdb.ppl 16.07.18 50344 e352ecfd4ec5d352d3951926ba683776de99831aal08f7d9774d2ed439
7 18-18 188a39e4
180 shellloc.dll 1?_.5_1.;.8 63264 7db97044cbe7fc4262f8ab4b§§éggggib7lalo44l308e3deOe8404ce
190 ssleay32.dll 1?_.;)_71.818 325152 b96l73b360374bd76cf3e36e€;1§é3§;2)k6)8f6af1e4d46fbd4l79Oe4935
11 stdcomp. ppl 16.07.18 25968 5f59%9e6b677fd34cacc026230530ca32228022922638c754c7cbal%b5
0 18-18 d0099%e77
11 stenum?.ppl 16.07.18 137680 dbfeef748a62a3eedd02fdbcd4edcdcc82256858¢c98140e8c24defabd
1 18-18 811blcdc
11 16.07.18 6c85d17d642a453db7928dbfbd58b4abb790b13e814aa5048c19%b29fa
5 storage.dll 18-18 272152 df32630b
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11 16.07.18 38e40280alabe63664ac3d80514bf25fal5b4b630cla’24a33e35d943
3 stored.ppl 18-18 25968 de2d2ee’
11 streamio.ppl 16.07.18 29104 dfe6970c58862f26df1d55e295372714e6942898bc05703570fb0f1d
4 18-18 cl3lea’e
11 substio.ppl 16.07.18 30128 05f9149160f68d69%aeclb3e87d7ec9c435eddc6590929dab869f47a7
5 18-18 4e159cf4
11 . 16.07.18 16db44c962afd7731e55d2403d5¢c11d3a46182b827d83c3e386d807c¢
5 superio.ppl 18-18 26992 ccdSblls
11 tempfile.ppl 16.07.18 28080 d4a38cd50d8fbfb6715c9%ebc0201d94fccaea2df36187860b33bc230
7 18-18 49421e3e
11 thpimpl.ppl 16.07.18 39472 cb8df21ec58073c65af82786b51ca8doc07b2bb3f43f£f2a0££83c098
8 18-18 05e78d87
11 timer.ppl 16.07.18 30640 5cdf4f2843c9b4£f539fb0b8335e3b94c847be07a289cb57€a6a9268f
9 18-18 3c0e9525
12 £m.ppl 16.07.18 31664 e987c6af26a80625ee9a7d698c3e63c74d0fe32b253373b427¢c5a886
0 18-18 cc913172
112 tm2sre.dll 1?-.5-71.;.8 660824 5fb88fl7cd063d4d0af2d7a7233332§;Od620cce74940ed4c7423d95
122 uds . dl1l 1(;“_.5_71.;8 317864 3e8acebc938l984c871ff643$(6:2?223;787fa96ba33f1b8f4527a4af
12 . 16.07.18 c9fb2e44c3b7991520cf03e8b947baale8dbb5dd719efb3bbdd826d1l
g [tnard.ppl 18-18 | 0128 Scedaal?
12 UniArc.ppl 16.07.18 37872 bef62f95f06303cab74fd2af8985a26dc7adae6fffbdfclb47a69078
4 18-18 2fa65634
12 16.07.18 188c2dcb9aceba807£d52020ddbc442201bf1569a847fe8fa366810b
5 unlzx.ppl 18-18 31728 c7aela28
12 16.07.18 10£3194e4e5b632ca989cb7aab5df162d2fb0479263cad4c014543a35
g |-nreduce.ppl 18-18 | 2708 77362 9ed
12 unshrink.ppl 16.07.18 26992 e5cd92ab730d6£3f52b503¢c931bl6de56e5¢c8946b4571d76£891b7a6
7 18-18 c917272a
12 16.07.18 982b0292d382c386d8788cba’c644led445a3d2167c22eba58260a27c¢c
8 unstored.ppl 18-18 26480 1b3cfd71
192 updater2.dll 1613-.5_71.818 1027576 916312 948208cc380ec70e772§3§83§215c449a1ababc53cf3e54 6bc
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ﬁ?updater_facade.dll 1igié8lmﬁ200 _f493b476af38a4962d440edos§§§;2§;3bd662a8175119330519684a
ﬁﬁvccorlibl20.dll 0%%%;3 247984 _52a82db38a479c6d9a8e61leggéégigic53eflcd9255e789567126cl
13 16.07.18 2c1710c952613ada8896f0ac7073b3527a727£37272089430bacd6od
5 vmarea.ppl 18-18 29040 B f6b63c03
13 . . 16.07.18 6£7d41d14641230403a7db3a3818dfac071843e24c89d9d0897546e4
3 wdiskio.ppl 18-18 36336 - 821c4d01
13| . 16.07.18 c60d742d26dal35f033¢clfbae88fa37f2eb34aledal3ded’7642a80ce
4 [Tinreg.ppl 18-18 | 4°168 ) 9eb4414b
13 . 16.07.18 e2b9728fc84cde7b6c90492e2119842ed0bafc5blce094411bfbl966
5 wss_client.exe 18-18 70104 - 36001231
13 . 16.07.18 35e835474b67cfc696b812e98a5e4a3b8cdf3c960208d6l13206fblee
5 xorio.ppl 18-18 26992 B 0b21f07e
. 8245399 3b3700cae0547179832a606£fc3dbf6£d0262783b8fdef8e8408eabad
uToro: ¢aiijaos - 136 5 0 29a2bab3

Karanor C:\WSEE\drivers\x64\win7\klwtp\

13klwtpee.sys 15.01.18 71872 |ae21468cb2be93411a5ccl7dee64360731785e37b8af7d7¢295d03d5

7 05-22 d49¢c8b50
. ae21468cb2be93411a5ccl7dee64360731785e37b8af7d7¢c295d03d5

UTOro: (haiijaos - 1 71872 0 d49c8b50

Karanor C:\WSEE\drivers\x64\wlh\klam\

13klam.sys 06.06.18 492932 _74db66359e7lO3abela4l4cad15ec4eb8flbllfd92c79c49acchcOl

8 13-26 e2815590
. 74db66359%9e7103abeladld4cadlS5ecd4eb8f1bl1£d9%92c79c49accf0c0l

UTOro: (paiijaos - 1 492232 0 2815590

Karanor C:\WSEE\drivers\x64\wlh\klfltdev\

13 01.05.17 fcd795bcbdecbfb6983bd5d69286b0e88c41890049a8d03d7¢cde893fF

9 klfltdev.sys 93-35 58592 - b5 fa8a5h
. fcd795bcbdeb6bfb6983bd5d69286b0e88c41890049a8d03d7cde893f

UTOro: (paiijaos - 1 58592 0 b5fa8a5h

Karanor C

:\WSEE\drivers\x64\wlh\ramdisk\

klramdisk.sys

15.01.18
01-20

67272

8fc6ad9ef38640233¢c943d0d0a7dloal0ladcd347£f£377605cal4baac
cad48a8ct
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8fc6a49e£f38640233c943d0d0a7dl16a0ladcd347££377605cal04baac

uToro: ¢aiijos - 1 67272 0 cad8a8cf
Karasor C:\WSEE\x64\
14ebloader exe 16.07.18 73206 _beb54f7daad826388629b124d567llb2760b53273c62c6le67feo54
1 ) 18-18 548c8b80
14 . 16.07.18 72a981d802d8953b4cbbccda®9401d8d35ca3db0543a94e53a119d9%a6
2 exploitblocker.dll 18-18 644592 - 92228804
14lo ing.dll 16.07.18 191648 _ZdO82cc98d45f3030fOO2b9c9blbO33422b6b948a5df7d992e650b23
3 |[-°99tna- 18-18 2df46087
14 04.10.13 2d0£fd105dd71ac9917eb610a82e9a5f4db7ed3f5¢c7ee82e888cblced
4 msvcpl20.dll 9958 660128 - 50eb72c5
14 04.10.13 e3a0085a49560068835700ea56507480bca86ced28939264eab008d14
5 msvcerl20.d11 99.58 963232 - 435eabf8S
14 16.07.18 5b9c250d49b6b9%9b98e4c9030144349d8£f8b5df80b8a6581dad903¢cld
5 perfcntr.dll 18-18 110640 - 54584391
14scagent.dll 16.07.18 336600 14d62289090451b78a0273dc226a3cf509e029467a£4bc069960b8926
7 18-18 23ecaba3s
14 . 04.10.13 147fec5284cdal?2ae216121a40af244422f264911dce588ded4104cfo
8 vccorlibl20.d11 9958 356528 - 20317898
. 6882cl1769c292d2125blacl3d7ede5a40cc8e52ed1447b£f495435ael
urToro: ¢aiiios - 8 3336664 0
5f622a94
fab5ed0271ed23327f fl1 £747£d2654 2 411
BCETO: daiios - 148 8648062 0 abe e 9cc 0§:6f6c7g 6548898c26dc e685cd0b

Koney

Microsoft Windows Server 2012 Datacenter x64 at WIN2012C-5000

Ne
nn

HNwms daiina

Jlara
CO3/1aHHU
s

Jlnuna,
OaiiT

Jnun
a’
CTPOK

KC

Karanor C:\WSEE\
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1 lagvdis 1 16.07.18 71184 4e40b76706ed27e5176e613d5ca8cdb55¢c12c2b9¢c7682c08b9%c31e07
. PP 18-18 43¢695d1
16.07.18 23b65dbef3b21971d2adc299c3b06bdctbfcel7e7315fa5d427£0685
2 lak_auto.dll 18-18 291392 9d452e23
3 |lax conn.d11l 16.07.182921632 b83416791fb03a311665cb34e6d1lbl9739%9eb5¢cf201d841efc88b559b
— 18-18 abbl6c7a
16.07.18 2534fb36£599144c865755e4b18fe9c2d3311alafle773aee93ch6fb
4 laklog.dll 18-1g | 140240 edflc57d
. 16.07.18 0fcal378£39f1519f76389c3d5b4e5ed4629d9105165dc363035d6329
5lanticryptor.dll 18-18 113200 49359121
6 lar- 1 16.07.18 38960 d0aadd41c9625672£5535007ef7ac78c40a2877651ad426dbbbaddfla
j.pp 18-18 £6£39178
7 larsoack 1 16.07.18 33264 d7d%e%b4ddoed2e781blflc972daco74f66240283b2097385961364ac
P PP 18-18 ab20e3c4
8 laviip 1 16.07.18 32240 822565f90£f4126e728201£d00285el1c6ea3l311729f8c4d197c8beddc3
PP 18-18 04a052ec
9 lavol 1 16.07.18 125664 b8d01696a40374d03efa710calcf4196d8a80737£09395a9%9a73db2e3
pl.pp 18-18 3d27cac?
10lavp3info 1 16.07.18 34736 c2fal072286ee496789f7d6dfd3albf403090b31af0%e229477113969
P -PP 18-18 0c4bbe69
11lavoas 1 16.07.18 115816 867983dc041eb7837081198ab27b2c68efe8874eba270781518df63e
pgs.pp 18-18 5ael0fab3
12 lavomar 1 16.07.18 61280 c0297957¢c468702328%acabbd9e4dcd5628000953¢ce2bc23979820fb
pmgr-pp 18-18 4b9£9179
13lavs 1 16.07.18 980328 218a97d7¢c727263ee84d2b4b5ec970b7989£94572850£187650842b5
PP 18-18 bc445965
14lavscan.dll 16.07.18 314912 45eb2616498f£557d278366cd057830b7£052234274df486e1612b319
18-18 3ae988de
15lavsom 1 16.07.18 46192 b20f8a63cdffec80dl1da8fba7df378675b6d3d3b06b81070£d33954b
pm. pp 18-18 46974e80
16.07.18 02cd96d9elff4a2cb3602ad2a97b577775966e303bef768410aedcec
16[base64d .ppl 18-18 28528 b7b56b17
16.07.18 0d918509966f0379873b9%6cdo68c5bblc570d2e805f73e4d44e7£f431a23
17 [base6dp.ppl 18-18 28528 b6ed7117
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18lbtdisk.ppl 16.07.18 38384 d4a07306936aa8b3f173bdlleb56cfec68bbf580b82coffcf965819%a7
18-18 ae20c29a
. 16.07.18 535f8df7b8lafe3cea973cc4d4732acabf2acleaabflbelacdeecle6f7l
19btimages.ppl 18-18 34224 61577dc3
16.07.18 S5ecac28cla%9abe269a7a47b28e66068013cc8celb400ed3fddc9ae89
20buffer.ppl 18-18 28016 4454315¢F
21lcab 1 16.07.18 37936 0ea06ca231180f8afe0544ca34335191428¢c1b9dfal29fc71lc2cth4f
-PP 18-18 8c5672df
22lconn res.dll 16.07.18 25840 63£f4£f33d97d764eel8c3e64cOeefbf72e2784aca71al33a0d300bctb
- 18-18 aac070b6
16.07.18 fa708f51b018ccobebabbdfeec’8aad3bb86ffd8e563cff96457b1171
23|crpthlpr.ppl 18-18 83592 55c1lcbeb
01.02.10 4ca260098b65c5429124d72e101fb1740f52b868ae7a8ccecc78513e
24|dbghelp.dll 1107 1213200 S Edaf Lo
o5 lablite.dll 19.07.17 651408 9e24500d2dcfoafl03856b97e4069fbc36b2cb909809b05f0a7cb9ab
11-10 35d311a2
16.07.18 255607ad0a0978d96£d6420b8506e07aef32684a22e£81d0d455033¢F
26|deflate.ppl 18.1g | 40048 42cedd7d
27ldevice control.dll 16.07.18 139672 aff05d93f75c9879052ed4c3cfcd4e92c3%acdff59a83fdc769c306fa
— 18-18 644369ct
28ldma 1 16.07.18 26992 0273d56ec5d8ad40lc7/a86acdlbe3cc571283d59¢c0ddd6ec56c3384546
p.pp 18-18 428acald
16.07.18 ca9e4e5999¢c2640e320c70£540ad0009979226feb8fe6c32b7b44d71
29|dtreg.ppl 18-18 | 67992 dfe99ede
16.07.18 eecaddec?231dl5b8b58lallabecbl3cd44aa07ef57151cend012dle7b772
30levlocres.dll 18-18 143312 286£064b
16.07.18 567093895c507620afb71c3a9%9a54a96£2df92d7028e981b58927104a
3llevliogmsg.dll 18-18 202008 8980be33
16.07.18 41 fcb5aec8960bd41f117c%9a97ballfceeadb30beb0bl11021985ac88
32|explode.ppl 18-18 30640 36445779
. 16.07.18 a8f2847bdae26c2bbb389%9alacbele7aa9595b62744b2388640a717a7
33|exploitblocker.dll 18-18 565688 £5759967
. 16.07.18 987693789da7fb2c22a806c983994¢c9312bee083ddcl22e47a095¢cha
34|filemap.ppl 18-18 33264 d66b5998
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35/fimonitor.dll 16.07.18 169272 b0d2da7482d5d250ee202e8£5a22896eb931el6ef3e47b0e50db8b5b
18-18 d36407ce

16.07.18 e370eaaf826f36dl2c3f2eed67f5fala8aadccc9b9ch5d9626f2¢ccach
36|fsdrvplg.ppl 18-18 28080 82bdebs0

37|essync.dil 16.07.18 72720 d4b9139db5e8a0f5e8c0192ea8bl2891a6b31022f532¢c25b7e7b340b
18-18 8dabebeb

16.07.18 89a9d8f70051db35aa355e37e72b2065d3680aec05b5823165339df£0
38 |[HASHCONT .ppl 18-18 25968 933772 £ F

39|hashmds . PPL 16.07.18 29104 0b2f266770d4becb54f61c5917ead43c5e85167cde2128b316l1ffc2da
18-18 29934a7c

40 lheem 1 16.07.18 25968 954216304a02a4083e758567cc8410e0a2880ed85e2b14797396255b
P .Pp 18-18 157afd3b

. 16.07.18 7a94518101824ada9d69754d64%ae0ec524d329d3336¢c1279f8e4a29
4llicapsrc.dll 18-18 525784 dcedd216

. 16.07.18 dO0afcbh4dd0be8f38ee%9ed64a28514658dc6al3c577£693bd1092680c¢
42|ichk2.ppl 18-18 34800 bldd2e9?

. 16.07.18 781b5557¢c2fbd4643ec20b666074c1lc277£90d71b27772442838b6c90
43|ichksa.ppl 18-18 31664 49029404

. 25.06.18|2669448 fa98f3b9%61f486claa78ee295d4bc3e4ead2b992bd61b65b53623eac

44|icudt59.d11

11-10 0 Tfcc0cOf

45icuins9. dll 25.06.18 1930440 ff3eac06£3b353¢c5cc69c28f930b08cd4abfel38clcdcaafad9fts641lfac
11-10 adadf0l6

. . 25.06.18 39f894963f3846e8c703188e78ce62f0e786814b388b132cd0155e30
46|icuio59.d11 11.10 | 61384 £32c169b

47|icuuc59.d1l 25.06.18 1326856 77e481df5cebd7150fd4abeef9cee8d02a607134743c81616d3ad4a9%4
11-10 2e974036

. 16.07.18 f0f8127f6al72308e9feeel3cdb002d2bcddc20e0f25£f6625d2be8fba
48|inflate.ppl 18-18 40496 cdéfeTbb

49linifile 1 16.07.18 36848 5ad7b2b2fd3b%e131cb44cdb647ab3c64db8ba72e6b40dfd4a29c£0d
. PP 18-18 3b5£7116

50|iwaen 1 16.07.18 31664 e012dbddlcdcb5cafb4189c570322797¢c4b858c368c3744b8f9¢c8505e
g - PP 18-18 e73aba’c

16.07.18 09e0609f1dfdcbd7£f097b5575bea81081da729de29f£93d967bb03c7
Bllkavfs.exe 18-18 5088056 5487bbe
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16.07.18 e94e9%9adb984af64afde73662b1098b57efcd251bde65b5702e2£92cf
52|kavfsauto.dll 18-18 1695160 - TE244212
16.07.18 9de7dcbe8af6357c461790a853e96e808b4dcfbd7894¢c2017d42a9295
53lkavfsgt.exe 18-18 1609296 - 023f4fd5
54 kav Fsmui . exe 16.07.18 691904 _d8b4152fede66665ef9dadaf0Od5lb6Zechbll60325eOe71383f49e
18-18 08c57568
55|kavEsscs . exe 16.07.18 121000 i d7561ea904ed9%ebdfd3def7ff3c5fe5068715¢clb2ecf89d6c25dfdbb
. 18-18 13274577
16.07.18 34854884501 7aa66b732fa743a0543069380b736158a485c369%b6cac
56|kavfsslp.dll 18-18 3063448 - bAdf04ch
16.07.18 848c3f69¢chbl8b5728868914ae88ce9de612e3194f45342cf05eclbfe
57 |[kavfsslpps.dll 18-18 28080 - 299c5339
16.07.18 c4a32c321bb30c90ddb97a1306c6d34c700cafd4c2de98c887392afd2
58|kavfswh.exe 18-18 77328 B 6fb9%e419
59 |kav£swp . exe 16.07.185082752 i 414587e61faf3020e34c65d8elc761936c7fe465b3b5052607el15a3d
18-18 2a8cbele
60|kavshell . exe 16.07.183894136 i 381845cl18febe2ec9d9245db6de3£f454d5d5f1b9704c516ballba63?
18-18 a%9lac4dc4
16.07.18 128e4b06867790£3d641766£9d9dc82d24e83675¢c8e91962fadd46e65
6l|kavtray.exe 600984 -
18-18 0318dec8
16.07.18 217fccd42b39%9a5324b8d5081cbed406add424c6caatf906c0512841d420
62|kavtrayr.dll 18-18 37808 - 1653a7d1
631kl service.dll 16.07.18 714792 _c880dclc2c4edlb4dc5eee29lf3ba4056c3a8bf6cca524a3cb4all3b
- 18-18 83343c2a
. 16.07.18 b58fcl9%0adl13331162f£f£f884c2532d14dfd1af2943£f11a1694e32d58
64|klav_engine.dll 18-18 55016 - 68da4d76
16.07.18 e5e9614b1a8669510b8aa62dcf0219£935852£f5¢c35712898debc3bed
65|klavsys.dll 18-18 68504 - SESLA0F6
. 16.07.18 db48d466b752b2b5cdl7bf733518cdf532e15111346455e5¢c21bdcel
66 |kpcengine.dll 18-18 672720 - bd7£592c
67|ksn facade.dll 16.07.18 1320544 _b22€fa50d63aafflf58dff68c903€9a07855135f307398627ada7baf
- 18-18 ecaabed5b
. 16.07.18 8271bf5f200ecaecee528d78f781db397ecedf2608e06d29ffd9%9a3ba3b4d
68|1 1lio.ppl 18-18 | 28992 - 8b6b0£2b
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16.07.18 703af1029a059%9a23292bl41cad3cd4a8ceecac6l10183c2laeb70ctdefc
69|lha.ppl 18-18 47784 } c3b3c8dc

. 16.07.18 0aco8dad76874533000del175b99dea®54a361410ab0b79f6f25d£853
70|1ibeay32.d1l1 18-18 1423936 - da6ded 3

licensing product facade [16.07.18 ba2a4390aeb34e3d1d751a568d51252ad60081c2£f508cl4f766b8led

71 — - 1147648 -

.dll 18-18 ecceallc

7201istloc.dll 16.07.18 143312 i £f8176e15debfb5b09095629faabl2a2edebcd60f59daaec265calecleb
18-18 cafeladc

. 16.07.18 0bd045b1df5913b070796a02807bb9cfc1605098d69e4ddfe3aff571d
73|1logging.dll 18-18 137112 - 2613379

74lmailms 1 16.07.18 73176 i 4dd456d991eab9c2ffa’22e939e7bb52128495eblddabf4bf08cl9f2e
g.pp 18-18 c6a09712

75Indb . pp1 16.07.18 61792 _eOeCZbaf64l94a0€f453cd4lbbdfb22908ld72d84b9076d5f73d07bf
18-18 el7ebele

76 Indma 1 16.07.18 27568 i 2c9bc29dd9726711e5ef102d1£fb18£f54e0612822b3477aeldf304b0db
p.ppP 18-18 d418cbf6

77 Imemmods ¢ 1 16.07.18 43120 i £fe32d0d97cf£f40710£0a35978d17£74£f15b0e06f£d952203908b5db20
. PP 18-18 1fa7969b

78 Inems can 1 16.07.18 39920 i 39f74£fcf29328714225a15bf6f08beadll361553afbf27d5c4517a4d4da
-PP 18-18 98478412

79lminizi 1 16.07.18 43120 |72620£c63e975c949ec4£b9da770964050d0€096dd6£89ec09b333b5
P.pPp 18-18 5551f0cb

. 16.07.18 9c35cf73el3ab2931lacc71490e477£183a57a8b96cbbcd4le56ce370c
80mitmprxy.dll 18-18 3200024 - 23099992

81 lmkavio 1 16.07.18 31152 i f97ee92fe2e3f5341cedfd85465efe2c05de79fbad02012afa7559d2
PP 18-18 81090708

82 nsoe 1 16.07.18 83080 i 6197b5bfad93e3b235e800£447ffbd4d91fb388d54d028310b90c922
. PP 18-18 3de8e189

83|msvep120.d11 05.10.13 455328 |cOel864a9%aed68619664afleb3692d6ea2b7e27c402e5e8968b66a82
01-38 cce963le

84lmsver120.dil 05.10.13 970912 ) 401b10845p788£f48d3701149ce52bb8133336c47d4d9048bd0b2d303
01-38 5e4d2ffo6

85IMUTL.oc.d11 16.07.18 63776 i fcfeB8ce5ed0eo6f906ble23081dd72a9cbbec7fefdcb8e324dc4190e4df
18-18 a8813326
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16.07.18 8710ccel09fd4d1215e3556cff4a385d65¢c9fa439e09bbalb9d5£d35
86 [nappsrc.dll 18-18 200656 £52280c6
. 16.07.18 5542734478a98d3025bafcba’lde2bc20dadc8a94d35£f400ed960041d
87|netappanticrypt.dll 18-18 2458720 5e9beed]
. 16.07.18 18d9e445e1750fcb40a00eb2fcbecfaldfefcal3a2097ce9246bfb5d24
88|nfio.ppl 18.1g | 104312 51278836
o 16.07.18 e3712b9%fd974c1320734d6c27b5co6fcd3a737c5a44216e25246d7d99
89notifierloc.dll 18-18 26352 19642911
16.07.18 8178e5dfb403712fd5fcc2fd01feeca73269876c55e4af7cfd08c9615
90ntfsstrm.ppl 18-18 34800 1805429 f
91loassrc.d11l 16.07.18 200712 47fdb0908b12£f5eb590683faf985al12f5ddob374a77b£f476a7029364
18-18 c266f451
92lodssrc.dll 16.07.18 484920 e66ldb7elaefdf26be9b3e498353f8a4fd596dlce86cdf818851£9¢c4
18-18 6cbdafc4
. 16.07.18 0e087f75c45d2544c8d0db9dcd28d1lb2cb3f45526a5a94bd46420d92
93|packed io.dll 18-18 58656 Aeoddeal
94loassdma 1 16.07.18 29616 95a3¢c987f1c2b25329d953ab0£fde9502e1bdb395d97807b43920a9%a9
P P-pP 18-18 76955cc6
95patch.exe 16.07.18 369784 929a9f8aa81d6fed7a5a79£9858db7200d0183e2¢c7£f£39d%ab6a73fle
18-18 13aa84c?
16.07.18 d5157a6c54c285¢c7¢c54585f¢c4£43222¢c8a577a11de00e2878242dct6
96|perfentr.dll 18-18 86216 84883932
97lprloader.dll 16.07.18 157888 ebacaa3c67c68522ada34da39ee5a86da%9a5913750cb075588499142
18-18 del0caz2le
98lorooma 1 16.07.18 76304 a8487afdfdla2f170d%acf7fe27440d6268alal3caec976ec5c50a956
propmap.pp 18-18 £01cOe3a
99lorseaio 1 16.07.18 31152 9a1085c09c47756af650dd15cd0046al1622a825b81£40b5£1771892d
prsedio.pp 18-18 56£05727
10 rutil 1 16.07.18 38960 db9027e55451a358ea6d3cfa882077783a890f1d40fcfel60c5c00at
0P PP 18-18 c253139b
10 santum 1 16.07.18 31152 799cb7e31389387bfdd4efdd32bad72bc99cffa870140896c733a42d
1[4 PP 18-18 7T6balfcc
10 rar 1 16.07.18 94528 008elb45cb3b73023a3ead2b2e016c8f011fc31clc3cl560£530a03a
2 PP 18-18 81568a05
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10 regmap.ppl 16.07.18 31152 5ee471c51£30144£150d737eeda2164665401687be8f002c6e2e5767
3 18-18 1f41b9%e4
];10 scagent.dll 1?-.6(;)_1.;.8 228032 e38a7eba983d0f31f425f437k§2222323102c3e3efla24406c30d4494
150 scandll.dll 1?_.5_71.;8 142472 6cd9aeac3ed55dbl83ea274482§462;2)z25a8ae86b3b736b4abae6745
160 scrchsre.dll 1?-.5_71.;.8 154424 304al3d5ab04f5abbf8d57972222?3(%2853690869Cb809eOllcf32bl
10 16.07.18 e352ecf4ec5d352d3951926ba683776de99831aa08f7d9774d2ed439
7 [stdp.ppl 18-18 | 0344 188a39e4
180 shellloc.dll 1?-.371.;.8 63264 7db97044cbe7fc4262f8ab4bziélggggzb7lalo441308e3de0e8404ce
190 ssleay32.d1l 1?-.5_71.;.8 325152 b96l73b360374bd76Cf3e36ez;$é3£212)k6)8f6afle4d46fbd4l79064935
11 16.07.18 5f59%9e6b677fd34cacc026230530ca32228022922638c754c7cbald%b5
0 stdcomp.ppl 18-18 25968 40099a77
11 stenum? . ppl 16.07.18 137680 dbfeef748a62a3eedd02fdbcdedcdcc82256858c98140e8c24defabd
1 18-18 81llblcdc
11 storage.dll 16.07.18 279152 6c85d17d642a453db7928dbfbd58b4abb79013e814aa5048c19b29%fa
2 18-18 df32630b
11 stored.ppl 16.07.18 25968 38e40280alabe63664ac3d80514bf25falbb4b630claz24a33e35d943
3 18-18 de2d2ee’7
11 streamio.ppl 16.07.18 29104 dfe6970c58862f26df1d55e295372714e6942898bc05703570fb0f1d
4 18-18 cl3lea’e
11 . 16.07.18 05f9149160f68d69%9aeclb3e87d7ec9c435eddc6590929dab869f47a7
5 substio.ppl 18-18 30128 del59cf4
11 superio.ppl 16.07.18 26992 16db44c962afd7731e55d2403d5¢c11d3a46182b827d83¢c3e386d807¢c
6 18-18 ecd8bl18
11 tempfile.ppl 16.07.18 28080 d4a38cd50d8fbfb6715¢c9%ebc0201d94fccaea2df36187860b33bc230
7 18-18 49421e3e
11 thpimpl .ppl 16.07.18 39472 cb8df21ec58073c65af82786b51ca8doc07b2bb3f43ff2a0££83¢c098
8 18-18 05e78d87
11 timer.ppl 16.07.18 30640 5cdf4£2843c9b4f539fb0b8335e3b9%94c847be07a289cb57eab6a%268f
9 18-18 3c0e9525
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12 tm.ppl 16.07.18 31664 e987c6af26a80625ee9a7d698c3e63¢c74d0fe32b253373b427c5a886
0 18-18 cc913172
112 tm2sre.dll 1?-.6(;)_1.;.8 660824 5fb88fl7cd063d4d0af2d7a72€;334912§;Od62Occe7494Oed4c7423d95
122 uds . dll 1?_.3?_71.;8 317864 368acebc9381984087lff643§5i2?22%;787fa96ba33f1b8f4527a4af
12 . 16.07.18 c9fb2e44c3b7991520cf03e8b947baale8dob5dd719efb3bbdd826d1l
g [unard.-ppl 181 | 0128 Scedaa’?
12 UniArc.ppl 16.07.18 37872 bef62f95f06303cab74fd2af8985a26dc7adae6fffbdfclb47a69078
4 18-18 2fa65634
12 16.07.18 188c2dcb9aceba807£d52020ddbc442201bf1569a847fe8£fa366810b
5 [Anizx.-ppl 1818 | 1728 claela2s
12 16.07.18 10£f3194e4e5b632ca989cb7aa55df162d2fb0479263ca4c014543a35
6 unreduce.ppl 18-18 27568 773629%ed
12 . 16.07.18 e5cd92ab730d6f3f52b503¢c931bl6de56e5c8946b4571d76£891b7a6
7 [onshrink.ppl 18-18 | 20992 c917272a
12 16.07.18 982b0292d382c386d8788cba7c6441ed445a3d2167c22eba58260a27c
8 unstored.ppl 18-18 26480 1b3cfa71
192 updater2.dll 1(;“_.5_71.;8 1027576 916312 948208cc380ec70e772ig£8;ijl5c449alababc53cf3e54 6bc
103 updater facade.dll 1?_.{;)_71.8181005200 f493b476af38a49e2d44OedOg;2;322;3@1662518175119330519684a
113 vecorlibl20.d1ll 0%.%_%;.3 247984 52a82db38a479c6d9a8e61legg(liigikgic53eflcd9255e789567126cl
13 16.07.18 2c1710c952613ada8896f0ac7073b3527a727£37272089430bacdo6d
5 vmarea.ppl 18-18 29040 F6D63c03
13 wdiskio.ppl 16.07.18 36336 6£7d41d14641230403a7db3a3818dfac071843e24c89d9d0897546e4
3 18-18 821c4do1
13 winreg.ppl 16.07.18 45168 c60d742d26dal35f033clfbae88fal37f2eb34aledal3ded7642a80ce
4 18-18 9eb4414b
13 . 16.07.18 e2b9728fc84cde7b6c90492e2119842ed0bafcbblce094411bfbl1966
5 wss_client.exe 18-18 70104 36001231
13 . 16.07.18 35e835474b67cfc696b812e98a5e4a3b8cdf3c960208d613206fblee
6 xorio.ppl 18-18 26992 0b21f07e
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. 8245399 3b3700cae0547179832a606fc3dbf6£d0262783b8fdef8e8408eabad
uToro: ¢aiiios - 136 0
2 a9a2bab3
Karanor C:\WSEE\drivers\x64\win8\klam\
13klam svs 06.06.18 525000 _473bed3ea88b04006lb608fe8a7b293515598226179421f22cbc021b
7 .SY 13-29 c3b6f598
. 473bed3ea88b040061b608fe8a7b293515598226179421£f22cbc021b
utoro: ¢aiijion - 1 525000 0
c3b6£598
Karanor C:\WSEE\drivers\x64\win8\klfltdev\
13 02.05.17 8f955e7bclacal2f8b603bfdaa784340£50fbe9fb3cabd74b0£33a75¢c
8 klfltdev.sys 10-04 58592 - 92777b32
. 8£f955e7bclaca2f8b603bfdaa784340£50fbe9fb3cabd74b0£33a75¢
uToro: ¢aiijion - 1 58592 0
9a777b32
Karanor C:\WSEE\drivers\x64\win8\klwtp\
13klwt ce . svs 15.01.18 72896 _flO78b96dde9d22lflbOc3a3f80f64d6595954d4f78384b2f57cbe45
9 pee. sy 05-22 91872383
. £f1078b96dde9d221£f1b0c3a3£f80£64d6595954d4£78384b2£f57cbe45
uTOro: (paiijion - 1 72896 0 91872383

KaTanor C:

\WSEE\drivers\x64\wlh\ramdisk\

14 . 15.01.18 8fc6ad49ef38640233¢c943d0d0a7d16a0ladcd347££377605cal4baac
klramdisk.sys 67272 -
0 01-20 cad48a8ct
. 8£fc6a49e£38640233¢c943d0d0a7d16a0ladcd347££377605cal04baac
urtoro: gaiinos - 1 67272 0
cad8a8cft
Karanor C:\WSEE\x64\
14ebloader exe 16.07.18 73206 _fb0b54f7daad82e388629b124d56711b2760b53273c62c6le67f6054
1 ) 18-18 548c8b80
14 . 16.07.18 72a981d802d8953b4cb5ccda®9401d8d35ca3db0543a94e53a119d9%a6
2 exploitblocker.dll 18-18 644592 - 92228804
14lo ing.dll 16.07.18 191648 _2d082cc98d45f3030fOO2b9C9blb033422b6b948a5df7d992€650b23
3 [099+ng- 18-18 2d£46087
14 04.10.13 2d0£fd105dd71ac9917eb610a82e%9ab5fd4db7ed3f5c7ee82e888cblce9
4 [nsvep120.d1l oy.cg | 660128 - cDep7205
14 04.10.13 e3a6085a4956668835700ea56507486bca86ced28939264eab008d14
5 msvcrl20.d1l1l 9958 963232 - 435eabf8
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14 16.07.18 5b9c250d49b6b%b98e4c9030144349d8£8b5df80b8an581dad903cld
5 perfcntr.dll 18-18 110640 - 54584391
14 scagent.dll 16.07.18 336600 i 4d62289090451b78a0273dc226a3ct5b%e029467afd4bc069960b8926
7 18-18 23ecaba3
14 . 04.10.13 147fecbh284cdal?2ae216121a40af244422f264911dceb588ded104ct6
3 vccorlibl20.d11 9958 356528 - 20317898
6882cl1769c292d2125blacl3d? 5a40cc8e52edl1447bf495435ael
uroro: dpaiinos - 8 3336664 00O °2Ch769c292a2125blact dTecesad0ccBes2edladTb ae
5f622a94
5da5df13b3568a2bc0a85£f6 7cl 715b7d118712 2
BCETO: daiiios - 148 8&ﬂ44é 0e a a2bcla gzzzlgciOBBd 5b7d118 c93a50e

Kowney

Microsoft Windows Server 2012 R2 Datacenter x64 at WIN2012R2C-5001

Hara Jomn
N HNms paiina CO3AaHH I[']muﬂ 1 a, KC
101 OaiiT
| CTPOK
Karanor C:\WSEE\
1 ladvdis 1 16.07.18 71184 |4e40b76706ed27e5176e613d5ca8cdb55¢c12¢c2b9c7682c08b9c31e07
. PP 18-18 43¢695d1
16.07.18 23b65dbef3b21971d2adc299c3b06bdcf5fcel7e7315fa5d427£0685
2 |ak_auto.dll 18-18 291392 - 9d452a23
3 lak conn.d11l 16'07'182921632 _b834l679lfb03a3ll665Cb34e6dlbl9739eb5cf201d84lefc88b559b
- 18-18 abblo6c7a
16.07.18 2534fb36£599144c865755e4b18fe9c2d3311a0afle773aee93cb6fb
4 |laklog.dll 18-18 | 140240 - edflc57d
. 16.07.18 0fca378£39f1519f76389c3d5b4e5ed4629d9105165dc363035d6329
5 lanticryptor.dll 18-18 113200 - 423p9121
6 lar- 1 16.07.18 38960 |d0aad4d41c9625672£5535007ef7ac78c40a2877651a426dbbbaddfla
J-pPpP 18-18 £f6£39178
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7 larsoack 1 16.07.18 33264 d7d%ef%b4doed?2e781blflc972da6674f66240283b2097385961364ac
Jp - PP 18-18 ab20e3c4
8 laviipb 1 16.07.18 32240 822565f90£f4126e728201£d00285elc6ea311729f8c4d197c8beddc3
- PP 18-18 04a052ec
9 lavol 1 16.07.18 125664 b8d01696a40374d03efa710calcf4196d8a80737£09395a9%9a73db2e3
pL-PP 18-18 3d27cac9
10|avp3info 1 16.07.18 34736 c2fal072286ee496789f7d6dfd3albf403090b31af09%e229477113969
-PP 18-18 0c4bbe69
11lavoas 1 16.07.18 115816 867983dc041eb7837081198ab27b2c68efe8874eba?270781518df63e
Pgs-pPP 18-18 5ae0fa53
12|avomar 1 16.07.18 61280 c0297957¢c468702328%9acabbd9e4dcd5628000953¢ce2bc23979820fb
pmgr.pp 18-18 4b9£9179
13lavs 1 16.07.18 980328 218a97d7c727263ee84d2b4b5ec970b7989£94572850£187650842b5
-PP 18-18 bc445965
14lavscan.dil 16.07.18 314912 45eb2616498£557d278366cd057830b7£052234274df486e1612b319
18-18 3ae9%88de
15lavsom 1 16.07.18 46192 b20f8a63cdffec80d1da8fba7df378675b6d3d3b06b81070£d33954b
pm. pp 18-18 46974e80
16.07.18 02cd96d9elff4a2cb3602ad2a97b577775966e303bef768410aedcec
16[base6d .ppl 18-18 28528 b57b56b1 7
16.07.18 0d918509966£f0379873b96cd68c5bblc570d2e805f73e44e7£431a23
17 base6dp.ppl 18-18 28528 b6ed7117
18[btdisk.ppl 16.07.18 38384 d4a07306936aa8b3f173bdlle56cfe668bbf580b82c6ffcf965819%a7
18-18 ae20c29%a
. 16.07.18 535f8df7b8lafe3cea973cc4d4732aecabf2acleaabflbelacdeele6f7l
19btimages.ppl 18-18 34224 61577dc3
16.07.18 S5ecac28cla%abe269%9a7a47b28e66068013cc8celbd400ed3fddc9ae89
20buffer.ppl 18-18 28016 4454315¢F
21lcab 1 16.07.18 37936 0Deal6ca231180f8afe0544ca34335191428c1b9dfal29fc71lc2cfb4f
PP 18-18 8c5672df
22lconn res.dll 16.07.18 25840 63f4£f33d97d764eel8c3eb64cO9eefbf72e2784aca7l1al33a0d300bctb
- 18-18 aac070b6
16.07.18 fa708f51b018ccoebabbdfeec78aad3bb86ffd8e563cf£96457b1171
23|crpthlpr.ppl 18-18 83592 55alcbes
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01.02.10 4ca260098b65c5429124d72e101fb1740f52b868ae7a8ccecc78513e
24|dbghelp.dll 1107 [1213200 St en
o5 lablite.dll 19.07.17 651408 9e24500d2dcf0afl03856b97e4069fbc36b2cb909809b05f0a7cb9ab
11-10 35d311a?2
16.07.18 255607ad0a0978d96fd6420b85006e07aef32684a22ef81d0d455033F
26|deflate.ppl 18-18 40048 42cedd7d
27ldevice control.dll 16.07.18 139672 aff05d93£f75¢c9879052ed4c3cfcd4e92c3%acdff59%9a83£fdec769¢c306fa
- 18-18 0644369ct
28ldma 1 16.07.18 26992 0273d56ec5d8a4d40lc7a86acdlbe3cc571283d59¢c0ddd6ec56c3384546
b-bp 18-18 428acald
16.07.18 ca9e4e5999¢c2640e320c70£540ad0009979226feb8fe6c32b7b444d71
29|dtreg.ppl 18-18 67992 dfe99ede
16.07.18 eecaddec231d1l5b8b581lallabcbh3cd44aal7ef57151ce6d012dle7b 772
30levlocres.dll 18-18 143312 286£064D
16.07.18 567b93895c507626afb71c3a%9a54a96£2d£f92d7028e981b58927104a
3llevliogmsg.dll 18-18 202008 8980bc33
16.07.18 41fcb5aec8960bd41£f117¢c%9a97ballfceeadb30beb0bl11021985ac88
32|explode.ppl 18.18 | 30640 364d5779
33|exploitblocker.dll 16.07.18 565638 a8f2847bdae26c2bbb389%alacbele7aa®2595b62744b2388640a717a7
18-18 £57a9967
. 16.07.18 987693789da7fb2c22a806c983994c9312bee083ddcl22e47a095cbha
34|filemap.ppl 18-18 33264 d466b5998
35|Fimonitor.dll 16.07.18 169272 b0d2da7482d5d250ee202e8£f5a22896eb931elbef3e47b0e50db8b5b
18-18 d36407ce
16.07.18 e370eaaf826f36dl2c3f2eed67f5fala8aadccc9b9c5d9626f2ccach
36|fsdrvplg.ppl 18-18 28080 82bdcb80
37|essync.dll 16.07.18 72720 d4b9139db5e8a0f5e8c0192ea8b12891a6b31022f532¢c25b7e7b340b
18-18 8dabebeb
16.07.18 89a9d8f70051db35aa355e37e72b2065d3680aec05b5823165339df0
38|HASHCONT . ppl 18-18 25968 933772FfF
39|hashmd5 . PPL. 16.07.18 29104 0b2f266770d4becb54f61c5917ecad43c5e85167cde2128b31l6lffc2da
18-18 29934a7c
40lhcem 1 16.07.18 25968 954216304a02a4083e758567cc8410e0a2880ed85e2b14797396255b
p.pp 18-18 157afd3b
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. 16.07.18 7a94518101824ada9d69754d649%9ae0ec524d329d3336¢c1279f8e4a29
4llicapsrc.dll 18-18 525784 Jeedd216
. 16.07.18 dOafcb4ddd0be8f38ee%9edo4a28514658dc6all3c577f693bd1092680c
42|ichk2.ppl 18-18 | 34800 b1dd2e92
) 16.07.18 781b5557c2fbd4643ec20b666074c1lc277£90d71b27772442838b6c90
43|ichksa.ppl 18-18 31664 42ca9d04
. 25.06.18|2669448 fa98f3b9%61f486claa’78ee295d4bc3ed4ea92b992b461b65b53623ecac
44|1icudt59.d11
11-10 0 Tfcc0cOf
450icuins9. dll 25.06.18 1930440 ff3eac06£3b353¢c5cc69c28f930b08cd4abfe38clcd4caara9fs5641lfac
11-10 ada4f016
. . 25.06.18 39£894963£f3846e8c703188e78ce62f0e786814b388b132cd0155e30
46|icuio59.d11 11.10 | 61384 £32c169b
471 cuucs9 . d11 25.06.18 1326856 77e481df5cebd7150fd4abeef9cee8d02a607134743¢c81616d3a4a94
11-10 2e974036
. 16.07.18 f0f8127£6al172308e9feee3cdb002d2bcddc20e0f25f6625d2be8f6a
48|inflate.ppl 18-18 40496 cdéfeTbb
29linifile 1 16.07.18 36848 5ad7b2b2fd3b9%9el31cb44cdb647ab3co4db8ba772e6b40dfd4a29cf0d
PP 18-18 3b5F7116
50|iwaen 1 16.07.18 31664 e012dbddlcdc5cafb4189c570322797¢c4b858¢c368c3744b8f9¢c8505e
gen-pp 18-18 e73ab5a7c
51 |kavfs . exe 16.07.18 5088056 09e0609f1dfdcbd7£097b5575bea81081da729de29f£93d967bb03c7
18-18 2487bbed
16.07.18 e94e9adb984af64afde73662b1098b57efcd251bde65b5702e2£92cf
52|kavfsauto.dll 18-18 1695160 TE244212
16.07.18 9de7dcbe8af6357c461790a853e96e808b4dcfbd7894¢c2017d42a9295
53|kavfsgt.exe 18-18 1609296 023F4£d5
. 16.07.18 d8b4152fede66665ef9dadaf00d51b62ecf0bl1160325e0e71383f49%¢e
54 |kavismui .exe 691904
18-18 08c57568
55|kavEsscs . exe 16.07.18 121000 d7561ea904ed9ebdfd3def7ff3c5fe5068715clb2ecf89d6c25dfd5b
) 18-18 13274577
16.07.18 34854884501 7aa66b732fa743a0543069380b736158a485c369%p6cac
56|kavfsslp.dll 18.18 3063448 badf04ch
16.07.18 848c3f69cbl8b5728868914ae88ce9de6l12e3194£f45342cf05ecl5fc
57|kavfsslpps.dll 18-18 28080 29965339
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58|kav fswh . exe 16.07.18 77328 i c4a32c321bb30c90ddb97a1306c6d34c700cafd4c2de98c887392afd2
) 18-18 6fb9%ed19
59 |kav fswp. exe 16.07.185082752 _414587e61faf3020e34c65d8e1c761936c7fe465b3b5052607e15a3d
18-18 2a8cbele
60|kavshell . exe 16071838@“36 _381845Cl8febeZec9d9245db6de3f454d5d5flb9704C5l6baOlba637
18-18 a%9la6c4dc4
16.07.18 128e4b06867790£3d641766£9d9dc82d24e83675¢c8e91962fad446e65
6l|kavtray.exe 18-18 600984 B 0318dec8
16.07.18 217fccd42b39%9a5324b8d5081cbed406add424c6caaf906c0512841d420
62|kavtrayr.dll 18-18 37808 - 4653a7d1
631k1 service.dll 16.07.18 714792 _0880d010204edlb4d05eee29lf3ba4056c3a8bf6cca524a3cb4all3b
- 18-18 83343c2a
. 16.07.18 b58fcl9%padl13331162f£f£884c2532d14dfd1af2943£f11a1694e32d58
64|klav_engine.dll 18-18 55016 - 68da4d76
16.07.18 e5e%614b1la8669510b8aan2dcf0219£935852f5¢c35712898debc3bed
65|klavsys.dll 18-18 68504 - S£8bA0EE
. 16.07.18 db48d466b752b2b5cd17bf733518cdf532e15111346455e5¢c21bdcel
66 |[kpcengine.dll 18-18 672720 - bd7£592c
67|ksn facade.dll 16'07'181320544 _b22efa5cde3aafflf58dff68c903e9a07855135f307398627ada7baf
— 18-18 ecaabed5
. 16.07.18 8271bf5f200ecaeee528d78£f781db397ecedf2608e6d29ffd%a3ba3b4
68|1 1llio.ppl 18-18 28592 - 8HEb0 £2b
16.07.18 703af1029%9a059a23292bl41lcad3cd4a8ceeac610183c2laeb70cfdefc
69|1lha.ppl 18-18 47784 - c3b3c8de
. 16.07.18 0ac68dad76874533000del175b99dea®54a361410ab0b79f6f25df853
70|1libeay32.d1l1 18-18 1423936 - da6dedf3
licensing product facade |16.07.18 ba2a4390aeb34e3d1d751a568d51252ad60081c2f508cl4f766b8led
71 — - 1147648 -
.dll 18-18 ecceallc
72l11stloc.dll 16.07.18 143312 |£8176e15debf5b09095629faab2a2edebc460£f59daaec265calecled
18-18 cafeladc
. 16.07.18 0bd045b1df5913b070796a02807bb9cfc1605098d69e4d4dfel3aff571d
73|1logging.dll 18-18 137112 - 2613379
74Imailms 1 16.07.18 73176 _4dd456d991ea59c2ffa22e939e7bb52128495eblddabf4bf08cl9f2e
g.pp 18-18 c6a09712
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16.07.18 elec?2baf64194a0efd453cd41lbbdfb229081d72d84b9076d5£73d07bf
75mdb .ppl 61792 -

18-18 el7ebele

76 Indma 1 16.07.18 27568 i 2c9bc29dd9726711e5ef102d1£fb18£f54e0612822b3477aeldf304b0db
p.pp 18-18 d418cbf6

77 lnemmodsc 1 16.07.18 43120 ) fe32d0d97cf£f40710£0a35978d17£f74£f15b0e6f££d952203908b5db20
. PP 18-18 1£a7969b

78 memscan 1 16.07.18 39920 ) 39f74£c£29328714225a15bf6f08beadl361553afbf27d5c4517a44a
- PP 18-18 98d78412

79lminizi 1 16.07.18 43120 i 7a620fc63e975¢c949%ecd4fb9da770964050d0e096dd6£89%9ec09p333b5
P.Pp 18-18 5551f0ch

. 16.07.18 9c35cf73el13ab2931lacc71490e477£183a57a8b96cbb5cd4leb6ce370c
80mitmprxy.dll 18-18 3200024 - 23099997

81 lmkavio 1 16.07.18 31152 |£97ee92fe2e3£5341cedfdB85465efe2c05de79fbad02012afa7559d2
- PP 18-18 8109b708

82 nsoe 1 16.07.18 83080 i 0197b5bfad%93e3b235e800£447ffbd4d91fb388d54d028310b%0c922
PP 18-18 3de8e189

83|msvepl120.d11 05.10.13 455328 i c0el864a9%9aed68619664afleb3692d6ealb7e27c402e5e8968b66a82
01-38 cce963le

84lmsver120.d11 05.10.13 970912 i 401b10845p788£f48d3701149ce52bb8133336c47d4d9048bd0b2d303
01-38 5e4d2ffe6

85MUTLoc. d11 16.07.18 63776 i fcfe8cebed0e6£f906ble23081dd72a9%cbbec7fefdcb8e324dc4190e4f
18-18 a8813326

16.07.18 8710ccel09fd4dl1215e3556¢cff4a385d65¢c9fad439%9e09bbalb9d5£d35
86 [nappsrc.dll 18-18 200656 - F52480c6

. 16.07.18 5542734478a98d3025bafcba7de2bc20dadc8a94d35£f400ed960041d
87|netappanticrypt.dll 18-18 2458720 - 5e0beed]

. 16.07.18 18d9e445e1750fcb40a00eb2fcbcfaldfefcal3a2097ce9246bf55d24
88|nfio.ppl 18.1g | 104312 - 51278836

. 16.07.18 e3712b9%9fd974c1320734d6c27bbcofcdl3a737cbad44216e25246d7d99
89 notifierloc.dll 18-18 26352 - 19642911

16.07.18 8178e5dfb403712fd5fcc2fd01feea73269876c55ed4af7c¢£d08c9615
Ontfsstrm.ppl 18-18 34800 - 1805420 f

91loassrc.dll 16.07.18 200712 _47fdbO908b12f5eb590683faf985a12f5dd6b374a77bf476a7029364
18-18 c2660f451
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92lodssrc.dll 16.07.18 484920 e66ldb7elaefdf26be9b3e498353f8a4fd596dlce86cdf818851£9¢c4
18-18 6cbdafc4
93lpacked io.dll 16.07.18 58656 0e087f£75c45d2544c8d0db9dcd28d1lb2cb3f45526a5a94bd46420d92
- 18-18 4c24d6al
94 loassdma 1 16.07.18 29616 95a3¢c987f1c2b25329d953ab0fde9502e1bdb395d97807b43920a9%a9
P P-pP 18-18 76955cc6
95patch.exe 16.07.18 369784 929a9f8aa81d6fed7a5a79f9858db7200d0183e2¢c7£f£39d9%a6a73fle
18-18 13aa84c?2
16.07.18 d5157a6c54c285¢c7¢c54585fc4£43222¢c8a577a11de00e2878242dct6
96 |perfcntr.dll 18-18 86216 84883932
97|pricader.dll 16.07.18 157888 ebacaa3c67c68522ada34da39ee5a86da%9ab913750cb075588499142
18-18 dé60calle
98loropma 1 16.07.18 76304 a8487afdfdla2f170d%act7fe27440d6268alal3caec976ec5c50a956
propmap.pp 18-18 £01cOe3a
99lbrseaio 1 16.07.18 31152 9a1085c09c47750af650dd15cd0046al1622a825p81f40b5£1771892d
prseqio.pp 18-18 56£05727
10 rutil 1 16.07.18 38960 db9027e55451a358ea6d3cfa882077783a890f1d40fcfel60c5¢c00at
0P PP 18-18 c253139b
10 santum 1 16.07.18 31152 799cb7e31389387bfdd4efdd32bad72bc99cffa870140896c733a42d
1[4 PP 18-18 7T6balfcc
10 rar 1 16.07.18 94528 608elb45cb3b73023a3ead2b2e016c8f011fc31clc3cl560£530a03a
2 PP 18-18 81568405
10 reqma 1 16.07.18 31152 5ee471c51£30144£150d737eeda2164665401687be8f002c6e2e5767
3 [Fedmep-pP 18-18 1£41b9e4
10 16.07.18 e38a7eba®83d0f31f425f437b5363e064102c3e3efla?24406c30d4494
4 scagent.dll 18-18 228032 F2666020
10 16.07.18 6cd9aeac3edb5dbl83ea2744cebdee?2725a8ae86b3b73ebdabae6745
5 scandll.dll 18-18 142472 0db64 b1
10 16.07.18 304a13d5ab04£f5abbf8d5797073ead46853690869cb809%011cf32bl
g [cCrehsre.dll 18-18 | 194424 8463F70c
10 <fdb 1 16.07.18 50344 e352ecf4ec5d352d3951926ba683776de99831a3a08f7d9774d2ed439
7 PP 18-18 188a39e4
10 16.07.18 7db97044cbe7fcd4262£f8abdbe62b07¢c9b71a10441308e3de0e8404ce
8 shellloc.dll 18-18 63264 9F66380d
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190 ssleay32.dll 1?_'5?_7]:;8 325152 b96l73b360374bd76Cf3e36e§§é§1§212)1g8f6afle4d46fbd4l79064935
11 16.07.18 5f59%e6b677fd34cacc026230530ca32228022922638c754c7cbald%b5
0 stdcomp.ppl 18-18 25968 4009977
11 stenum?.ppl 16.07.18 137680 dbfeef748a62a3eedd02fdbcd4edcdcc82256858¢c98140e8c24defabd
1 18-18 81llblcdc
11 16.07.18 6c85d17d642a453db7928dbfbd58b4abb79b13e814aa5048c19b29fa
5 storage.dll 18-18 272152 G£32630b
11 16.07.18 38e40280alabe63664ac3d80514bf25falb5b4b630cla’24a33e35d943
3 stored.ppl 18-18 25968 de2dlee]
11 . 16.07.18 dfe6970c58862f26df1d55e295372714e6942898bc05703570fb0f1d
4 streamio.ppl 18-18 29104 c1316a7e
11 substio.ppl 16.07.18 30128 05f9149160f68d69%9aeclb3e87d7ec9c435eddc6590929dab869f47a7
5 18-18 4e159cf4
11 . 16.07.18 16db44c962afd7731e55d2403d5¢c11d3a46182b827d83c3e386d807c
5 superio.ppl 18-18 26992 ccdSbll8
11 tempfile.ppl 16.07.18 28080 d4a38cd50d8fbfb6715c9%ebc0201d94fccaea2df361878600b33bc230
7 18-18 49421e3e
11 thpimpl .ppl 16.07.18 39472 cb8df21ec58073c65af82786b51ca8doc07b2bb3f43ff2a0£f£f83c098
8 18-18 05e78d87
11 timer.ppl 16.07.18 30640 5cdf4£2843c9p4£539fb0b8335e3b94c847be07a289cb57ea6a9268f
9 18-18 3c0e9525
12 tm.ppl 16.07.18 31664 e987c6af26a80625ee9%9a7d698c3e63c74d0fe32b253373b427c5a886
0 18-18 cc913172
112 tm2sre.dll 1?_.5_71;8 660824 5fb88fl7cd063d4d0af2d7a72333492§;Od62Occe7494Oed4c7423d95
122 uds .d11 1?_.;)_71.818 317864 3e8acebc9381984c87lff643§(6:2?222.)3787fa96ba33flb8f4527a4af
12 unars .ppl 16.07.18 30128 c9fb2e44c3b7991520cf03e8b9%47baale8dob5dd719efb3bbdd826d1l
3 18-18 5cedaa79
12 UniArc.ppl 16.07.18 37872 bef62f95f06303cab74fd2af8985a26dc7adae6fffbdfclb47a69078
4 18-18 2fa65634
12 16.07.18 188c2dcb%aceba807£d52020ddbc442201bf1569a847fe8fa366810b
5 unlzx.ppl 18-18 31728 c7aela?28
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12 16.07.18 10£3194e4e5b632ca989cb7aab55df162d2fb0479263cad4c014543a35

6 unreduce.ppl 18-18 27568 - 773629ed
12 . 16.07.18 e5cd92ab730d6f3f52b503¢c931bl16de56e5c8946b4571d76£891b7a6

y unshrink.ppl 18-18 26992 - 9172724
12 16.07.18 982b0292d382c386d8788cba7c6441e445a3d2167c22ebab58260a27c

8 unstored.ppl 18-18 26480 B 1b3cf4d71
192 updater2.dll 1?-.6(;)_1.;.81027576 i 9163129482O8cc380ec7Oe77a61ficc£(5)3ijl5c449alababc53cf3e546bc
103 updater facade.dll 1?_5_71.;81005200 _f493b476af38a49e2d440edO?ggg;g§;3bd662a8l75ll9330519684a
113 vecorlibl20.dll 0%.%_%;.3 247984 _52a82db38a479c6d9a8e61leiﬁééiiﬂgi053eflcd9255e789567126cl
13 16.07.18 2c1710c952613ada8896f0ac7073b3527a727£37272089430bacdo6d

5 vmarea.ppl 18-18 29040 : f6b63c03
13 . . 16.07.18 6£f7d41d14641230403a7db3a3818dfac071843e24c89d9d0897546e4

3 wdiskio.ppl 18-18 36336 - 891c4d01
13| . 16.07.18 c60d742d26dal35f033clfbae88fal37f2eb34al0edal03ded7642a80ce

4 winreg.ppl 18-18 45168 B 9eb4414b
13 . 16.07.18 e2b9728fc84cde7b6c90492e2119842ed0bafcbblce094411bfbl1966

5 wss_client.exe 18-18 70104 - 36ec123l
13 . 16.07.18 35e835474b67cfc696b812e98a5e4a3b8cdf3c960208d613206fblee

) 1818 | 0% - 0b21£07e
. 8245399 3b3700cae0547179832a606£fc3dbf6£d0262783b8fdef8e8408eabad

urtoro: gaiijaos - 136 5 0 29a2bab3

KaTanor C:\WSEE\drivers\x64\win8\klam\

13 Klam.sys 06.06.18 525000 _473bed3€a88b040061b608fe8a7b293515598226179421f22cch21b

7 13-29 c3b6£598
. 473bed3ea88b040061b608fe8a7b293515598226179421£22cbc021b

utoro: gaiijos - 1 525000 0 c3b6£598

Karanor C:\WSEE\drivers\x64\win8\klfltdev\

1 2.05.17 8f955e7bclacaz2f8b603bfdaa’784340£50fbe9fb3cabd74b0f33a75¢c

83 klfltdev.sys 018_504 58592 - 92777b32
. 8f955e7bclaca2f8b603bfdaa784340£50fbe9fb3cabd74b0£33a75¢

utoro: gaiijios - 1 58592 0 9a777b32
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Karanor C:\WSEE\drivers\x64\win8\klwtp\

15.01.18

£1078b96dde9d221f1b0c3a3£80£64d6595954d4£78384b2£57cbe45

9 klwtpee.sys 05-29 72896 - 91874383
. £f1078b96dde9d221£f1b0c3a3£f80£64d6595954d4£f78384b2f57cbe45
utoro: gaiijios - 1 72896 0
9187a383
Karanor C:\WSEE\drivers\x64\wlh\ramdisk\
14 . 15.01.18 8fc6a49ef38640233c943d0d0a7dl6a0ladcd347f£377605cal4dbaac
klramdisk.sys 67272 -
0 01-20 cad48a8ct
. 8fc6a49e£38640233c943d0d0a7d16a0ladcd347££377605cal4baac
utoro: gaiijios - 1 67272 0
cad8a8cft
Karanor C:\WSEE\x64\
14ebloader exe 16.07.18 73206 _beb54f7daad82€388629b124d567llb2760b53273c6206le67feo54
1 ) 18-18 548c8b80
14 . 16.07.18 72a981d802d8953b4cb5ccda?2401d8d35ca3db0543a94e53a119d9%a6
5 exploitblocker.dll 18-18 644592 - 92228804
14lo ing.dll 16.07.18 191648 12d082cc98d45£3030£002b9c9b1b033422b6b948a5df7d992e650b23
3 |+°99tng- 18-18 2df46087
14 04.10.13 2d0£fd105dd71ac9917eb610a82e9%9a5f4db7ed3f5c7ee82e888cblce?
4 msvcpl20.d11 99.58 660128 - 50eb72c5
14 04.10.13 e3a06085a495606068835700ea56507480bca86ced28939264eab008d14
5 msvcrl20.d11 9958 963232 - 4350abf8
14 16.07.18 5b9c250d49%9b6b9%b98e4c9030144349d8£f8b5df80b8a6581dad903cld
6 perfcntr.dll 18-18 110640 - 54584391
14scagent.dll 16.07.18 336600 _4d62289090451b78a0273dc226a30f5b9eO29467af4bCO69960b8926
7 18-18 23ecabal
14 . 04.10.13 147fec5284cdal?2ae216121a40af244422f264911dce588ded4104cfo
8 vccorlibl20.d11 9958 356528 - 20317898
2cl7 292d2125blacl3d7 4 2edl1447bf4954 1
TS (e - B 3336664 0688 cl769c292d S5blacl3d7ede5ad40cc8e52ed bf495435ae
5f622a94
5da5df13b3568a2
BCETO: daiio - 148 8&ﬂA4é 0e a a bc0a85f6§222z§ii088d715b7d118712c93a50e2

Koney
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Microsoft Windows Server 2012 R2 Standard x64 at WIN2012R2-5045

ara JINH
N HNms daiiaa C()I3[I[3HI/I I[.]mun = I[a, KC
1101 a OaiiT e
Karanor C:\WSEE\
1 ladvdis.ppl 16.07.18 71184 |4e40b76706ed27e5176e613d5ca8cdb55¢c12¢2b9¢c7682c08b9¢c31e07
18-18 43e695d1
16.07.18 23b65dbef3b21971d2adc299c3b06bdcf5fcel7e7315fa5d427£0685
2 |lak_auto.dll 18-18 291392 - 94452623
3 |ax conn.d11 16.07.182921632 _b834l679lfb03a3ll665cb34e6dlbl9739eb5cf201d84lefc88b559b
- 18-18 abbloec7a
16.07.18 2534fb36£f599144c865755e4b18fe9c2d3311a0afle773aee93cb6fb
4 laklog.dll 18-1g | 140240 - edflc57d
5 lanticryptor.dll 1?-.5-71.;.8 113200 i Ofca378f39f1519f76389C3d212)§23§(2ji629d9105165dc363035d6329
6 larj.ppl 16.07.18 38960 |d02a4d41c9625672£5535007ef7ac78c40a2877651a426db6baddf0a
18-18 f6£39178
7 laripack.ppl 16.07.18 33264 _d7d9e9b4d6ed2e781blflc972da6674f66240283b2097385961364ac
18-18 ab20e3c4
8 laviib.ppl 16.07.18 32240 i 822565f90£f4126e728201£d00285elc6eal311729£8c4d197c8beddc3
18-18 04a052ec
9 lavpl.ppl 16.07.18 125664 _b8dOl696a40374d03efa7lOcalcf4l96d8a80737fO9395a9a73db2e3
18-18 3d27cac9
10|avp3info.ppl 16.07.18 34736 i c2fa072286ee496789f7d6dfd3albf40309pb31af09e229477113969
18-18 0cd4bbe69
11|avpgs . ppl 16.07.18 115816 i 867983dc041eb7837081198ab27b2c68efe8874eba270781518df63e
18-18 5ae0fab3
12|avpmgr . ppl 16.07.18 61280 i c0297957¢c4687023289%9acabbd%e4dcd5628000953¢ce2bc23979820fb
18-18 4p9f9179
13|avs.ppl 16.07.18 980328 _ 218a97d7c727263ee84d2b4db5ec970b7989f94572850£187650842b5
18-18 bcd445965
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14lavscan.dll 16.07.18 314912 _45eb2616498f557d278366Cd057830b7f052234274df48661612b3l9
18-18 3ae988de
15|avsom 1 16.07.18 46192 _b20f8a63cdffec80dlda8fba7df378675b6d3d3b06b81070fd33954b
pm.pp 18-18 46974e80
16.07.18 02cd96d9elff4a2cb3602ad2a97b577775966e303bef768410aedcec
16[oase64.ppl 18.18 | 28528 - b7b56b17
16.07.18 0d918509966£f0379873b96cdo8c5bblc570d2e805f73e44e7£431a23
17 |base6dp.ppl 18-18 28528 - b6ed 7117
18btdisk.ppl 16.07.18 38384 _d4a07306936aa8b3fl73bdlle56cfe668bbf580b82c6ffcf965819a7
18-18 ae20c29a
. 16.07.18 535f8df7b8lafe3cea973ccd4732aecabf2acleaabflbelacdeecle6f7l
19[btimages.ppl 18-18 34224 - 61577dc3
16.07.18 S5ecac28cla%abe269%9a7a47b28e66068013cc8celb400ed3fddc9ae89
20[buffer.ppl 18-15 | 28016 - 4454315fF
21lcab 1 16.07.18 37936 i 0Deal6ca231180f8afe0544ca34335191428c1b9dfal29fc71lc2cfb4f
PP 18-18 8c5672df
22 lconn res.dll 16.07.18 25840 i 63£f4£33d97d764eel8c3e64c9eefbf72e2784aca71al33a0d300bct6b
- 18-18 aac070b6
16.07.18 fa708f51b018ccbebabbdfeec’8aa43bb86ffd8e563cff96457b1171
23|crpthlpr.ppl 18-18 83592 - 55c1cbeb
01.02.10 4ca260098b65c5429124d72e101£fb1740£52b868ae7a8ccecc78513e
24|dbghelp.dll 11-27 1213200 - S6ddfle?
o5 laplite.d1l 19.07.17 651408 ) 9e24500d2dcfoafl103856b97e4069fbc36b2cb909809bp05f0a7cb9ab
11-10 35d311a?
16.07.18 255607ad0a0978d96fd6420b8500e07aef32684a22e£f81d0d455033F
26|deflate.ppl 18-18 40048 - 49ceddld
27ldevice control.dll 16.07.18 139672 _aff05d93f75c9879052ed4c3cfc4e92c39acdff59a83fdc769c306fa
— 18-18 644369ct
28ldma 1 16.07.18 26992 |0273d56ec5d8ad401lc7a86acdl5e3cc571283d59c0dddec56c3384546
P.pp 18-18 428aca0d
16.07.18 ca9e4e5999c2640e320c70£540ad0009979226feb8fe6c32b7b44d71
29|dtreg.ppl 18-18 | 67994 - dfe99ede
0leviocres.dll 16.07.18 143312 |eeaddec231d15b8b58lallabecb3c44aa07e£57151ce6d012d1le7b772
18-18 a860f064b
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16.07.18 567093895c507620afb71c3a9%9a54a96£f2d£f92d7028e981b58927104a
3llevliogmsg.dll 18-18 202008 8980bc33
16.07.18 41 fcb5aec8960bd41£f117c9%9a97ballfceeadb30beb0bl11021985ac88
32lexplode.ppl 18-18 | 30640 364d5779
. 16.07.18 a8f2847bdae26c2bbb389%a0acbele7aad595b62744b2388640a717a7
33lexploitblocker.dll 18-18 565688 £5729967
. 16.07.18 987693789da7fb2c22a806c983994¢c9312bee083ddcl22e47a095¢cha
34|filemap.ppl 18-18 33264 d466b5998
35|Fimonitor.dll 16.07.18 169272 b0d2da7482d5d250ee202e8£f5a22896eb931el6ef3ed7b0e50db8b5b
18-18 d36407ce
16.07.18 e370eaaf826f36dl2c3f2eed67f5fala8aadccc9b9chdo9626f2ccach
36|fsdrvplg.ppl 18-18 28080 82bdcb80
37|£ssync.dll 16.07.18 72720 d4b9139db5e8al0f5e8c0192ea8bl2891a6b31022f532¢c25b7e7b340b
18-18 8dabebeb
16.07.18 89a9d8f70051db35aa355e37e72b2065d3680aec05b5823165339df0
38|[HASHCONT .ppl 18-18 25968 933770 f
39|hashmds . PPL 16.07.18 29104 0b2£f266770d4becb54f61c5917ead43cbhe85167cde2128b3161ffc2da
18-18 29934a7c
40 hcem 1 16.07.18 25968 954216304a02a4083e758567¢cc8410e0a2880ed85e2b14797396255b
P-pp 18-18 157afd3b
. 16.07.18 7a94518101824ada9d69754d649%9ae0ec524d329d3336¢c1279f8e4a29
4]|icapsrc.dll 18-18 525784 Jeedd216
. 16.07.18 dO0afcb4dd0be8£f38ee%9ed64a28514658dc6al3c577£693bd1092680c
42|ichk2.ppl 18-1g | 34800 bldd2e92
. 16.07.18 781b5557¢c2fbd4643ec20b666074c1lc277£90d71b27772442838b6c90
43|ichksa.ppl 18-18 31664 4929404
. 25.06.18|2669448 fa98f3b961f486claa78ee295d4bc3e4ea92b992b461b65b53623eac
44|icudtb59.d1l1
11-10 0 7fcc0cOf
4501 cuin59.d1l 25.06.18 1930440 ff3eac06f3b353¢c5¢cc69¢c28f930b08c4abfel38clcdcaafa9fs641lfac
11-10 adadf016
) ) 25.06.18 39f894963f3846e8c703188e78ce62f0e786814b388b132cd0155e30
46|icuio59.d11 11-10 | 61384 £32c169b
47\i cuucs9.d1l 25.06.18 1326856 77e481df5cebd7150fd4abeef9cee8d02a607134743¢c81616d3ad4a9%4
11-10 29740306
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. 16.07.18 f0£f8127£f6al172308e9feee3cdb002d2bcddc20e0£f25f6625d2be8f6a
48|inflate.ppl 18-18 40496 cdéfeTbb
29linifile 1 16.07.18 36848 5ad7b2b2fd3b%e131cb44cdb647ab3c64db8ba72e6b40dfd4a29c£0d
. PP 18-18 3b5£7116
50|iwgen 1 16.07.18 31664 e012dbddlcdcbcafb4189¢c570322797¢c4b858¢c368¢c3744b8£f9¢c8505e
gen.pp 18-18 e73aba’c
16.07.18 09e0609f1dfdcbd7£097b5575bea81081da729de29f£93d9%967bb03c7
5l|lkavfs.exe 18-18 5088056 248 7bbed
16.07.18 e94e9adb984af64afde73662b1098b57efcd251bde65b5702e2£92cE
h2lkavfsauto.dll 18-18 1695160 7£244217
16.07.18 9de7dcbe8af6357¢c461790a853e96e808b4cfbd7894c2017d42a9295
53|kavfsgt.exe 18-18 1609296 023f4£45
54 |kavfsmui . exe 16.07.18 691904 d8b4152fedeco0665ef9dadaf00d51b62ecf0bl160325e0e71383f49%e
18-18 08c57568
55|kavEsscs . exe 16.07.18 121000 d75601ea904ed9ebdfd3def7f£f3c5fe5068715clb2ecf89do6c25dfd5b
. 18-18 13274577
16.07.18 348548845017aa66b732fa743a0543069380b736158a485c369%9b6cac
56 kavfsslp.dll 18.1g 3063448 b4df04ch
16.07.18 848c3f69cbhbl8b5728868914ae88ce9de612e3194f45342cf05ecl5fc
57|kavfsslpps.dll 18-18 28080 a99c5339
58|kav fswh . exe 16.07.18 77328 c4a32c321bb30c90ddb97a1306c6d34c700cafdc2de98c887392afd2
18-18 6fb9%e419
59 |kav Fswp. exe 16'07'185082752 414587e61faf3020e34c65d8elc761936c7fe465b3b5052607e15a3d
18-18 2a8cbe’e
60 kavshell . exe 16'07'183894136 381845c18febe2ec9d9245db6de3£f454d5d5£f1b9704c516ballba63’
18-18 a%la64dcd
16.07.18 128e4b06867790£3d641766£9d9dc82d24e83675¢c8e91962fad446e65
6llkavtray.exe 18-1g | 600984 0318dec8
16.07.18 217fccd42b39%9a5324b8d5081cbed406add424c6caaf906c0512841d420
62|kavtrayr.dll 18-18 37808 465327d1
631k1 service.dll 16.07.18 714792 c880dclc2cd4edlbddcbheee291f3bad056c3a8bfoccab24a3cb4alllb
- 18-18 83343c2a
. 16.07.18 b58fcl9%padl13331162f£f£f884c2532d14dfd1af2943f11al1694e32d58
64|klav_engine.dll 18-18 55016 68024476
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16.07.18 e5e9614b1a8669510b8aa62dcf0219£935852f5¢c35712898debc3be4
65klavsys.dll 18-18 68504 - S£ShA0£6
. 16.07.18 db48d466b752b2b5cdl7bf733518cdf532e15111346455e5¢c21bdcel
66 |kpcengine.dll 18-18 672720 - bd7£592
67ksn facade.dll 16.07.18 1320544 _b226fa5cd63aafflf58dff68c90369a07855135f307398627ada7baf
— 18-18 ecaabe95
. 16.07.18 8271bf5f200ecaeceeb28d78f781db39%97eedf2608e6d29ffd%a3ba3b4
681 1lio.ppl 18-18 28592 - 8b6b0£2b
16.07.18 703af1029%9a059a23292bl4lcad3cd4a8ceecac610183c2laeb70cfdefc
69|1lha.ppl 18-18 47784 - c3b3c8de
) 16.07.18 0ac68dad76874533000del175b99dea954a361410ab0b79f6£25d£853
70|libeay32.d1l1 18-18 1423936 - da6dedf3
licensing product facade [16.07.18 ba2a4390aeb34e3d1d751a568d51252ad60081c2£508cl4f766b8led
71 — — 1147648 -
.dll 18-18 ecceallc
72l11stloc.dll 16.07.18 143312 i £f8176e15debf5b09095629faab2a2edebcd60f59daaec265cazecleb
18-18 cafeladc
. 16.07.18 0bd045b1d£f5913b070796a02807bb9cfcl1605098d69%e4dfel3aff571d
73|1ogging.dll 18-18 137112 - 2613379
74lmai 1ms 1 16.07.18 73176 i 4dd456d991eab59c2ffa22e939%9e7bb52128495eblddabf4bf08cl9f2e
g-PP 18-18 c6a09712
75Indb . pp1 16.07.18 61792 _eOechaf64l94aOef453cd4lbbdfb229081d72d84b9076d5f73d07bf
18-18 el7ebele
76 ndma 1 16.07.18 27568 i 2c9bc29dd9726711e5ef102d1fbl18£54e612822b3477aeldf304b0db
p.pp 18-18 d418cbfo
77 Inemmods ¢ 1 16.07.18 43120 i fe32d0d97cf£f40710£0a35978d17£f74£f15b0e6f££d952203908b5db20
- PP 18-18 1fa7969%b
78lmemscan 1 16.07.18 39920 i 39f74£cf£29328714225a15bf6f08beadl361553afbf27d5c4517a44a
PP 18-18 98478412
79lminizi 1 16.07.18 43120 i 7a620fc63e975¢c949%9ec4fb9da770964050d0e096dd6£89ec09bp333b5
P.Pp 18-18 5551f0cb
. 16.07.18 9¢c35cf73el3ab2931lacc71490e477£183a57a8b96cb5c4le56ce370c
80[mitmprxy.dll 18-18 3200024 - 23099992
81 nkavio 1 16.07.18 31152 i £f97ee92fe2e3f5341cedfd85465efe2c05de79fbad02012afa7559d2
.PP 18-18 8109b708
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82 msoe 1 16.07.18 83080 ) ©6197b5bfad%3e3b235e800£f447ffbd4d91fb388d54d028310b30c9822
- PP 18-18 3de8e189
83Imsvep120.d11 05.10.13 455328 i c0el864a%9aedo8619664afleb3692dbeal2b7e27c402e5e8968b66a82
01-38 cce963le
84lmsver120.d11 05.10.13 970912 ) 401b10845p788£f48d3701149ce52bb8133336c47d4d9048bd0b2d303
01-38 5e4d2ff6
85MUTLoc. d11 16.07.18 63776 i fcfe8cebed0e6f906ble23081dd72a9cbbec77fefdcbhb8e324dc4190e4t
18-18 a8813326
16.07.18 8710ccel09fd4dl1215e3556¢cff4a385d65¢c9fa439e09%balb9d5£d35
86 |nappsrc.dll 18-18 200656 - £52480c6
. 16.07.18 5542734478a98d3025bafc6a’7de2bc20dadc8a94d35f400ed960041d
87 netappanticrypt.dll 18-18 2458720 - 5e0beed]
. 16.07.18 18d9%9e445e1750fcb40a00eb2fchcfaldfefca33a2097ce9246bf55d24
88|nfio.ppl 18-1g | 104312 - 51278836
L 16.07.18 e3712b9%9fd974c1320734d6c27bb5cofcdl3a737cbad44216e25246d7d99
89notifierloc.dll 18-18 26352 - 19642911
16.07.18 8178e5dfb403712fd5fcc2fd01feeca73269876c55ed4af7cfd08c9615
Ontfsstrm.ppl 18-18 34800 - 1805420 f
91loassrc.d11 16.07.18 200712 _47fdb0908b12f5eb590683faf985a12f5dd6b374a77bf476a7029364
18-18 c266f451
92lodssre.dll 16.07.18 484920 i e66ldb7elaefdf26be9b3e498353f8a4fd596d1lce86cdf818851£9¢c4
18-18 6cbdafc4
93lpacked io.dll 16.07.18 58656 i 6e087£75c45d2544c8d0db9dcd28d1b2cb3f45526a5a94bd46420d92
- 18-18 4c24do6al
94 lbassdma 1 16.07.18 29616 i 95a3¢c987f1c2b25329d953ab0fde9502el1bdb395d97807b43920a9%a9
P P-pP 18-18 76955cc6
95lbatch.exe 16.07.18 369784 i 929a9f8aa81dofed7a5a79£9858db7200d0183e2c7££39d%a6a73fle
18-18 13aa84c?2
16.07.18 d5157a6c54c285¢c7¢c54585fc4£43222c8a577a11de00e2878242dcf6
% [perfcntr.dll 18-18 86216 - 848839372
97|orioader.dil 16.07.18 157888 _ebacaa3c67c68522ada34da39ee5a86da9a59l375chO75588499142
18-18 dé60calle
98lorooma 1 16.07.18 76304 |a8487afdfdla2f170d%act7fe27440d6268ala3caec976ec5c50a956
propmap.pp 18-18 f0lc0e3a
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99lprseqio.ppl 16.07.18 31152 9a1085c09¢c47756af650dd15cd0046al1622a825b81£40b5£1771892d
18-18 56£05727

10 . 16.07.18 db9027e55451a358ea6d3cfa882077783a890f1d40fcfel60c5c00af

o [prutil.ppl 18-18 | 38960 c253139b

10 16.07.18 799cb7e31389387bfdd4efdd32bad72bc99cffa87b140896c733a42d

1 [quantum.ppl 18-18 | 3152 76balfcc

10 16.07.18 608elb45cb3b73023a3ead2b2e016¢c8f011£fc31clc3cl560£530a03a

5 rar.ppl 18-18 94528 81568a05

10 16.07.18 5ee471c51£30144£f150d737eeda2164665401687be8f002c6e2e5767

3 [Fegmap.-ppl 18-18 | 352 1£41b9e4

1;10 scagent.dll 1?-5_7:1-.;.8 998032 e38a7eba983d0f3lf425f437?2222§§glo2c3e3ef1a24406c30d4494

150 ccandll.dll 1?_.5(;)_71'818 142479 6cd9aeac3ed55dbl83ea2744gzﬁéj§éz25a8ae86b3b73eb4abae6745

160 scrchsre.dll 1?-.5-71.;.8 154424 3O4al3d5ab04f5abbf8d5797g22§?33(63853690869Cb809eOllcf32b1

10 sfdb.ppl 16.07.18 50344 e352ecf4ec5d352d3951926ba683776de99831aa08f7d9774d2ed439

7 18-18 188a39e4

180 shellloc.dll 1(;“_.5_71.;8 63264 7db97044cbe7fc4262f8ab4bzgézgggzb7la10441308e3de0e8404ce

190 ssleay32.dll 1?_.{;)_71.;.8 325152 b96l73b360374bd76cf3e36e§1$é3§§i16)8f6af1e4d46fbd4l79Oe4935

11 stdcomp.ppl 16.07.18 25968 5f59e6b677fd34cacc026230530ca32228022922638c754c7cbal9b5

0 18-18 d0099%e77

11 16.07.18 dbfeef748a62a3eedd02fdbcdedcdcc82256858c98140e8c24defabd

1 stenum?2 .ppl 18-18 137680 811blcde

11 storage.dll 16.07.18 272152 6c85d17d642a453db7928dbfbd58b4abb79013e814aa5048c19b29fa

2 18-18 df32630b

11 stored.ppl 16.07.18 25968 38e40280alabe63664ac3d80514bf25fal5b4b630cla’24a33e35d943

3 18-18 de2d2ee’7

11 streamio.ppl 16.07.18 29104 dfe6970c58862f26df1d55e295372714e6942898bc05703570fb0f1d

4 18-18 cl3lea7e

11 substio.ppl 16.07.18 30128 05f9149160f68d69%9aeclb3e87d7ec9c435eddc6590929dab869f47a7

5 18-18 4e159cf4
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11 . 16.07.18 16db44c962afd7731e55d2403d5¢c11d3a46182b827d83c3e386d807c
g [Superio.ppl 18-18 | 20992 ecd8bl18
11 tempfile.ppl 16.07.18 28080 d4a38cd50d8fbfb6715c9%9ebc0201d94fccaea?2df36187860b33bc230
7 18-18 49421e3e
11 thpimpl .ppl 16.07.18 39472 cb8df21ec58073¢c65af82786b51ca8dec07b2bb3f43ff2a0£f£83c098
8 18-18 05e78d87
11 timer.ppl 16.07.18 30640 5cdf4£2843c904£539fb0b8335e3b94c847be07a289cb57ca6a9268f
9 18-18 3c0e9525
12 £m.ppl 16.07.18 31664 e987c6af26a80625ee9a7d698c3e63c74d0fe32b253373b427¢c5a886
0 18-18 cc913172
112 tm2sre.dll 1?-.371.;.8 660824 5fb88fl7cd063d4d0af2d7a7233332§;Od620cce74940ed4c7423d95
122 uds . dll 1?_.5(;)_71'818 317864 3e8acebc938l984c871ff643$igigzé;787fa96ba33f1b8f4527a4af
12 . 16.07.18 c9fb2e44c3b7991520cf03e8b9%47baale8dob5dd719efb3bbdd826d1l
g [tnard.ppl 1818 | 0128 Scedaal?
12 UniArc.ppl 16.07.18 37872 bef62f95f06303cab74fd2af8985a26dc7adae6fffbdfclb47a69078
4 18-18 2fa65634
12 16.07.18 188c2dcb9%aceba807£d52020ddbc442201bf1569a847fe8fa366810b
5 unlzx.ppl 18-18 31728 c7aela28
12 16.07.18 10£3194e4e5b632ca989cb7aa55df162d2fb0479263cad4c014543a35
5 unreduce.ppl 18-18 27568 773629d
12 . 16.07.18 e5cd92ab730d6f3f52b503¢c931bl6de56e5¢c8946b4571d76£891b7a6
7 unshrink.ppl 18-18 26992 9172724
12 16.07.18 982b0292d382c386d8788cba’c6441ed445a3d2167c22ebab58260a2’7c
8 unstored.ppl 18-18 26480 1b3c£47]
192 updater2.dll 1?_.;)_71;8 1027576 916312 948208cc380ec70e772§(c::£832215c449alababc53cf3e54 6bc
103 updater facade.dll 1?-.5_71.;.81005200 f493b476af38a4962d440ed05§§§;g§;3bd662a81751l9330519684a
113 vecorlibl20.dll 050.]?._%;.3 247984 52a82db38a479c6d9a8e6l1622312)271%3205361?10(192556789567126cl
13 16.07.18 2c1710c952613ada8896f0ac7073b3527a727£37272089430bacd66d
5 [vmarea.ppl 18-18 | 29040 £6b63c03
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13wdiskio 1 16.07.18 36336 _6f7d4ldl4641230403a7db3a38l8dfacO71843624089d9d0897546e4
3 -PP 18-18 821c4d01
13winre 1 16.07.18 45168 _C60d742d26da135f033c1fbae88fa37f2eb34a0eda03ded7642a80ce
4 9.Pp 18-18 9eb4414b
13 . 16.07.18 e2b9728fc84cde7b6c9492e2119842ed0bafcbblce094411bfbl966
wss client.exe 70104 -
5 - 18-18 36ecl231
13xorio 1 16.07.18 26992 _35e835474b67cfc696b812e98a5e4a3b8cdf3c960208d6l3206fblee
6 -PP 18-18 0b21£07e
. 8245399 3b3700cae0547179832a606£fc3dbf6£d0262783b8fdef8e8408eabad
utoro: ¢gaiijion - 136 0
2 a9a2bab3
Karasnor C:\WSEE\drivers\x64\win8\klam\
13klam svs 06.06.18 525000 _473bed3ea88b04006lb608fe8a7b293515598226179421f220b0021b
; sy 13-29 c3b6£598
. 1 595000 0473bed3ea88b040061b608fe8a7b293515598226179421f22cbc021b
UTOro: ¢aijios - c3b6£598
Karanor C:\WSEE\drivers\x64\win8\klfltdev\
13 02.05.17 8f955e7bclacal2f8b603bfdaa784340£50fbe9fb3cabd74b0£33a75¢c
3 klfltdev.sys 10-04 58592 - 92777b32
. 8f955e7bclaca2f8b603bfdaa784340£50fbe9fb3cabd74b0£33a75¢
UTOro: (paiijaos - 1 58592 0
9a777b32
Karanor C:\WSEE\drivers\x64\win8\klwtp\
13klwt co . svs 15.01.18 72896 _flO78b96dde9d22lflbOc3a3f80f64d6595954d4f78384b2f57cbe45
9 pee.sy 05-22 9187a383
. £1078b96dde9d221£f1b0c3a3£f80£f64d6595954d4£78384b2f57cbed5
UTOro: (paiijaos - 1 72896 0 91872383

Karanor C

:\WSEE\drivers\x64\wlh\ramdisk)\

15.01.18

8fc6a4d49ef38640233¢c943d0d0a7dloalladcd347££377605cal4baac

0 klramdisk.sys 01-20 67272 - cad8asct
. 8fc6a49e£38640233c943d0d0a7d16a0ladcd347££377605cal04baac
uTOoro: ¢aios - 1 67272 0
cad8a8cf
Karanor C:\WSEE\x64\
14ebloader oxe 16.07.18 73296 |fb0b54£f7daadB82e388e29b124d56711b2760b53273c62c6le67fe054
1 ) 18-18 548c8b80
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14 . 16.07.18 72a981d802d8953b4cbbccda®9401d8d35ca3db0543a94e53a119d9%a6
2 exploitblocker.dll 18-18 644592 - 92228804
14 logaing.dll 16.07.18 191648 _2dO82CC98d45f3030fOO2b9c9blb033422b6b948a5df7d992e650b23
3 [-°99tna- 18-18 2df46087
14 04.10.13 2d0£fd105dd71ac9917eb610a82e9a5f4db7ed3f5¢c7ee82e888cblced
4 msvcpl20.d11 9958 660128 - 50eb72c5
14 04.10.13 e3a6085a4956668835700ea56507486bca86ced28939264eab008d14
5 msvcrl20.d11 99.58 963232 - 435eabE8
14 16.07.18 5b9c250d49b6b9%b98e4c9030144349d8£f8b5df80b8a6581dad903¢cld
6 perfcntr.dll 18-18 110640 - 54584391
14 scagent.dll 16.07.18 336600 i 4d62289090451b78a0273dc226a3cfb5b%e029467af4bc069960b8926
7 18-18 23ecaba3si
14 ) 04.10.13 147fec5284cdal?2ae216121a40af244422f264911dce588ded4104cfo
3 vccorlibl20.d11 99.58 356528 - 20317898
6882c1769¢c292d2125blacl3d7 4 2edl447bf4954 1
e G 3336664 0 c c ac ede5a40cc8e52ed bf495435ae
5f622a94
f1l 2 f Tcl 715b7d118712 2
BCEIO: daiion - 148 8651441 Oe5da5d 3b3568a2bc0a85£f6cbbb7¢c15088d715b7d118 c93a50e
6 f4cel5cl
Komney
Microsoft Windows Server 2012 Standard x64 at WIN2012-5004
Hara Jomn
N Hms ¢aiina CO3JaHU JI']mvHa’ a, KC
1101 0alT
A CTPOK
Karanor C:\WSEE\
1 lagvdis 1 16.07.18 71184 _4e40b76706ed27e5176e6l3d5ca8cdb55C12c2b9c7682C08b9c31e07
- PP 18-18 43e695d1
16.07.18 23b65dbef3b21971d2adc299¢c3b06bdctbfcel7e7315fab5d427£0685
2 lak_auto.dll 18-18 291392 - 9d452e23
3 |akx conn.d11 16.07.182921632 _b834l679lfb03a3ll665Cb34e6dlbl9739eb5cf201d84lefc88b559b
- 18-18 abbl6c7a
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16.07.18 2534fb36£599144c865755e4b18fe9c2d3311alafle773aee93ch6fb
4 laklog.dll 18-1g | 140240 edflc57d
. 16.07.18 0fcal378£39f1519f76389c3d5b4e5ed4629d9105165dc363035d6329
5lanticryptor.dll 18-18 113200 419359121
6 lar- 1 16.07.18 38960 d0aadd41c9625672£5535007ef7ac78c40a2877651ad426db6bbaddfla
j.pp 18-18 £6£39178
7 larsoack 1 16.07.18 33264 d7d9e9%b4d6ed2e781bl1f1c972da6674£662402830b2097385961364ac
P PP 18-18 ab20e3c4
8 laviib 1 16.07.18 32240 822565f90£f4126e728201£d00285e1c6ea311729f8c4d197c8beddc3
PP 18-18 04a052ec
9 lavol 1 16.07.18 195664 b8d01696a40374d03efa710calcf4196d8a80737£09395a9%9a73db2e3
pL-pP 18-18 3d27cac9
10lavp3info 1 16.07.18 34736 c2fal072286ee496789f7dodfd3albf403090b31af0%e229477113969
P -PP 18-18 0c4bbe69
11 lavoas 1 16.07.18 115816 867983dc041eb7837081198ab27b2c68efe8874eba?270781518df63e
Pgs-pPP 18-18 5ae0fa53
12|avomar 1 16.07.18 61280 c0297957¢c468702328%cabbd%9e4dcd5628000953¢ce2bc23979820fb
pmgr.pp 18-18 4b9£9179
13lavs 1 16.07.18 980328 218a97d7c727263ee84d2b4b5ec970b7989£94572850£187650842b5
-PP 18-18 bc445965
14lavscan.dil 16.07.18 314912 45eb2616498£f557d278366cd057830b7£052234274df486e1612b319
18-18 3ae988de
15|avsom 1 16.07.18 46192 b20f8a63cdffec80d1da8fba7df378675b6d3d3b06b81070£d33954b
pm-pp 18-18 4697480
16.07.18 02cd96d9elff4a2cb3602ad2a97b577775966e303bef768410aedcec
16base64d .ppl 18-18 28528 b7b56b1 7
16.07.18 0d918509966£f0379873b96cd68c5bblc570d2e805f73e44e7£431a23
17 [base6dp.ppl 18-18 28528 beedT 117
18lbtdisk.ppl 16.07.18 38384 d4a073069360aa8b3fl173bdllebocfec68bbf580b82coffcf965819a7
18-18 ae20c29a
. 16.07.18 535f8df7b8lafe3cead973cc4d4732acabf2acleaabflbelacdeele6f7l
19 btimages.ppl 18-18 34224 61577dc3
16.07.18 S5ecac28cla%abe269%9a7a47b28e66068013cc8cel0b400ed3fddc9ae89
20buffer.ppl 18-18 28016 4454315¢f
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21lcab 1 16.07.18 37936 0ea06ca231180f8afe0544ca34335191428¢cl1b9dfal29fc71lc2cth4f
. PP 18-18 8c5672df
22lconn res.dill 16.07.18 25840 03f4£f33d97d704eel8c3e0d4cOeefbf72e2784aca71al33a0d300bcfo
- 18-18 aac070b6
16.07.18 fa708f51b018ccobebabbdfeec7/8aad3bb86ffd8e563cff96457b1171
23|crpthlpr.ppl 18.18 | 83992 25clcbe5
01.02.10 4ca260098b65¢cH5429124d72e101fbl1740f52b868ae7a8ccecc78513e
24|dbghelp.dll 1107 1213200 S Edaf Lo
o5 lablite.dll 19.07.17 651408 9e24500d2dcfoafl03856b97e40069fbc36b2cb909809b05f0a7cb9ab
11-10 35d311a?2
16.07.18 255607ad0a0978d96£d6420b8506e07aef£32684a22e£81d0d455033fF
26|deflate.ppl 18.1g | 40048 42cedd7d
27ldevice control.dll 16.07.18 139672 aff05d93f75c9879052ed4c3cfcd4e92c3%acdff59a83fdc769c306fa
- 18-18 0644369ct
28ldma 1 16.07.18 26992 0273d56ec5d8a4d40lc7a86acdlbe3cc571283d59¢c0dddec56c3384546
p.pp 18-18 428acald
16.07.18 ca%9e4e5999¢c2640e320c70£540ad0009979226feb8feb6c32b7b44d71
29|dtreg.ppl 18-18 67992 dfe99ede
0leviocres.dll 16.07.18 143312 eeaddec231d1l5b8b581lallabcbh3cd44aal7ef57151ce6d012dle7b772
18-18 a86f064b
16.07.18 567b93895c507626afb71c3a%9a54a96£2df92d7028e981b58927104a
3llevliogmsg.dll 18-18 202008 8980bce33
16.07.18 41fcb5aec8960bd41f117¢c%9a97ballfceeadb30beb0bl11021985ac88
32|explode.ppl 18-1g | 30640 364d5779
. 16.07.18 a8f2847bdae26c2bbb389%a0acbhele7aa9595b62744b2388640a717a7
33|exploitblocker.dll 18-18 565688 £5729967
34|filema 1 16.07.18 33264 987693789da7fb2c22a806c983994¢c9312bee083ddcl22e47a095¢c5a
p.ppP 18-18 d6665998
35|fimonitor.dll 16.07.18 169272 b0d2da7482d5d250ee202e8f5a22896eb931elbef3e47b0e50db8b5b
18-18 d36407ce
16.07.18 e370eaaf826f36d1l2c3f2eedb67f5fala8aadccc9b9c5d9626f2ccach
36|Fsdrvply.ppl 15-15 | 28080 82bdcb80
37|£ssync.dll 16.07.18 72720 d4b9139db5e8al0f5e8c0192ea8bl2891a0cb31022f532c25b7e7b340b
18-18 8dabebeb
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16.07.18 89a9d8f70051db35aa355e37e72b2065d3680aec05b5823165339df0
38|HASHCONT . ppl 18.18 | 25968 933772 £ £
39 hashmds . PPL 16.07.18 29104 0b2f266770d4becb54f61c5917ecad43c5e85167cde2128bl31lolffc2da
18-18 29934a7c
40 lhcem 1 16.07.18 25968 954216304a02a4083e758567¢cc8410e0a2880ed85e2b14797396255b
P.pp 18-18 157afd3b
. 16.07.18 7a94518101824ada9d69754d649%9ae0ec524d329d3336¢c1279f8e4a29
4llicapsrc.dll 18-18 525784 dcedd216
. 16.07.18 dO0afcbh4dd0be8f38ee%9ed64a28514658dc6al3c577£693bd1092680c¢
42|ichk2.ppl 18-18 34800 bldd2e9?2
) 16.07.18 781b5557¢c2fbd4643ec20b666074c1c277£90d71b27772442838b6c90
43|ichksa.ppl 18-18 31664 42ca9d04
. 25.06.18|2669448 fa98f3b961f486claa78ee295d4bc3e4ea92b992b461b65b53623eac
44|1icudt59.d11
11-10 0 Tfcc0cOf
4501 cuin59 . dll 25.06.18 1930440 ff3eac06f3b353c5cc69c28£930b08cd4a5fel38clcdcaafadfs64lfac
11-10 adad4f016
. . 25.06.18 39f894963f3846e8c703188e78ce62f0e786814b388b132cd0155e30
46|icuio59.d11 11.10 | 61384 £32¢169b
4701 cuucs9. 411 25.06.18 1326856 77e481df5cebd7150fd4abeef9cee8d02a607134743¢c81616d3a4a94
11-10 2e974036
. 16.07.18 f0£8127£f6al172308e9feee3cdb002d2bcddc20e0£25f6625d2be8f6a
48|inflate.ppl 18-18 40496 cdéfeTbb
49linifile 1 16.07.18 36848 5ad7b2b2fd3b9%el131cb44cdb647abl3co64db8ba772e6b40dfd4a29cf0d
213 18-18 3b5£7116
50|iwgen 1 16.07.18 31664 e012dbddlcdcb5cafb4189c570322797¢c4b858c368c3744b8f9c8505e
gen.pp 18-18 e73aba’lc
16.07.18 09e0609f1dfdcbd7£097b5575bea81081da729de29f£93d967bb03c7
5llkavfs.exe 18-18 5088056 5487bbed
16.07.18 e94e9adb984af64afde73662b1098b57efcd251bde65b5702e2£92¢cf
52|kavfsauto.dll 18-18 1695160 T£244212
16.07.18 9de7dcbe8af6357¢c461790a853e96e808b4cfbd7894c2017d42a9295
53|kavfsgt.exe 18-1g |1609296 023f4£d5
54|kavfsmui . exe 16.07.18 691904 d8b4152fedec60665ef9dadaf00d51b62ecf0bl160325e0e71383f49%e
18-18 08c57568
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55|kavEsscs . exe 16.07.18 121000 d7561ea904ed%ebdfd3def7f£f3c5fe5068715clb2ecf89d6c25dfd5b
. 18-18 13274577
16.07.18 34854884501 7aa66b732fa743a0543069380b736158a485¢c369%9b6cac
56|kavfsslp.dll 18-18 3063448 b4dE04ch
16.07.18 848c3f69¢chbl8b5728868914ae88ce9de612e3194f45342cf05eclbfc
57 |kavfsslpps.dll 18-18 28080 29905339
16.07.18 c4a32c321bb30c90ddb97a1306c6d34c700caf4c2de98c887392afd2
58|kavfswh.exe 18-18 77328 6fb9%e419
59 |kav £swp . exe 16.07.185082752 414587e61faf3020e34c65d8elc761936c7fe465b3b5052607el15a3d
18-18 2a8cbe’e
60lkavshell . exe 16'07'183894136 381845cl18febe2ec9d9245db6de3£f454d5d5f1b9704c516ballba63?
18-18 a%9lac4dc4
16.07.18 128e4b06867790£3d641766£9d9dc82d24e83675¢c8e91962fad46e65
6l|kavtray.exe 18-18 600984 0318dec8
16.07.18 217fccd42b39%9a5324b8d5081cbed406add424c6caaf906c0512841d420
62|kavtrayr.dll 18-18 37808 1653a7d1
631k1 service.dll 16.07.18 714792 c880dclc2cd4edlbiddcbeee?291f3bad056c3a8bfoccab24a3cb4alll3b
- 18-18 83343c2a
. 16.07.18 b58fcl9%0adl13331162f£f£884c2532d14dfd1af2943£f11a1694e32d58
64|klav_engine.dll 18-18 55016 68424476
16.07.18 e5e9614b1a8669510b8aa62dcf0219£935852£5¢c35712898debc3bed
65|klavsys.dll 18-18 68504 S£8bA0EE
. 16.07.18 db48d466b752b2b5cd17bf733518cdf532e15111346455e5¢c21bdcel
66 |[kpcengine.dll 18-18 672720 bd7£592 ¢
67|ksn facade.d1ll 16.07.18 1320544 b22efa5cde3aaffl£58dff68c903e9a07855135£307398627ada7’7bat
- 18-18 ecaabe95
. 16.07.18 8271bf5f200ecaeee528d78f781db39%97eedf2608e6d29ffd%a3bal3b4
68|1 1lio.ppl 18.18 | 28592 8b6b0f2b
16.07.18 703af1029%9a059a23292bl4lcad3cd4a8ceecac610183c2laeb70cfdefc
69|1ha.ppl 18-18 47784 c3b3c8de
. 16.07.18 0ac68dad76874533000del175b99dea®54a361410ab0b79f6f25df853
70|1libeay32.d1l1l 18-18 1423936 da6dedfs
el licensing product facade 16.07.18 1147648 ba2ad4390aeb34e3d1d751a568d51252ad60081c2£f508cl4f766b8led

.dll

18-18

ecceallc
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72l11stloc.dll 16.07.18 143312 i £f8176e15debfbb09095629faabl2a2edebcd60f59daaec265cal2ecleb
18-18 cafeladc

. 16.07.18 0bd045b1df5913b070796a02807bb9cfcl1605098d69eddfe3aff571d
73|1logging.dll 18-18 137112 - 261337¢9

Z4lmailms 1 16.07.18 73176 ) 4dd456d991eab59c2ffa22e939%9e7bb52128495eblddabf4dbf08cl9f2e
g.pp 18-18 c6a09712

75Indb . pp1 16.07.18 61792 _eOeCZbaf64l94aOef453cd4lbbdfb229081d72d84b9076d5f73d07bf
18-18 el7etbele

76 ndma 1 16.07.18 27568 i 2c9bc29dd9726711e5ef102d1£fb18£f54e0612822b3477aeldf304b0db
P-PP 18-18 d418cbf6

77 lnemmods ¢ 1 16.07.18 43120 ) £fe32d0d97¢cf£f40710£0a35978d17£74£f15b0e06f£fd952203908b5db20
. PP 18-18 1£fa7969b

78 Inems can 1 16.07.18 39920 ) 39f74£fcf£29328714225a15bf6f08beadll361553afbf27d5c4517ad4da
- PP 18-18 98d78412

79lminizi 1 16.07.18 43120 i 7a620fc63e975¢c949%ecd4fb9da770964050d0e096dd6£89ec09bp333b5
P.Pp 18-18 5551£0ch

. 16.07.18 9c35cf73el3ab2931lacc71490e477£183a57a8b96cbbcd4le56ce370c
80mitmprxy.dll 18-18 3200024 - 230999972

81 lmkavio 1 16.07.18 31152 i f97ee92fe2e3f5341cedfd85465efe2c05de79fbad02012afa7559d2
. PP 18-18 81090708

82 nsoe 1 16.07.18 83080 i 6197b5bfad®3e3b235e800£447£ffbd4d91fb388d54d028310b90c922
. PP 18-18 3de8e189

83|msvep120.d11 05.10.13 455328 i c0el864a9aed68619664afleb3692d6ealb7e27c402e5e8968b66a82
01-38 cce9%631le

84lmsver120.d11 05.10.13 970912 i 401b10845p788£f48d3701149ce52bb8133336c47d4d9048bd0b2d303
01-38 5ed4d2ffo6

85 MUTLoc. d11 16.07.18 63776 i fcfe8ceb5ed0e6f906ble23081dd72a9cbbec7fefdcb8e324dc4190e4df
18-18 a8813326

16.07.18 8710ccel09fd4d1215e3556cff4a385d65¢c9fa439e09bbalb9d5£d35
86|nappsrc.dll 18-18 200656 - £52280c6

. 16.07.18 5542734478a98d3025bafcba’de2bc20dadc8a94d35£f400ed960041d
87 |netappanticrypt.dll 18-18 2458720 - 5e9beed]

. 16.07.18 18d9e445e1750fcb40a00eb2fc5cfaldfefcal3az2097ce9240bf55d24
88Infio.ppl 18-18 104312 - 51278836
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L 16.07.18 e3712b9%fd974¢c1320734d6c27bbcofcdl3a737cbad44216e25246d7d99
89notifierloc.dll 18-18 26352 - 19642911
16.07.18 8178e5dfb403712fd5fcc2fd01feea73269876c55ed4af7¢c£d08c9615
Nntfsstrm.ppl 18-18 34800 - 1805429 f
91loassrc.d1l 16.07.18 200712 _47fdb0908bl2f5eb590683faf985a12f5dd6b374a77bf476a7029364
18-18 c266f451
92lodssrc.dll 16.07.18 484920 i e66ldb7elaefdf26be9b3e498353f8a4fd596dlce86cdf818851f9c4
18-18 6cbdafc4
. 16.07.18 0e087f75c45d2544c8d0db9dcd28d1lb2cb3f45526a5a94bd46420d92
93|packed io.dll 18-18 58656 - 4co4d6al
94loassdma 1 16.07.18 20616 i 95a3c987f1c2b25329d953ab0£fde9502el1bdb395d97807b43920a9%a9
P P-pP 18-18 76955cc6
95patch.exe 16.07.18 369784 1929a9£f8aa81d6£ed7a5a79£9858db7200d0183e2c7££39d9%a6a73f1e
18-18 13aa84c?2
16.07.18 d5157a6c54c285¢c7¢c54585f¢c4£43222¢c8a577a11de00e2878242dcf6
96 |perfentr.dll 18-18 86216 - 84883932
97|prioader.dll 16.07.18 157888 _ebacaa3c67c68522ada34da39ee5a86da9a59l375chO75588499142
18-18 dé60calle
98loropma 1 16.07.18 76304 _a8487afdfdla2fl70d9acf7fe27440d6268ala3caec976ec5c50a956
propmap.pp 18-18 f0lcOe3a
99lorseaio 1 16.07.18 31152 _9a1085cO9c47756af650ddl5cd0046al622a825b81f40b5fl771892d
prseqio-pp 18-18 56£05727
10 rutil 1 16.07.18 38960 _db9027e5545la358ea6d3cfa882077783a890fld40fcfel60c5cOOaf
0P 213 18-18 c253139b
10 uantum 1 16.07.18 31152 _799Cb7e31389387bfdd4ef4d32bad72bc99Cffa87bl40896C733a42d
1|4 PP 18-18 T6balfcc
10 rar 1 16.07.18 94528 ) 608elb45cb3b73023a3ead?2b2e016¢c8f011fc31clc3cl560£530a03a
2 PP 18-18 81568405
10 reama 1 16.07.18 31152 _5ee471C5lf30144fl50d737eeda2164665401687be8f002c66265767
3 [Fe9map-pP 18-18 1f41b9e4
10 16.07.18 e38a7ebad983d0f31f425f437b5363e64102c3e3efla24406c30d4494
4 scagent.dll 18-18 228032 - Fa6e6020
10 16.07.18 6cd9aeac3edb5dbl83ea2744cebdee?2725a8ae86b3b73ebdabae6745
5 scandll.dll 18-18 142472 - 0db64£b1
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10 16.07.18 304a13d5ab04f5abbf8d5797073ead46853690869¢cb809%e011cf32bl
g [Fercehsre.dll 18-1g | 1o44%4 8463£70c
10 sfdb.ppl 16.07.18 50344 e352ecf4ec5d352d3951926ba683776de99831aa08f7d9774d2ed439
7 18-18 188a39e4
180 shellloc.dll 1?_.5_71.;8 63264 7db97044cbe7fc4262f8ab4b§iélgg;g(9ib7lalo44130863d6068404ce
190 ssleay32.dll 1?-.5_71.;.8 325152 b96l73b360374bd76Cf3e36e§§é§§2é28f6afle4d46fbd4l790e4935
11 16.07.18 5f59%e6b677fd34cacc026230530ca32228022922638c754c7cbald%b5
o [Stdcomp . ppl 18-18 | 22968 d0099e77
11 16.07.18 dbfeef748a62a3eedd02fdbcd4edcdcc82256858¢c98140e8c24defabd
1 stenum?2.ppl 18-18 137680 811blcde
11 storage.dll 16.07.18 279152 6c85d17d642a453db7928dbfbd58b4abb79013e814aa5048c19b29%fa
2 18-18 df32630b
11 16.07.18 38e40280alabe63664ac3d80514bf25fal5b4b630cla’24a33e35d943
g [Prored-ppl 18-18 | % de2d2ee?
11 . 16.07.18 dfe6970c58862f26df1d55e295372714e6942898bc05703570fb0f1d
4 streamio.ppl 18-18 29104 cl316a7e
11 substio.ppl 16.07.18 30128 05f9149160f68d69%9aeclb3e87d7ec9c435eddc6590929dab869f47a7
5 18-18 4e159cf4
11 superio.ppl 16.07.18 26992 16db44c962afd7731e55d2403d5¢c11d3a46182b827d83¢c3e386d807¢c
6 18-18 ecd8bl18
11 tempfile.ppl 16.07.18 28080 d4a38cd50d8fbfb6715¢c9ebc0201d9%4fccaeca’2df36187860b33bc230
7 18-18 49421e3e
11 thpimpl .ppl 16.07.18 39472 cb8df21ec58073c65af82786b51ca8deoc07b2bb3f43ff2a0££f83c098
8 18-18 05e78d87
11 timer.ppl 16.07.18 30640 5cdf4£f2843¢c9b4f539fb0b8335e3b94c847be07a289%cb57€¢a6a9268f
9 18-18 3c0e9525
12 tm.ppl 16.07.18 31664 e987c6af26a80625ee9a7d698c3e63c74d0fe32b253373b427¢c5a886
0 18-18 cc913172
112 tm2srce.dll 1?-.5_1.;.8 660824 5fb88fl7cd063d4d0af2d7a72333492§;Od62Occe7494Oed4c7423d95
122 uds . d1l 1?_.5_1.;.8 317864 3e8acebc938l984(:87lff643g(6:g?22%3787fa96ba33f1b8f4527a4af




69

643.46856491.00084-03 30 02

12 . 16.07.18 c9fb2e44c3b7991520cf03e8b9%947baale8dob5dd719efb3bbdd826d1l
3 unarj.ppl 18-18 30128 B 5cedaa’79
12 UniArc.ppl 16.07.18 37872 _bef62f95f06303cab74fd2af8985a26dc7a4ae6fffbdfclb47a69078
4 18-18 2fa65634
12 unlzx.ppl 16.07.18 31728 |188c2dcb9aceba807£d52020ddbc442201b£1569a847£e8£a366810b
5 18-18 c7aelaz28
12 16.07.18 10£3194e4e5b632ca%989cb7aa55df162d2fb0479263cad4c014543a35
6 unreduce.ppl 18-18 27568 - 773629%ed
12 . 16.07.18 e5cd92ab730d6f3f52b503¢c931bl6de56e5c8946b4571d76£891b7a6
7 unshrink.ppl 18-18 26992 - 9172724
12 16.07.18 982b0292d382¢c386d8788cba7c6441e445a3d2167c22ebab58260a27c
8 unstored.ppl 18-18 26480 - 1b3cfa71
192 updater2.dll 1?_5_71'381027576 i 916312948208cc380ec70e772§g§83§215c449alababc53cf3e546bc
103 updater facade.dll 1?-.371.;.81005200 _f493b476af38a49e2d440edO?gg;ﬁ;gg;3bd662a8l75ll933051968451
113 vecorlibl20.dll O%.f._(;.813 247984 _52a82db38a479c6d9a8e6lle?ﬁééiigic53eflcd9255e789567126cl
13 16.07.18 2c1710c952613ada8896f0ac7073b3527a727£37272089430bacdo6d
p [Tmarea.ppl 18-18 | 29040 ) £6b63c03
13 wdiskio.ppl 16.07.18 36336 ) 6£7d41d14641230403a7db3a3818dfac071843e24c89d9d0897546e4
3 18-18 821c4dol
13 winreg.ppl 16.07.18 45168 ) c60d742d26dal35f033clfbae88fa37f2eb34aledal3ded7642a80ce
4 18-18 9eb4414b
13 . 16.07.18 e2b9728fc84cde7b6c90492e2119842ed0bafcbblce094411bfbl966
5 wss_client.exe 18-18 70104 - 36ec1231
13 xorio.ppl 16.07.18 26992 ) 35e835474b67cfc696b812e98a5e4a3b8cdf3c960208d613206fblee
6 18-18 0b21£07e
. 8245399 3b3700cae0547179832a606£c3dbf6£d0262783b8fdef8e8408eabad
utoro: ¢gaiijion - 136 5 0 29a2bab3
Karanor C:\WSEE\drivers\x64\win8\klam\
13 klam.sys 06.06.18 525000 _473bed3ea88b04006lb608fe8a7b293515598226179421f22cb0021b
7 13-29 c3b6f598
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uToro: ¢aiijos - 1

525000

0

473bed3ea88b040061b608£fe8a7b293515598226179421£22cbc021b
c3b6£598

Karanor C:

\WSEE\drivers\x64\win8\klfltdev\

1 2.05.17 8f955e7bclacaz2f8b603bfdaa’784340£f50fbe9fb3cabd74b0£33a75¢c
;Zklfltdev.sys 018%4 58592 - 92777b32
. 8£f955e7bclaca2f8b603bfdaa784340£50fbe9fb3cabd74b0£33a75¢
UTOro: (paiijaos - 1 58592 0 9a777b32
Karanor C:\WSEE\drivers\x64\win8\klwtp\
lgklwtpee.sys 15.01.18 72896 _flO78b96dde9d22lflbOc3a3f80f64d6595954d4f78384b2f57cbe45
9 05-22 9187a383
5 £1078b96dde9d221£f1b0c3a3£f80£64d6595954d4£78384b2£f57cbed5
utoro: ¢aiijios - 1 72896 0 91872383

Karanor C

:\WSEE\drivers\x64\wlh\ramdisk\

14 . 15.01.18 8fc6a49ef38640233c943d0d0a7dl6a0ladcd347f£377605cal4dbaac
klramdisk.sys 67272 -
0 01-20 ca48a8ct
. . 1 67272 08fc6a49ef38640233c943d0d0a7d16a01adcd347ff377605ca04baac
UTOro: ¢aijios - cadB8a8cf
Karanor C:\WSEE\x64\
14ebloader exe 16.07.18 73296 _fb0b54f7daad82e388629b124d567llb2760b53273c62c6le67feo54
1 ) 18-18 548c8b80
14 . 16.07.18 72a981d802d8953b4cb5ccda?2401d8d35ca3db0543a94e53a119d9%a6
2 exploitblocker.dll 18-18 644592 - 92228804
14lO ing.dll 16.07.18 191648 _2dO82CC98d45f3030fOO2b9C9blb033422b6b948a5df7d992e650b23
3|*°99+nd- 18-18 2df46087
14 04.10.13 2d0£d105dd71ac9917eb6l10a82e9%9abf4db7ed3f5c7ee82e888cblced
4 msvcpl20.d11 9958 660128 - 50eb72c5
14 04.10.13 e3a06085a4956668835700ea565074806bca86ced?28939264eab008d14
5 msvcrl20.d1l1 9958 963232 - 435eabf8
14 16.07.18 5b9c250d49b6b%b98e4c9030144349d8£8b5df80b8an581dad903cld
6 perfcntr.dll 18-18 110640 - 54584391
14scagent.dll 16.07.18 336600 _4d62289090451b78a0273dc226a3cf5b9e029467af4bc069960b8926
7 18-18 23ecabal
14 ) 04.10.13 147fec5284cdal?2ae216121a40af244422£f264911dce588ded4104ct6
8 veccorlibl20.d11 9958 356528 - 20317898
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uToro: (paiiios - 8

3336664

0

6882cl1769c292d2125blacl3d7ede5a40cc8e52ed1447b£f495435ael

5£622a94
fl 2 f Tcl 715b7d118712
BCETO: aiios - 148 8651441 Oe5da5d 3b3568a2bc0a85£f6cbbb7¢15088d715b7d118 c93a50e2
6 fd4cel5cl
Koney
Microsoft Windows Server 2016 Standard x64 at WIN2016-5014
JlaTa JannH
s Nms paiina CO31aHH I[HHP > a, KC
1101 0alT
A CTPOK
Karanor C:\WSEE\
1 lagvdis 1 16.07.18 71184 |4e40b76706ed27e5176e613d5ca8cdb55¢c12c2b9¢c7682c08b9c31e07
- PP 18-18 43e695d1
16.07.18 23b65dbef3b21971d2adc299¢c3b06bdct5fcel7e7315fa5d427£0685
2 lak_auto.dll 18-18 291392 - 94452623
3 lak conn.dll 16.07.182921632 _b834l679lfb03a3ll665cb34e6dlbl9739eb5cf201d84lefc88b559b
— 18-18 abbléc7a
16.07.18 2534fb36£599144c865755e4bl18fe9c2d3311alafle773aee93chb6tb
4 |laklog.dll 18-18 | 140240 - edflc57d
. 16.07.18 0fcal378£39f1519f76389c3d5b4e5ed4629d9105165dc363035d6329
5lanticryptor.dll 18-18 113200 - 19359121
6 lar- 1 16.07.18 38960 _dOaa4d4lc9625672f5535007ef7ac78c40a287765la426db6ba4df0a
J-PP 18-18 £6£39178
7 laripack 1 16.07.18 33264 _d7d9e9b4d6ed2e781blflc972da6674f66240283b2097385961364ac
Jpacs.pp 18-18 ab20e3c4
8 laviipb 1 16.07.18 32240 _ 822565f90£f4126e728201£d00285elc6ea311729f8c4d197c8beddc3
- PP 18-18 04a052ec
9 lavol 1 16.07.18 125664 _b8dOl696a40374d03efa7lOcalcf4l96d8a80737f09395a9a73db2e3
pl.pp 18-18 3d27cac?
10lavo3info 1 16.07.18 34736 _CZfaO72286ee496789f7d6dfd3albf40309bb3laf096229477113969
P PP 18-18 0c4bbe69
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11lavoas 1 16.07.18 115816 867983dc041eb7837081198ab27b2c68efe8874eba270781518df63e
pPgs.pp 18-18 5ae0fab3
12|avomnar 1 16.07.18 61280 c0297957¢c468702328%acabbd%e4dcd5628000953¢ce2bc23979820fb
pmgr.pp 18-18 4p9£f9179
13lavs 1 16.07.18 980328 218a97d7c727263ee84d2b4b5ec970b7989£94572850£187650842b5
. PP 18-18 bc445965
14lavscan.dil 16.07.18 314912 45eb2616498£557d278366cd057830b7£052234274df486e1612b319
18-18 3ae988de
15lavsom 1 16.07.18 46192 b20£f8a63cdffec80dlda8fba7df378675b6d3d3b06b81070£d33954b
pm.pp 18-18 46974e80
16.07.18 02cd96d9elff4a2cb3602ad2a97b577775966e303bef768410aedcec
16|base64.ppl 18-18 28528 b7b56b1 7
16.07.18 0d918509966£f0379873b9%6cdo68c5bbblc570d2e805f73e4d44e7£f431a23
17 |base6dp.ppl 18-18 28528 b6ed7117
18[btdisk.ppl 16.07.18 38384 d4a073006930aa8b3fl73bdlleb5ocfeco68bbf580b82coffcf965819a7
18-18 ae20c29a
. 16.07.18 535f8df7b8lafe3cea973cc4732acabf2acleaabflbelacdeecle6t71l
19[btimages.ppl 18-18 34224 61577dc3
16.07.18 S5ecac28cla%abe269%9a7a47b28e66068013cc8celb400ed3fddc9ae89
20buffer.ppl 18-18 | 28016 4454315f
21lcab 1 16.07.18 37936 0eal6ca231180f8afe0544ca34335191428c1b9dfal29fc71lc2cth4f
. PP 18-18 8c5672df
22 lconn res.dll 16.07.18 25840 63£f4£33d97d764eel8c3e64cOeefbf72e2784aca71al33a0d300bct6b
- 18-18 aac070b6
16.07.18 fa708f51b018ccobebabbdfeec78aadl3bb86ffd8e563cff96457b1171
23|crpthlpr.ppl 18-18 83592 250 ches
01.02.10 4ca260098b65c5429124d72e101£fb1740£52b868ae7a8ccecc78513e
24|doghelp.dll 1107 [1213200 S Eadf] oo
o5 laplite.dll 19.07.17 651408 9e24500d2dcfoafl03856b%7e4069fbc36b2cb909809b05f0a7cb9ab
11-10 35d311a?2
16.07.18 255607ad0a0978d96fd6420b85006e07aef32684a22e£f81d0d455033F
26|deflate.ppl 18-18 40048 49ceddld
27ldevice control.dll 16.07.18 139672 aff05d93£f75c9879052ed4c3cfcd4e92c3%acdff5%9a83fdec769¢c3006fa
- 18-18 044369ct
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28ldma 1 16.07.18 26992 0273d56ecbhd8ad40lc7a86acdlbel3cc571283d59¢c0dddec56c3384546
p.pp 18-18 428acald
16.07.18 ca%9e4e5999c2640e320c70£540ad0009979226feb8febc32b7b44d71
29|dtreg.ppl 18-18 67992 dfe99ede
16.07.18 eeaddec231d1lb5b8bb8lallabcb3cd44aal7ef57151ce6d012d1le7b772
30levliocres.dll 18-18 143312 286£064b
16.07.18 567093895c507620afb71c3a%9a54a96£2d£f92d7028e981b58927104a
3llevliogmsg.dll 18-18 202008 8980bc33
16.07.18 41fcb5aec8960bd41f117¢c%9a97ballfceeadb30beb0b11021985ac88
32|explode.ppl 18-18 30640 36445779
. 16.07.18 a8f2847bdae26c2bbb389%a0acbele7aad595b62744b2388640a717a7
33lexploitblocker.dll 18-18 565688 £5729967
. 16.07.18 987693789da7fb2c22a806c983994c9312bee083ddcl22e47a095¢c5a
34|filemap.ppl 18-18 33264 46655998
35|fimonitor.dll 16.07.18 169272 b0d2da7482d5d250ee202e8f5a22896eb931elb6ef3e47b0e50db8b5b
18-18 d36407ce
16.07.18 e370eaaf826f36dl2c3f2eed67f5fala8aadccc9b9cbd9626f2¢ccach
36|fsdrvplg.ppl 18-18 28080 89bdeb80
37|fssync.dll 16.07.18 72720 d4b9139db5e8a0f5e8c0192ea8bl2891a6b31022f532¢c25b7e7b340b
18-18 8dabebeb
16.07.18 89a9d8f70051db35aa355e37e72b2065d3680aec05b5823165339df0
38|HASHCONT .ppl 18-18 25968 933770 F
39 hashmds . PPL 16.07.18 29104 0b2£f266770d4becb54f61c5917ea43c5e85167cde2128b310lffc2da
18-18 29934a’c
20 heem 1 16.07.18 25968 954216304a02a4083e758567¢cc8410e0a2880ed85e2b14797396255b
P-pP 18-18 157afd3b
. 16.07.18 7a94518101824ada9d69754d649%ae0ec524d329d3336¢c1279f8e4a29
41|icapsrc.dll 18-18 525784 Jeedd216
. 16.07.18 dO0afcb4dd0be8f38ee%9ed64a28514658dc6al3c577£693bd1092680c¢
42|ichk?2.ppl 18-18 34800 bldd2e9?
. 16.07.18 781b5557¢c2fbd4643ec20b666074c1lc277£90d71b27772442838b6c90
43|ichksa.ppl 18-18 31664 42029404
. 25.06.18|2669448 fa98f3b961f486claa’78ee295d4bc3e4ea92b992b4d61b65b53623ecac
441icudt59.d1l1
11-10 0 Tfcc0cOf
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4501 cuins9.dll 25.06.18 1930440 ff3eac06f3b353c5cc69c28f930b08cd4abfe38clcdcaafadfbedlfac
11-10 ada4f0le
. . 25.06.18 39f894963f3846e8c703188e78ce62f0e786814b388b132cd0155e30
46|icuio59.dl1l 11-10 61384 £32¢169b
4711 cuucs9. 41l 25.06.18 1326856 77e481df5cebd7150fd4abeef9cee8d02a607134743¢c81616d3a4a94
11-10 29740306
. 16.07.18 f0f8127f6al172308e9feee3cdb002d2bcddc20e0f25f6625d2be8f6a
48|inflate.ppl 18-18 40496 cd6fc7bb
49linifile 1 16.07.18 36848 5ad7b2b2fd3b%e131cb44cdb647ab3c64db8ba72e6b40dfd4a29c£0d
PP 18-18 3b5£7116
50|iwaen 1 16.07.18 31664 e012dbddlcdc5cafb4189c570322797¢c4b858c368c3744b8£f9¢c8505e
gen.pp 18-18 e73aba’c
16.07.18 09e0609f1dfdcbd7£f097b5575bea81081da729de29££93d967bb03c7
5l|lkavfs.exe 18-18 5088056 2487bbed
16.07.18 e94e9adb984af64afde73662b1098b57efcd251bde65b5702e2£92¢cf
52lkavfsauto.dll 18-18 1695160 T£244912
16.07.18 9de7dcbe8af6357¢c461790a853e96e808bdctfbd7894¢c2017d42a9295
53|kavfsgt.exe 18-18 1609296 023F4£d5
. 16.07.18 d8b4152fede6c6665ef9dadaf00d51b62ecf0bl160325e0e71383f49%e
B4lkavfsmui.exe 691904
18-18 08c57568
55|kavfsscs . exe 16.07.18 121000 d7561ea904ed%ebdfd3def7f£3c5fe5068715c1lb2ecf89d6c25dfd5b
. 18-18 13274577
16.07.18 34854884501 7aa606b732fa743a0543069380b736158a485c369b6cac
56|kavfsslp.dll 18-1g |3063448 b4df04ch
16.07.18 848c3f69cbhbl18b5728868914ae88ce9de612e3194f45342cf05ecl5fc
57|kavfsslpps.dll 18-18 28080 29905339
16.07.18 c4a32c321bb30c90ddb97a1306c6d34c700cafd4dc2deS98c887392afd?
58 |kavEswh.exe 18.18 | 77328 6fb9e419
59|kavEswp.exe 16'07'185082752 414587e61faf3020e34c65d8elc761936c7£fed65b3b5052607e15a3d
18-18 2a8cbele
60 xavshell . exe 16'07'183894136 381845c18febe2ec9d9245db6de3£f454d5d5f1b9704c516ballba63’
18-18 a%lac4dc4
16.07.18 128e4b06867790£3d641766£9d9dc82d24e83675¢c8e91962fad446e65
6l|kavtray.exe 18-18 600984 0318dec8
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16.07.18 217fccd42b39%9a5324b8d5081c6ed406add424cb6caaf906c0512841d20
62 |kavtrayr.dll 18-18 37808 - 16535741
631kl service.dll 16.07.18 714792 |c880dclc2cd4edlbddcbeee291£3bad056c3a8bfoccas24a3cb4alll3b
— 18-18 83343c2a
) 16.07.18 b58fcl90ad13331162ff£f884c2532d14dfd1af2943f11a1694e32d58
64|klav_engine.dll 18-18 55016 - 68da4d76
16.07.18 e5e9614b1a8669510b8aa62dcf0219£935852£f5¢c35712898debc3bed
65klavsys.dll 18-18 68504 - 5£8h40£6
. 16.07.18 db48d4606b752b2b5cdl7bf733518cdf532e15111346455e5¢c21bdcel
66 |kpcengine.dll 18-18 672720 - bd7£592 ¢
67ksn facade.dll 16.07.18 1320544 _b22efa50de3aafflf58dff68c903e9a07855135f307398627ada7baf
— 18-18 ecaabe95
. 16.07.18 8271bf5f200ecaecee528d78f781db397eedf2608e6d29ffd9%a3ba3b4
681 1lio.ppl 18-18 28592 - 8b6b0 £ 2b
16.07.18 703af1029%9a059a23292bl4lcad3cd4a8ceecac610183c2laeb70cfdefc
69|1lha.ppl 18-18 47784 : c3b3c8dc
. 16.07.18 06ac68dad76874533000del175b99dea954a361410ab0b79f6£25d£853
70|libeay32.d1l1 18-18 1423936 - da6ded 3
licensing product facade [16.07.18 ba2a4390aeb34e3d1d751a568d51252ad60081c2£508cl4f766b8led
71 — - 1147648 -
.dll 18-18 ecceallc
72l11stloc.dll 16.07.18 143312 i £f8176e15debf5b09095629faab2a2edebcd60f59daaec265cazecleb
18-18 cafeladc
. 16.07.18 0bd045b1d£f5913b070796a02807bb9cfcl1605098d69%e4dfel3aff571d
73|1ogging.dll 18-18 137112 - 26133709
74|mailms 1 16.07.18 73176 i 4dd456d991eab59c2ffa22e939%9e7bb52128495eblddabf4dbf08cl9f2e
g-ppP 18-18 c6a09712
75Indb . pp1 16.07.18 61792 _eOechaf64l94aOef453cd4lbbdfb229081d72d84b9076d5f73d07bf
18-18 el7ebele
76 Imdma 1 16.07.18 27568 ) 2c9bc29dd9726711e5ef102d1£fb18f54e612822b3477aeldf304b0db
P.pp 18-18 d418cbf6
77 lnemmods ¢ 1 16.07.18 43120 i fe32d0d97cf£f40710£0a35978d17£f74£f15b0e6f££d952203908b5db20
- PP 18-18 1fa796%b
78 lmemscan 1 16.07.18 39920 i 39f74£fcf£29328714225a15bf6f08beadll361553afbf27d5c4517a4d4da
. PP 18-18 98478412
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79lminizi 1 16.07.18 43120 i 7a620fc63e975c949%9ec4fb9da770964050d0e096dd6£89ec09b333b5
P-PP 18-18 5551£0ch

. 16.07.18 9c35cf73el3ab2931lacc71490e477£183a57a8b96cb5cd4le56ce370c¢
80mitmprxy.dll 18-18 3200024 - 23099992

81 lmkavio 1 16.07.18 31152 i f97ee92fe2e3f5341cedfd85465efe2c05de79fbad02012afa7559d2
. PP 18-18 81095708

82 msoe 1 16.07.18 83080 ) 6197b5bfad93e3b235e800£447£ffbd4d91fb388d54d028310b90c922
-PP 18-18 3de8e189

83|msvep120.d11 05.10.13 455328 |cOel864a9%aed68619664afleb3692d6ea2b7e27c402e5e8968b66a82
01-38 cce9631le

84lmsver120.d1l 05.10.13 970912 ) 401b10845p788£f48d3701149ce52bb8133336c47d4d%9048bd0b2d303
01-38 5e4d2ffo

85MUTLoc. d11 16.07.18 63776 |fcfe8cebed0e6£906ble23081dd72a9cbbc7fefdcb8e324dc4190e4dt
18-18 a8813326

16.07.18 8710ccel09fd4dl1215e3556¢cff4a385d65¢c9fa439e09%pbalb9d5£d35
86 |nappsrc.dll 18-18 200656 - £5248006

. 16.07.18 5542734478a98d3025bafcha7de2bc20dadc8a94d35£400ed960041d
87 netappanticrypt.dll 18-18 2458720 - 5e0beed]

. 16.07.18 18d9%9e445e1750fcb40a00eb2fchcfaldfefcal3a2097ce9246bf55d24
88nfio.ppl 18-18 104312 - 51278836

. 16.07.18 e3712b9%9fd974c1320734d6c27b5c6fcd3a737¢c5a44216e25246d7d99
89notifierloc.dll 18-18 26352 - 19642911

16.07.18 8178e5dfb403712fd5fcc2fd01feea73269876c55e4af7cfd08c9615
Ontfsstrm.ppl 18-18 34800 - 1805429 F

91loassrc.d1l 16.07.18 200712 _47fdb0908bl2f5eb590683faf985al2f5dd6b374a77bf476a7029364
18-18 c2600f451

92lodssre.dll 16.07.18 484920 _e66ldb7elaef4f26be9b3e498353f8a4fd596dlce86cdf81885lf9c4
18-18 6cbdafc4

93lpacked io.dll 16.07.18 58656 ) 06e087f75¢c45d2544c8d0db9dcd?28d1lb2cb3f45526a5a94bd46420d92
— 18-18 4c24d6al

94 oassdma 1 16.07.18 20616 i 95a3¢c987£f1c2b25329d953ab0fde9502el1bdb395d97807b43920a9%a9
P P-PP 18-18 76955cc6

95lpatch. exe 16.07.18 369784 i 929%9a9f8aa8ldofed7a5a79f9858db7200d0183e2c7f£39d%aca7’73fle
18-18 13aa84c?2
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16.07.18 d5157a6c54¢c285¢c7c54585fc4f43222¢c8a577a11de00e2878242dcf6
% perfcntr.dll 18-18 86216 84883932
97|prloader.dll 16.07.18 157888 ebacaal3c67c68522adal34da39ee5a86da%9a5913750cb075588499142
18-18 de0ca2le
98|propmap . ppl 16.07.18 76304 a8487afdfdla2f170d%acf7fe27440d6268ala3caec976ec5c50a956
18-18 f0lcOe3a
99lprseqio.ppl 16.07.18 31152 9a1085c09¢c47756af650dd15cd0046al1622a825b81£f40b5£1771892d
18-18 56£05727
10 . 16.07.18 db9027e55451a358ea6d3cfa882077783a890f1d40fcfelo60c5c00af
o [prutil-prl 18-18 | 8960 c253139
10 16.07.18 799cb7e31389387bfdd4efdd32bad72bc99cffa87b140896c733a42d
1 quantum.ppl 18-18 31152 J6balfec
10 rar.ppl 16.07.18 94528 608e1b45cb3b73023a3ead2b2e016c8f011fc31clc3cl560£530a03a
2 18-18 81568a05
10 regmap.ppl 16.07.18 31152 5ee471c51f30144f150d737eeda2164665401687be8f002c6e2e5767
3 18-18 1f41b9%e4
];10 scagent.dll 1?-.5_71.;8 298032 e38a7eba983d0f3lf425f437?222232@10203e3ef1a24406c30d4494
150 scandll.dll 1(;“_.5_71.;8 142472 6cd9aeac3ed55dbl83ea2744gzgéjiiz25a8ae86b3b73eb4abae6745
160 scrchsre.dll 1?_.{;)_71.;.8 154424 304al3d5ab04f5abbf8d57972123?3g§853690869cb809eOllcf32bl
10 sfdb.ppl 16.07.18 50344 e352ecfd4ec5d352d3951926ba683776de99831aal08f7d9774d2ed439
7 18-18 188a39e4
180 shellloc.dll 1?_.5_1.;.8 63264 7db97044cbe7fc4262f8ab4b§§éggggib7lalo44l308e3deOe8404ce
190 ssleay32.dll 1?_.;)_71.818 325152 b96l73b360374bd76cf3e36e€;1§é3§;2)k6)8f6af1e4d46fbd4l79Oe4935
11 stdcomp. ppl 16.07.18 25968 5f59%9e6b677fd34cacc026230530ca32228022922638c754c7cbal%b5
0 18-18 d0099%e77
11 stenum?.ppl 16.07.18 137680 dbfeef748a62a3eedd02fdbcd4edcdcc82256858¢c98140e8c24defabd
1 18-18 811blcdc
11 16.07.18 6c85d17d642a453db7928dbfbd58b4abb790b13e814aa5048c19%b29fa
5 storage.dll 18-18 272152 df32630b
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11 16.07.18 38e40280alabe63664ac3d80514bf25fal5b4b630cla’24a33e35d943
3 stored.ppl 18-18 25968 de2d2ee’
11 streamio.ppl 16.07.18 29104 dfe6970c58862f26df1d55e295372714e6942898bc05703570fb0f1d
4 18-18 cl3lea’e
11 substio.ppl 16.07.18 30128 05f9149160f68d69%aeclb3e87d7ec9c435eddc6590929dab869f47a7
5 18-18 4e159cf4
11 . 16.07.18 16db44c962afd7731e55d2403d5¢c11d3a46182b827d83c3e386d807c¢
5 superio.ppl 18-18 26992 ccdSblls
11 tempfile.ppl 16.07.18 28080 d4a38cd50d8fbfb6715c9%ebc0201d94fccaea2df36187860b33bc230
7 18-18 49421e3e
11 thpimpl.ppl 16.07.18 39472 cb8df21ec58073c65af82786b51ca8doc07b2bb3f43f£f2a0££83c098
8 18-18 05e78d87
11 timer.ppl 16.07.18 30640 5cdf4f2843c9b4£f539fb0b8335e3b94c847be07a289cb57€a6a9268f
9 18-18 3c0e9525
12 £m.ppl 16.07.18 31664 e987c6af26a80625ee9a7d698c3e63c74d0fe32b253373b427¢c5a886
0 18-18 cc913172
112 tm2sre.dll 1?-.5-71.;.8 660824 5fb88fl7cd063d4d0af2d7a7233332§;Od620cce74940ed4c7423d95
122 uds . dl1l 1(;“_.5_71.;8 317864 3e8acebc938l984c871ff643$(6:2?223;787fa96ba33f1b8f4527a4af
12 . 16.07.18 c9fb2e44c3b7991520cf03e8b947baale8dbb5dd719efb3bbdd826d1l
g [tnard.ppl 18-18 | 0128 Scedaal?
12 UniArc.ppl 16.07.18 37872 bef62f95f06303cab74fd2af8985a26dc7adae6fffbdfclb47a69078
4 18-18 2fa65634
12 16.07.18 188c2dcb9aceba807£d52020ddbc442201bf1569a847fe8fa366810b
5 unlzx.ppl 18-18 31728 c7aela28
12 16.07.18 10£3194e4e5b632ca989cb7aab5df162d2fb0479263cad4c014543a35
g |-nreduce.ppl 18-18 | 2708 77362 9ed
12 unshrink.ppl 16.07.18 26992 e5cd92ab730d6£3f52b503¢c931bl6de56e5¢c8946b4571d76£891b7a6
7 18-18 c917272a
12 16.07.18 982b0292d382c386d8788cba’c644led445a3d2167c22eba58260a27c¢c
8 unstored.ppl 18-18 26480 1b3cfd71
192 updater2.dll 1613-.5_71.818 1027576 916312 948208cc380ec70e772§3§83§215c449a1ababc53cf3e54 6bc
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ﬁ?updater_facade.dll 1?31;81mﬁ200 _f493b476af38a4962d440edOigig;g§;3bd662a8l75ll9330519684a
ﬁ?vccorlibl20.dll 0%&%;3 247984 _52a82db38a479c6d9a8e611eggéé§?2ic53eflcd9255e789567126c1
lgvmarea.ppl 16.07.18 29040 _20171009526l3ada8896f0ac7073b3527a727f37272089430bacd66d

2 18-18 f6b63c03
13 . . 16.07.18 6£7d41d14641230403a7db3a3818dfac071843e24c89d9d0897546e4

3 wdiskio.ppl 18-18 36336 - 821c4d01
13| . 16.07.18 c60d742d26dal35f033¢clfbae88fa37f2eb34aledal3ded’7642a80ce

4 [Tinreg.ppl 18-18 | 4°168 ) 9eb4414b
13 . 16.07.18 e2b9728fc84cde7b6c90492e2119842ed0bafc5blce094411bfbl966

5 wss_client.exe 18-18 70104 - 36001231
13X0rio.ppl 16.07.18 26992 _35e835474b67cfc696b812e98a5e4a3b8cdf3c960208d6l3206fblee

6 18-18 0b21£f07e
. 8245399 3b3700cae0547179832a606£fc3dbf6£d0262783b8fdef8e8408eabad

uToro: ¢aiijaos - 136 0
2 a%9a2bab3
Karanor C:\WSEE\drivers\x64\win8\klam\

13klam.sys 06.06.18 595000 |473bed3ea88b040061b608£e8a7b293515598226179421£22cbc021b

7 13-29 c3b6£598
#Toro: daiios - 1 595000 0473bed3ea88b040061b608fe8a7b293515598226179421f22cbc021b

c3b6£598

Karanor C:\WSEE\drivers\x64\win8\klfltdev\

13 02.05.17 8f955e7bclaca2f8b603bfdaa784340£50fbe9fb3cabd74b0£33a75¢c

g [k1fltdev.sys 10-04 | 58592 - 9a777b32
. 8f955e7bclaca2£f8b603bfdaa784340£50fbe9fb3cabd74b0£33a75¢c

UTOro: (paiijaos - 1 58592 0 9a777b32

Karanor C:\WSEE\drivers\x64\win8\klwtp\

13klwtpee.sys 15.01.18 72896 _flO78b96dde9d22lflbOc3a3f80f64d6595954d4f78384b2f57cbe45

9 05-22 9187a383
. £1078b96dde9d221f1b0c3a3£f80£64d6595954d4£78384b2£f57cbed5

UTOro: (paiijaos - 1 72896 0 91872383

Karanor C

:\WSEE\drivers\x64\wlh\ramdisk\

klramdisk.sys

15.01.18
01-20

67272

8fc6ad9ef38640233¢c943d0d0a7dloal0ladcd347£f£377605cal4baac
cad48a8ct
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8fc6a49e£f38640233c943d0d0a7dl16a0ladcd347££377605cal04baac

uToro: ¢aiijos - 1 67272 0 cad8a8cf
Karasor C:\WSEE\x64\
14 ebloader . exe 16.07.18 73206 ) fb0b54£f7daad82e388e290124d56711b2760b53273c62c6lec7fe054
1 ) 18-18 548c8b80
14 . 16.07.18 72a981d802d8953b4cbbccda®9401d8d35ca3db0543a94e53a119d9%a6
2 exploitblocker.dll 18-18 644592 - 92228804
14 1ogaing.dll 16.07.18 191648 _2d082cc98d45f3030f002b9c9blb033422b6b948a5df7d992e650b23
3 |[-°99tna- 18-18 2df46087
14 04.10.13 2d0£fd105dd71ac9917eb610a82e9a5f4db7ed3f5¢c7ee82e888cblced
4 msvcpl20.dll 9958 660128 - 50eb72c5
14 04.10.13 e3a0085a49560068835700ea56507480bca86ced28939264eab008d14
5 msvcerl20.d11 99.58 963232 - 435eabf8S
14 16.07.18 5b9c250d49b6b9%9b98e4c9030144349d8£f8b5df80b8a6581dad903¢cld
5 perfcntr.dll 18-18 110640 - 54584391
14scagent.dll 16.07.18 336600 14d62289090451b78a0273dc226a3cf509e029467a£4bc069960b8926
7 18-18 23ecaba3s
14 . 04.10.13 147fec5284cdal?2ae216121a40af244422f264911dce588ded4104cfo
8 vccorlibl20.d11 9958 356528 - 20317898
. 6882cl1769c292d2125blacl3d7ede5a40cc8e52ed1447b£f495435ael
urToro: ¢aiiios - 8 3336664 0
5f622a94
5da5df13b3568a2bc0 £ 7cl 715b7d118712 2
BCETO: daiios - 148 865hMé 0e a a2bc0a85 6gzzzlgc2088d 5b7d118 c93a50e

Koney

Microsoft Windows Server 2016 Standard x64 at WIN2016C-5004

Ne
nn

HNwms daiina

Jlara
CO3/1aHHU
s

Jlnuna,
OaiiT

Jnun
a’
CTPOK

KC

Karanor C:\WSEE\
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1 lagvdis 1 16.07.18 71184 4e40b76706ed27e5176e613d5ca8cdb55¢c12c2b9¢c7682c08b9%c31e07
. PP 18-18 43¢695d1
16.07.18 23b65dbef3b21971d2adc299c3b06bdctbfcel7e7315fa5d427£0685
2 lak_auto.dll 18-18 291392 9d452e23
3 |lax conn.d11l 16.07.182921632 b83416791fb03a311665cb34e6d1lbl9739%9eb5¢cf201d841efc88b559b
— 18-18 abbl6c7a
16.07.18 2534fb36£599144c865755e4b18fe9c2d3311alafle773aee93ch6fb
4 laklog.dll 18-1g | 140240 edflc57d
. 16.07.18 0fcal378£39f1519f76389c3d5b4e5ed4629d9105165dc363035d6329
5lanticryptor.dll 18-18 113200 49359121
6 lar- 1 16.07.18 38960 d0aadd41c9625672£5535007ef7ac78c40a2877651ad426dbbbaddfla
j.pp 18-18 £6£39178
7 larsoack 1 16.07.18 33264 d7d%e%b4ddoed2e781blflc972daco74f66240283b2097385961364ac
P PP 18-18 ab20e3c4
8 laviip 1 16.07.18 32240 822565f90£f4126e728201£d00285el1c6ea3l311729f8c4d197c8beddc3
PP 18-18 04a052ec
9 lavol 1 16.07.18 125664 b8d01696a40374d03efa710calcf4196d8a80737£09395a9%9a73db2e3
pl.pp 18-18 3d27cac?
10lavp3info 1 16.07.18 34736 c2fal072286ee496789f7d6dfd3albf403090b31af0%e229477113969
P -PP 18-18 0c4bbe69
11lavoas 1 16.07.18 115816 867983dc041eb7837081198ab27b2c68efe8874eba270781518df63e
pgs.pp 18-18 5ael0fab3
12 lavomar 1 16.07.18 61280 c0297957¢c468702328%acabbd9e4dcd5628000953¢ce2bc23979820fb
pmgr-pp 18-18 4b9£9179
13lavs 1 16.07.18 980328 218a97d7¢c727263ee84d2b4b5ec970b7989£94572850£187650842b5
PP 18-18 bc445965
14lavscan.dll 16.07.18 314912 45eb2616498f£557d278366cd057830b7£052234274df486e1612b319
18-18 3ae988de
15lavsom 1 16.07.18 46192 b20f8a63cdffec80dl1da8fba7df378675b6d3d3b06b81070£d33954b
pm. pp 18-18 46974e80
16.07.18 02cd96d9elff4a2cb3602ad2a97b577775966e303bef768410aedcec
16[base64d .ppl 18-18 28528 b7b56b17
16.07.18 0d918509966f0379873b9%6cdo68c5bblc570d2e805f73e4d44e7£f431a23
17 [base6dp.ppl 18-18 28528 b6ed7117
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18lbtdisk.ppl 16.07.18 38384 d4a07306936aa8b3f173bdlleb56cfec68bbf580b82coffcf965819%a7
18-18 ae20c29a
. 16.07.18 535f8df7b8lafe3cea973cc4d4732acabf2acleaabflbelacdeecle6f7l
19btimages.ppl 18-18 34224 61577dc3
16.07.18 S5ecac28cla%9abe269a7a47b28e66068013cc8celb400ed3fddc9ae89
20buffer.ppl 18-18 28016 4454315¢F
21lcab 1 16.07.18 37936 0ea06ca231180f8afe0544ca34335191428¢c1b9dfal29fc71lc2cth4f
-PP 18-18 8c5672df
22lconn res.dll 16.07.18 25840 63£f4£f33d97d764eel8c3e64cOeefbf72e2784aca71al33a0d300bctb
- 18-18 aac070b6
16.07.18 fa708f51b018ccobebabbdfeec’8aad3bb86ffd8e563cff96457b1171
23|crpthlpr.ppl 18-18 83592 55c1lcbeb
01.02.10 4ca260098b65c5429124d72e101fb1740f52b868ae7a8ccecc78513e
24|dbghelp.dll 1107 1213200 S Edaf Lo
o5 lablite.dll 19.07.17 651408 9e24500d2dcfoafl03856b97e4069fbc36b2cb909809b05f0a7cb9ab
11-10 35d311a2
16.07.18 255607ad0a0978d96£d6420b8506e07aef32684a22e£81d0d455033¢F
26|deflate.ppl 18.1g | 40048 42cedd7d
27ldevice control.dll 16.07.18 139672 aff05d93f75c9879052ed4c3cfcd4e92c3%acdff59a83fdc769c306fa
— 18-18 644369ct
28ldma 1 16.07.18 26992 0273d56ec5d8ad40lc7/a86acdlbe3cc571283d59¢c0ddd6ec56c3384546
p.pp 18-18 428acald
16.07.18 ca9e4e5999¢c2640e320c70£540ad0009979226feb8fe6c32b7b44d71
29|dtreg.ppl 18-18 | 67992 dfe99ede
16.07.18 eecaddec?231dl5b8b58lallabecbl3cd44aa07ef57151cend012dle7b772
30levlocres.dll 18-18 143312 286£064b
16.07.18 567093895c507620afb71c3a9%9a54a96£2df92d7028e981b58927104a
3llevliogmsg.dll 18-18 202008 8980be33
16.07.18 41 fcb5aec8960bd41f117c%9a97ballfceeadb30beb0bl11021985ac88
32|explode.ppl 18-18 30640 36445779
. 16.07.18 a8f2847bdae26c2bbb389%9alacbele7aa9595b62744b2388640a717a7
33|exploitblocker.dll 18-18 565688 £5759967
. 16.07.18 987693789da7fb2c22a806c983994¢c9312bee083ddcl22e47a095¢cha
34|filemap.ppl 18-18 33264 d66b5998
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35/fimonitor.dll 16.07.18 169272 b0d2da7482d5d250ee202e8£5a22896eb931el6ef3e47b0e50db8b5b
18-18 d36407ce

16.07.18 e370eaaf826f36dl2c3f2eed67f5fala8aadccc9b9ch5d9626f2¢ccach
36|fsdrvplg.ppl 18-18 28080 82bdebs0

37|essync.dil 16.07.18 72720 d4b9139db5e8a0f5e8c0192ea8bl2891a6b31022f532¢c25b7e7b340b
18-18 8dabebeb

16.07.18 89a9d8f70051db35aa355e37e72b2065d3680aec05b5823165339df£0
38 |[HASHCONT .ppl 18-18 25968 933772 £ F

39|hashmds . PPL 16.07.18 29104 0b2f266770d4becb54f61c5917ead43c5e85167cde2128b316l1ffc2da
18-18 29934a7c

40 lheem 1 16.07.18 25968 954216304a02a4083e758567cc8410e0a2880ed85e2b14797396255b
P .Pp 18-18 157afd3b

. 16.07.18 7a94518101824ada9d69754d64%ae0ec524d329d3336¢c1279f8e4a29
4llicapsrc.dll 18-18 525784 dcedd216

. 16.07.18 dO0afcbh4dd0be8f38ee%9ed64a28514658dc6al3c577£693bd1092680c¢
42|ichk2.ppl 18-18 34800 bldd2e9?

. 16.07.18 781b5557¢c2fbd4643ec20b666074c1lc277£90d71b27772442838b6c90
43|ichksa.ppl 18-18 31664 49029404

. 25.06.18|2669448 fa98f3b9%61f486claa78ee295d4bc3e4ead2b992bd61b65b53623eac

44|icudt59.d11

11-10 0 Tfcc0cOf

45icuins9. dll 25.06.18 1930440 ff3eac06£3b353¢c5cc69c28f930b08cd4abfel38clcdcaafad9fts641lfac
11-10 adadf0l6

. . 25.06.18 39f894963f3846e8c703188e78ce62f0e786814b388b132cd0155e30
46|icuio59.d11 11.10 | 61384 £32c169b

47|icuuc59.d1l 25.06.18 1326856 77e481df5cebd7150fd4abeef9cee8d02a607134743c81616d3ad4a9%4
11-10 2e974036

. 16.07.18 f0f8127f6al72308e9feeel3cdb002d2bcddc20e0f25£f6625d2be8fba
48|inflate.ppl 18-18 40496 cdéfeTbb

49linifile 1 16.07.18 36848 5ad7b2b2fd3b%e131cb44cdb647ab3c64db8ba72e6b40dfd4a29c£0d
. PP 18-18 3b5£7116

50|iwaen 1 16.07.18 31664 e012dbddlcdcb5cafb4189c570322797¢c4b858c368c3744b8f9¢c8505e
g - PP 18-18 e73aba’c

16.07.18 09e0609f1dfdcbd7£f097b5575bea81081da729de29f£93d967bb03c7
Bllkavfs.exe 18-18 5088056 5487bbe
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16.07.18 e94e9%9adb984af64afde73662b1098b57efcd251bde65b5702e2£92cf
52|kavfsauto.dll 18-18 1695160 - TE244212
16.07.18 9de7dcbe8af6357c461790a853e96e808b4dcfbd7894¢c2017d42a9295
53lkavfsgt.exe 18-18 1609296 - 023f4fd5
54 kav Fsmui . exe 16.07.18 691904 _d8b4152fede66665ef9dadaf0Od5lb6Zechbll60325eOe71383f49e
18-18 08c57568
55|kavEsscs . exe 16.07.18 121000 i d7561ea904ed9%ebdfd3def7ff3c5fe5068715¢clb2ecf89d6c25dfdbb
. 18-18 13274577
16.07.18 34854884501 7aa66b732fa743a0543069380b736158a485c369%b6cac
56|kavfsslp.dll 18-18 3063448 - bAdf04ch
16.07.18 848c3f69¢chbl8b5728868914ae88ce9de612e3194f45342cf05eclbfe
57 |[kavfsslpps.dll 18-18 28080 - 299c5339
16.07.18 c4a32c321bb30c90ddb97a1306c6d34c700cafd4c2de98c887392afd2
58|kavfswh.exe 18-18 77328 B 6fb9%e419
59 |kav£swp . exe 16.07.185082752 i 414587e61faf3020e34c65d8elc761936c7fe465b3b5052607el15a3d
18-18 2a8cbele
60|kavshell . exe 16.07.183894136 i 381845cl18febe2ec9d9245db6de3£f454d5d5f1b9704c516ballba63?
18-18 a%9lac4dc4
16.07.18 128e4b06867790£3d641766£9d9dc82d24e83675¢c8e91962fadd46e65
6l|kavtray.exe 600984 -
18-18 0318dec8
16.07.18 217fccd42b39%9a5324b8d5081cbed406add424c6caatf906c0512841d420
62|kavtrayr.dll 18-18 37808 - 1653a7d1
631kl service.dll 16.07.18 714792 _c880dclc2c4edlb4dc5eee29lf3ba4056c3a8bf6cca524a3cb4all3b
- 18-18 83343c2a
. 16.07.18 b58fcl9%0adl13331162f£f£f884c2532d14dfd1af2943£f11a1694e32d58
64|klav_engine.dll 18-18 55016 - 68da4d76
16.07.18 e5e9614b1a8669510b8aa62dcf0219£935852£f5¢c35712898debc3bed
65|klavsys.dll 18-18 68504 - SESLA0F6
. 16.07.18 db48d466b752b2b5cdl7bf733518cdf532e15111346455e5¢c21bdcel
66 |kpcengine.dll 18-18 672720 - bd7£592c
67|ksn facade.dll 16.07.18 1320544 _b22€fa50d63aafflf58dff68c903€9a07855135f307398627ada7baf
- 18-18 ecaabed5b
. 16.07.18 8271bf5f200ecaecee528d78f781db397ecedf2608e06d29ffd9%9a3ba3b4d
68|1 1lio.ppl 18-18 | 28992 - 8b6b0£2b
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16.07.18 703af1029a059%9a23292bl41cad3cd4a8ceecac6l10183c2laeb70ctdefc
69|lha.ppl 18-18 47784 } c3b3c8dc

. 16.07.18 0aco8dad76874533000del175b99dea®54a361410ab0b79f6f25d£853
70|1ibeay32.d1l1 18-18 1423936 - da6ded 3

licensing product facade [16.07.18 ba2a4390aeb34e3d1d751a568d51252ad60081c2£f508cl4f766b8led

71 — - 1147648 -

.dll 18-18 ecceallc

7201istloc.dll 16.07.18 143312 i £f8176e15debfb5b09095629faabl2a2edebcd60f59daaec265calecleb
18-18 cafeladc

. 16.07.18 0bd045b1df5913b070796a02807bb9cfc1605098d69e4ddfe3aff571d
73|1logging.dll 18-18 137112 - 2613379

74lmailms 1 16.07.18 73176 i 4dd456d991eab9c2ffa’22e939e7bb52128495eblddabf4bf08cl9f2e
g.pp 18-18 c6a09712

75Indb . pp1 16.07.18 61792 _eOeCZbaf64l94a0€f453cd4lbbdfb22908ld72d84b9076d5f73d07bf
18-18 el7ebele

76 Indma 1 16.07.18 27568 i 2c9bc29dd9726711e5ef102d1£fb18£f54e0612822b3477aeldf304b0db
p.ppP 18-18 d418cbf6

77 Imemmods ¢ 1 16.07.18 43120 i £fe32d0d97cf£f40710£0a35978d17£74£f15b0e06f£d952203908b5db20
. PP 18-18 1fa7969b

78 Inems can 1 16.07.18 39920 i 39f74£fcf29328714225a15bf6f08beadll361553afbf27d5c4517a4d4da
-PP 18-18 98478412

79lminizi 1 16.07.18 43120 |72620£c63e975c949ec4£b9da770964050d0€096dd6£89ec09b333b5
P.pPp 18-18 5551f0cb

. 16.07.18 9c35cf73el3ab2931lacc71490e477£183a57a8b96cbbcd4le56ce370c
80mitmprxy.dll 18-18 3200024 - 23099992

81 lmkavio 1 16.07.18 31152 i f97ee92fe2e3f5341cedfd85465efe2c05de79fbad02012afa7559d2
PP 18-18 81090708

82 nsoe 1 16.07.18 83080 i 6197b5bfad93e3b235e800£447ffbd4d91fb388d54d028310b90c922
. PP 18-18 3de8e189

83|msvep120.d11 05.10.13 455328 |cOel864a9%aed68619664afleb3692d6ea2b7e27c402e5e8968b66a82
01-38 cce963le

84lmsver120.dil 05.10.13 970912 ) 401b10845p788£f48d3701149ce52bb8133336c47d4d9048bd0b2d303
01-38 5e4d2ffo6

85IMUTL.oc.d11 16.07.18 63776 i fcfeB8ce5ed0eo6f906ble23081dd72a9cbbec7fefdcb8e324dc4190e4df
18-18 a8813326
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16.07.18 8710ccel09fd4d1215e3556cff4a385d65¢c9fa439e09bbalb9d5£d35
86 [nappsrc.dll 18-18 200656 £52280c6
. 16.07.18 5542734478a98d3025bafcba’lde2bc20dadc8a94d35£f400ed960041d
87|netappanticrypt.dll 18-18 2458720 5e9beed]
. 16.07.18 18d9e445e1750fcb40a00eb2fcbecfaldfefcal3a2097ce9246bfb5d24
88|nfio.ppl 18.1g | 104312 51278836
o 16.07.18 e3712b9%fd974c1320734d6c27b5co6fcd3a737c5a44216e25246d7d99
89notifierloc.dll 18-18 26352 19642911
16.07.18 8178e5dfb403712fd5fcc2fd01feeca73269876c55e4af7cfd08c9615
90ntfsstrm.ppl 18-18 34800 1805429 f
91loassrc.d11l 16.07.18 200712 47fdb0908b12£f5eb590683faf985al12f5ddob374a77b£f476a7029364
18-18 c266f451
92lodssrc.dll 16.07.18 484920 e66ldb7elaefdf26be9b3e498353f8a4fd596dlce86cdf818851£9¢c4
18-18 6cbdafc4
. 16.07.18 0e087f75c45d2544c8d0db9dcd28d1lb2cb3f45526a5a94bd46420d92
93|packed io.dll 18-18 58656 Aeoddeal
94loassdma 1 16.07.18 29616 95a3¢c987f1c2b25329d953ab0£fde9502e1bdb395d97807b43920a9%a9
P P-pP 18-18 76955cc6
95patch.exe 16.07.18 369784 929a9f8aa81d6fed7a5a79£9858db7200d0183e2¢c7£f£39d%ab6a73fle
18-18 13aa84c?
16.07.18 d5157a6c54c285¢c7¢c54585f¢c4£43222¢c8a577a11de00e2878242dct6
96|perfentr.dll 18-18 86216 84883932
97lprloader.dll 16.07.18 157888 ebacaa3c67c68522ada34da39ee5a86da%9a5913750cb075588499142
18-18 del0caz2le
98lorooma 1 16.07.18 76304 a8487afdfdla2f170d%acf7fe27440d6268alal3caec976ec5c50a956
propmap.pp 18-18 £01cOe3a
99lorseaio 1 16.07.18 31152 9a1085c09c47756af650dd15cd0046al1622a825b81£40b5£1771892d
prsedio.pp 18-18 56£05727
10 rutil 1 16.07.18 38960 db9027e55451a358ea6d3cfa882077783a890f1d40fcfel60c5c00at
0P PP 18-18 c253139b
10 santum 1 16.07.18 31152 799cb7e31389387bfdd4efdd32bad72bc99cffa870140896c733a42d
1[4 PP 18-18 7T6balfcc
10 rar 1 16.07.18 94528 008elb45cb3b73023a3ead2b2e016c8f011fc31clc3cl560£530a03a
2 PP 18-18 81568a05
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10 regmap.ppl 16.07.18 31152 5ee471c51£30144£150d737eeda2164665401687be8f002c6e2e5767
3 18-18 1f41b9%e4
];10 scagent.dll 1?-.6(;)_1.;.8 228032 e38a7eba983d0f31f425f437k§2222323102c3e3efla24406c30d4494
150 scandll.dll 1?_.5_71.;8 142472 6cd9aeac3ed55dbl83ea274482§462;2)z25a8ae86b3b736b4abae6745
160 scrchsre.dll 1?-.5_71.;.8 154424 304al3d5ab04f5abbf8d57972222?3(%2853690869Cb809eOllcf32bl
10 16.07.18 e352ecf4ec5d352d3951926ba683776de99831aa08f7d9774d2ed439
7 [stdp.ppl 18-18 | 0344 188a39e4
180 shellloc.dll 1?-.371.;.8 63264 7db97044cbe7fc4262f8ab4bziélggggzb7lalo441308e3de0e8404ce
190 ssleay32.d1l 1?-.5_71.;.8 325152 b96l73b360374bd76Cf3e36ez;$é3£212)k6)8f6afle4d46fbd4l79064935
11 16.07.18 5f59%9e6b677fd34cacc026230530ca32228022922638c754c7cbald%b5
0 stdcomp.ppl 18-18 25968 40099a77
11 stenum? . ppl 16.07.18 137680 dbfeef748a62a3eedd02fdbcdedcdcc82256858c98140e8c24defabd
1 18-18 81llblcdc
11 storage.dll 16.07.18 279152 6c85d17d642a453db7928dbfbd58b4abb79013e814aa5048c19b29%fa
2 18-18 df32630b
11 stored.ppl 16.07.18 25968 38e40280alabe63664ac3d80514bf25falbb4b630claz24a33e35d943
3 18-18 de2d2ee’7
11 streamio.ppl 16.07.18 29104 dfe6970c58862f26df1d55e295372714e6942898bc05703570fb0f1d
4 18-18 cl3lea’e
11 . 16.07.18 05f9149160f68d69%9aeclb3e87d7ec9c435eddc6590929dab869f47a7
5 substio.ppl 18-18 30128 del59cf4
11 superio.ppl 16.07.18 26992 16db44c962afd7731e55d2403d5¢c11d3a46182b827d83¢c3e386d807¢c
6 18-18 ecd8bl18
11 tempfile.ppl 16.07.18 28080 d4a38cd50d8fbfb6715¢c9%ebc0201d94fccaea2df36187860b33bc230
7 18-18 49421e3e
11 thpimpl .ppl 16.07.18 39472 cb8df21ec58073c65af82786b51ca8doc07b2bb3f43ff2a0££83¢c098
8 18-18 05e78d87
11 timer.ppl 16.07.18 30640 5cdf4£2843c9b4f539fb0b8335e3b9%94c847be07a289cb57eab6a%268f
9 18-18 3c0e9525
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12 tm.ppl 16.07.18 31664 e987c6af26a80625ee9a7d698c3e63¢c74d0fe32b253373b427c5a886
0 18-18 cc913172
112 tm2sre.dll 1?-.6(;)_1.;.8 660824 5fb88fl7cd063d4d0af2d7a72€;334912§;Od62Occe7494Oed4c7423d95
122 uds . dll 1?_.3?_71.;8 317864 368acebc9381984087lff643§5i2?22%;787fa96ba33f1b8f4527a4af
12 . 16.07.18 c9fb2e44c3b7991520cf03e8b947baale8dob5dd719efb3bbdd826d1l
g [unard.-ppl 181 | 0128 Scedaa’?
12 UniArc.ppl 16.07.18 37872 bef62f95f06303cab74fd2af8985a26dc7adae6fffbdfclb47a69078
4 18-18 2fa65634
12 16.07.18 188c2dcb9aceba807£d52020ddbc442201bf1569a847fe8£fa366810b
5 [Anizx.-ppl 1818 | 1728 claela2s
12 16.07.18 10£f3194e4e5b632ca989cb7aa55df162d2fb0479263ca4c014543a35
6 unreduce.ppl 18-18 27568 773629%ed
12 . 16.07.18 e5cd92ab730d6f3f52b503¢c931bl6de56e5c8946b4571d76£891b7a6
7 [onshrink.ppl 18-18 | 20992 c917272a
12 16.07.18 982b0292d382c386d8788cba7c6441ed445a3d2167c22eba58260a27c
8 unstored.ppl 18-18 26480 1b3cfa71
192 updater2.dll 1(;“_.5_71.;8 1027576 916312 948208cc380ec70e772ig£8;ijl5c449alababc53cf3e54 6bc
103 updater facade.dll 1?_.{;)_71.8181005200 f493b476af38a49e2d44OedOg;2;322;3@1662518175119330519684a
113 vecorlibl20.d1ll 0%.%_%;.3 247984 52a82db38a479c6d9a8e61legg(liigikgic53eflcd9255e789567126cl
13 16.07.18 2c1710c952613ada8896f0ac7073b3527a727£37272089430bacdo6d
5 vmarea.ppl 18-18 29040 F6D63c03
13 wdiskio.ppl 16.07.18 36336 6£7d41d14641230403a7db3a3818dfac071843e24c89d9d0897546e4
3 18-18 821c4do1
13 winreg.ppl 16.07.18 45168 c60d742d26dal35f033clfbae88fal37f2eb34aledal3ded7642a80ce
4 18-18 9eb4414b
13 . 16.07.18 e2b9728fc84cde7b6c90492e2119842ed0bafcbblce094411bfbl1966
5 wss_client.exe 18-18 70104 36001231
13 . 16.07.18 35e835474b67cfc696b812e98a5e4a3b8cdf3c960208d613206fblee
6 xorio.ppl 18-18 26992 0b21f07e
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. 8245399 3b3700cae0547179832a606fc3dbf6£d0262783b8fdef8e8408eabad
uToro: ¢aiiios - 136 0
2 a9a2bab3
Karanor C:\WSEE\drivers\x64\win8\klam\
13klam svs 06.06.18 525000 _473bed3ea88b04006lb608fe8a7b293515598226179421f22cbc021b
7 .SY 13-29 c3b6f598
. 473bed3ea88b040061b608fe8a7b293515598226179421£f22cbc021b
utoro: ¢aiijion - 1 525000 0
c3b6£598
Karanor C:\WSEE\drivers\x64\win8\klfltdev\
13 02.05.17 8f955e7bclacal2f8b603bfdaa784340£50fbe9fb3cabd74b0£33a75¢c
8 klfltdev.sys 10-04 58592 - 92777b32
. 8£f955e7bclaca2f8b603bfdaa784340£50fbe9fb3cabd74b0£33a75¢
uToro: ¢aiijion - 1 58592 0
9a777b32
Karanor C:\WSEE\drivers\x64\win8\klwtp\
13klwt ce . svs 15.01.18 72896 _flO78b96dde9d22lflbOc3a3f80f64d6595954d4f78384b2f57cbe45
9 pee. sy 05-22 91872383
. £f1078b96dde9d221£f1b0c3a3£f80£64d6595954d4£78384b2£f57cbe45
uTOro: (paiijion - 1 72896 0 91872383

KaTanor C:

\WSEE\drivers\x64\wlh\ramdisk\

14 . 15.01.18 8fc6ad49ef38640233¢c943d0d0a7d16a0ladcd347££377605cal4baac
klramdisk.sys 67272 -
0 01-20 cad48a8ct
. 8£fc6a49e£38640233¢c943d0d0a7d16a0ladcd347££377605cal04baac
urtoro: gaiinos - 1 67272 0
cad8a8cft
Karanor C:\WSEE\x64\
14ebloader exe 16.07.18 73206 _fb0b54f7daad82e388629b124d56711b2760b53273c62c6le67f6054
1 ) 18-18 548c8b80
14 . 16.07.18 72a981d802d8953b4cb5ccda®9401d8d35ca3db0543a94e53a119d9%a6
2 exploitblocker.dll 18-18 644592 - 92228804
14lo ing.dll 16.07.18 191648 _2d082cc98d45f3030fOO2b9C9blb033422b6b948a5df7d992€650b23
3 [099+ng- 18-18 2d£46087
14 04.10.13 2d0£fd105dd71ac9917eb610a82e%9ab5fd4db7ed3f5c7ee82e888cblce9
4 [nsvep120.d1l oy.cg | 660128 - cDep7205
14 04.10.13 e3a6085a4956668835700ea56507486bca86ced28939264eab008d14
5 msvcrl20.d1l1l 9958 963232 - 435eabf8
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14 16.07.18 5b9c250d49b6b%b98e4c9030144349d8£8b5df80b8an581dad903cld
5 perfcntr.dll 18-18 110640 - 54584391
14 scagent.dll 16.07.18 336600 _4d62289090451b78a0273dc226a3cf5b9e029467af4bc069960b8926
7 18-18 23ecaba3
14 . 04.10.13 147fecbh284cdal?2ae216121a40af244422f264911dceb588ded104ct6
3 vccorlibl20.d11 9958 356528 - 20317898
6882cl1769c292d2125blacl3d? 5a40cc8e52edl1447bf495435ael
uroro: dpaiinos - 8 3336664 00O °2Ch769c292a2125blact dTecesad0ccBes2edladTb ae
5f622a94
5da5df13b3568a2 f 7cl 715b7d118712 2
BCETO: daiiios - 148 8651441 0e a a2bc0a85£6cbbb7c15088d715b7d118 c93a50e
6 fdcelbcl
Kowney

Microsoft Windows® Small Business Server 2011 Standard Service Pack 1 x64 at SBS2011STD-
5000

Jara Juan
N Nms paiina CO31aHH IL]"I“H = a, KC
1101 OalT
| CTPOK
Karanor C:\WSEE\
1 ladvdis 1 16.07.18 71184 _4e40b76706ed27e5176e6l3d5ca8cdb55c12c2b9c7682c08b9c3le07
. PP 18-18 43e695d1
16.07.18 23b65dbef3b21971d2adc299c3b06bdcf5fcel7e7315fa5d427£0685
2 lak_auto.dll 18-18 291392 - 9d452e23
3 lakx conn.dl1l 16'07'182921632 _b834l679lbe3a3ll665cb34e6dlbl9739eb5cf201d84lefc88b559b
- 18-18 abblo6c7a
16.07.18 2534fb36£599144c865755e4b18fe9c2d3311a0afle773aee93cb6fb
4 |laklog.dll 18.18 | 140240 - edflc57d
. 16.07.18 0fcal378£39f1519f76389c3d5b4e5ed4629d9105165dc363035d6329
5 |lanticryptor.dll 18-18 113200 - 49359121
6 lar- 1 16.07.18 38960 _dOaa4d41C9625672f5535007ef7ac78c40a2877651a426db6ba4df0a
J-PP 18-18 FE6£39178
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7 larsoack 1 16.07.18 33264 d7d%ef%b4doed?2e781blflc972da6674f66240283b2097385961364ac
Jp - PP 18-18 ab20e3c4
8 laviipb 1 16.07.18 32240 822565f90£f4126e728201£d00285elc6ea311729f8c4d197c8beddc3
- PP 18-18 04a052ec
9 lavol 1 16.07.18 125664 b8d01696a40374d03efa710calcf4196d8a80737£09395a9%9a73db2e3
pL-PP 18-18 3d27cac9
10|avp3info 1 16.07.18 34736 c2fal072286ee496789f7d6dfd3albf403090b31af09%e229477113969
-PP 18-18 0c4bbe69
11lavoas 1 16.07.18 115816 867983dc041eb7837081198ab27b2c68efe8874eba?270781518df63e
Pgs-pPP 18-18 5ae0fa53
12|avomar 1 16.07.18 61280 c0297957¢c468702328%9acabbd9e4dcd5628000953¢ce2bc23979820fb
pmgr.pp 18-18 4b9£9179
13lavs 1 16.07.18 980328 218a97d7c727263ee84d2b4b5ec970b7989£94572850£187650842b5
-PP 18-18 bc445965
14lavscan.dil 16.07.18 314912 45eb2616498£557d278366cd057830b7£052234274df486e1612b319
18-18 3ae9%88de
15lavsom 1 16.07.18 46192 b20f8a63cdffec80d1da8fba7df378675b6d3d3b06b81070£d33954b
pm. pp 18-18 46974e80
16.07.18 02cd96d9elff4a2cb3602ad2a97b577775966e303bef768410aedcec
16[base6d .ppl 18-18 28528 b57b56b1 7
16.07.18 0d918509966£f0379873b96cd68c5bblc570d2e805f73e44e7£431a23
17 base6dp.ppl 18-18 28528 b6ed7117
18[btdisk.ppl 16.07.18 38384 d4a07306936aa8b3f173bdlle56cfe668bbf580b82c6ffcf965819%a7
18-18 ae20c29%a
. 16.07.18 535f8df7b8lafe3cea973cc4d4732aecabf2acleaabflbelacdeele6f7l
19btimages.ppl 18-18 34224 61577dc3
16.07.18 S5ecac28cla%abe269%9a7a47b28e66068013cc8celbd400ed3fddc9ae89
20buffer.ppl 18-18 28016 4454315¢F
21lcab 1 16.07.18 37936 0Deal6ca231180f8afe0544ca34335191428c1b9dfal29fc71lc2cfb4f
PP 18-18 8c5672df
22lconn res.dll 16.07.18 25840 63f4£f33d97d764eel8c3eb64cO9eefbf72e2784aca7l1al33a0d300bctb
- 18-18 aac070b6
16.07.18 fa708f51b018ccoebabbdfeec78aad3bb86ffd8e563cf£96457b1171
23|crpthlpr.ppl 18-18 83592 55alcbes
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01.02.10 4ca260098b65c5429124d72e101fb1740f52b868ae7a8ccecc78513e
24|dbghelp.dll 1107 [1213200 St en
o5 lablite.dll 19.07.17 651408 9e24500d2dcf0afl03856b97e4069fbc36b2cb909809b05f0a7cb9ab
11-10 35d311a?2
16.07.18 255607ad0a0978d96fd6420b85006e07aef32684a22ef81d0d455033F
26|deflate.ppl 18-18 40048 42cedd7d
27ldevice control.dll 16.07.18 139672 aff05d93£f75¢c9879052ed4c3cfcd4e92c3%acdff59%9a83£fdec769¢c306fa
- 18-18 0644369ct
28ldma 1 16.07.18 26992 0273d56ec5d8a4d40lc7a86acdlbe3cc571283d59¢c0ddd6ec56c3384546
b-bp 18-18 428acald
16.07.18 ca9e4e5999¢c2640e320c70£540ad0009979226feb8fe6c32b7b444d71
29|dtreg.ppl 18-18 67992 dfe99ede
16.07.18 eecaddec231d1l5b8b581lallabcbh3cd44aal7ef57151ce6d012dle7b 772
30levlocres.dll 18-18 143312 286£064D
16.07.18 567b93895c507626afb71c3a%9a54a96£2d£f92d7028e981b58927104a
3llevliogmsg.dll 18-18 202008 8980bc33
16.07.18 41fcb5aec8960bd41£f117¢c%9a97ballfceeadb30beb0bl11021985ac88
32|explode.ppl 18.18 | 30640 364d5779
33|exploitblocker.dll 16.07.18 565638 a8f2847bdae26c2bbb389%alacbele7aa®2595b62744b2388640a717a7
18-18 £57a9967
. 16.07.18 987693789da7fb2c22a806c983994c9312bee083ddcl22e47a095cbha
34|filemap.ppl 18-18 33264 d466b5998
35|Fimonitor.dll 16.07.18 169272 b0d2da7482d5d250ee202e8£f5a22896eb931elbef3e47b0e50db8b5b
18-18 d36407ce
16.07.18 e370eaaf826f36dl2c3f2eed67f5fala8aadccc9b9c5d9626f2ccach
36|fsdrvplg.ppl 18-18 28080 82bdcb80
37|essync.dll 16.07.18 72720 d4b9139db5e8a0f5e8c0192ea8b12891a6b31022f532¢c25b7e7b340b
18-18 8dabebeb
16.07.18 89a9d8f70051db35aa355e37e72b2065d3680aec05b5823165339df0
38|HASHCONT . ppl 18-18 25968 933772FfF
39|hashmd5 . PPL. 16.07.18 29104 0b2f266770d4becb54f61c5917ecad43c5e85167cde2128b31l6lffc2da
18-18 29934a7c
40lhcem 1 16.07.18 25968 954216304a02a4083e758567cc8410e0a2880ed85e2b14797396255b
p.pp 18-18 157afd3b
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. 16.07.18 7a94518101824ada9d69754d649%9ae0ec524d329d3336¢c1279f8e4a29
4llicapsrc.dll 18-18 525784 Jeedd216
. 16.07.18 dOafcb4ddd0be8f38ee%9edo4a28514658dc6all3c577f693bd1092680c
42|ichk2.ppl 18-18 | 34800 b1dd2e92
) 16.07.18 781b5557c2fbd4643ec20b666074c1lc277£90d71b27772442838b6c90
43|ichksa.ppl 18-18 31664 42ca9d04
. 25.06.18|2669448 fa98f3b9%61f486claa’78ee295d4bc3ed4ea92b992b461b65b53623ecac
44|1icudt59.d11
11-10 0 Tfcc0cOf
450icuins9. dll 25.06.18 1930440 ff3eac06£3b353¢c5cc69c28f930b08cd4abfe38clcd4caara9fs5641lfac
11-10 ada4f016
. . 25.06.18 39£894963£f3846e8c703188e78ce62f0e786814b388b132cd0155e30
46|icuio59.d11 11.10 | 61384 £32c169b
471 cuucs9 . d11 25.06.18 1326856 77e481df5cebd7150fd4abeef9cee8d02a607134743¢c81616d3a4a94
11-10 2e974036
. 16.07.18 f0f8127£6al172308e9feee3cdb002d2bcddc20e0f25f6625d2be8f6a
48|inflate.ppl 18-18 40496 cdéfeTbb
29linifile 1 16.07.18 36848 5ad7b2b2fd3b9%9el31cb44cdb647ab3co4db8ba772e6b40dfd4a29cf0d
PP 18-18 3b5F7116
50|iwaen 1 16.07.18 31664 e012dbddlcdc5cafb4189c570322797¢c4b858¢c368c3744b8f9¢c8505e
gen-pp 18-18 e73ab5a7c
51 |kavfs . exe 16.07.18 5088056 09e0609f1dfdcbd7£097b5575bea81081da729de29f£93d967bb03c7
18-18 2487bbed
16.07.18 e94e9adb984af64afde73662b1098b57efcd251bde65b5702e2£92cf
52|kavfsauto.dll 18-18 1695160 TE244212
16.07.18 9de7dcbe8af6357c461790a853e96e808b4dcfbd7894¢c2017d42a9295
53|kavfsgt.exe 18-18 1609296 023F4£d5
. 16.07.18 d8b4152fede66665ef9dadaf00d51b62ecf0bl1160325e0e71383f49%¢e
54 |kavismui .exe 691904
18-18 08c57568
55|kavEsscs . exe 16.07.18 121000 d7561ea904ed9ebdfd3def7ff3c5fe5068715clb2ecf89d6c25dfd5b
) 18-18 13274577
16.07.18 34854884501 7aa66b732fa743a0543069380b736158a485c369%p6cac
56|kavfsslp.dll 18.18 3063448 badf04ch
16.07.18 848c3f69cbl8b5728868914ae88ce9de6l12e3194£f45342cf05ecl5fc
57|kavfsslpps.dll 18-18 28080 29965339
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58|kav fswh . exe 16.07.18 77328 i c4a32c321bb30c90ddb97a1306c6d34c700cafd4c2de98c887392afd2
) 18-18 6fb9%ed19
59 |kav fswp. exe 16.07.185082752 _414587e61faf3020e34c65d8e1c761936c7fe465b3b5052607e15a3d
18-18 2a8cbele
60|kavshell . exe 16071838@“36 _381845Cl8febeZec9d9245db6de3f454d5d5flb9704C5l6baOlba637
18-18 a%9la6c4dc4
16.07.18 128e4b06867790£3d641766£9d9dc82d24e83675¢c8e91962fad446e65
6l|kavtray.exe 18-18 600984 B 0318dec8
16.07.18 217fccd42b39%9a5324b8d5081cbed406add424c6caaf906c0512841d420
62|kavtrayr.dll 18-18 37808 - 4653a7d1
631k1 service.dll 16.07.18 714792 _0880d010204edlb4d05eee29lf3ba4056c3a8bf6cca524a3cb4all3b
- 18-18 83343c2a
. 16.07.18 b58fcl9%padl13331162f£f£884c2532d14dfd1af2943£f11a1694e32d58
64|klav_engine.dll 18-18 55016 - 68da4d76
16.07.18 e5e%614b1la8669510b8aan2dcf0219£935852f5¢c35712898debc3bed
65|klavsys.dll 18-18 68504 - S£8bA0EE
. 16.07.18 db48d466b752b2b5cd17bf733518cdf532e15111346455e5¢c21bdcel
66 |[kpcengine.dll 18-18 672720 - bd7£592c
67|ksn facade.dll 16'07'181320544 _b22efa5cde3aafflf58dff68c903e9a07855135f307398627ada7baf
— 18-18 ecaabed5
. 16.07.18 8271bf5f200ecaeee528d78£f781db397ecedf2608e6d29ffd%a3ba3b4
68|1 1llio.ppl 18-18 28592 - 8HEb0 £2b
16.07.18 703af1029%9a059a23292bl41lcad3cd4a8ceeac610183c2laeb70cfdefc
69|1lha.ppl 18-18 47784 - c3b3c8de
. 16.07.18 0ac68dad76874533000del175b99dea®54a361410ab0b79f6f25df853
70|1libeay32.d1l1 18-18 1423936 - da6dedf3
licensing product facade |16.07.18 ba2a4390aeb34e3d1d751a568d51252ad60081c2f508cl4f766b8led
71 — - 1147648 -
.dll 18-18 ecceallc
72l11stloc.dll 16.07.18 143312 |£8176e15debf5b09095629faab2a2edebc460£f59daaec265calecled
18-18 cafeladc
. 16.07.18 0bd045b1df5913b070796a02807bb9cfc1605098d69e4d4dfel3aff571d
73|1logging.dll 18-18 137112 - 2613379
74Imailms 1 16.07.18 73176 _4dd456d991ea59c2ffa22e939e7bb52128495eblddabf4bf08cl9f2e
g.pp 18-18 c6a09712
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16.07.18 elec?2baf64194a0efd453cd41lbbdfb229081d72d84b9076d5£73d07bf
75mdb .ppl 61792 -

18-18 el7ebele

76 Indma 1 16.07.18 27568 i 2c9bc29dd9726711e5ef102d1£fb18£f54e0612822b3477aeldf304b0db
p.pp 18-18 d418cbf6

77 lnemmodsc 1 16.07.18 43120 ) fe32d0d97cf£f40710£0a35978d17£f74£f15b0e6f££d952203908b5db20
. PP 18-18 1£a7969b

78 memscan 1 16.07.18 39920 ) 39f74£c£29328714225a15bf6f08beadl361553afbf27d5c4517a44a
- PP 18-18 98d78412

79lminizi 1 16.07.18 43120 i 7a620fc63e975¢c949%ecd4fb9da770964050d0e096dd6£89%9ec09p333b5
P.Pp 18-18 5551f0ch

. 16.07.18 9c35cf73el13ab2931lacc71490e477£183a57a8b96cbb5cd4leb6ce370c
80mitmprxy.dll 18-18 3200024 - 23099997

81 lmkavio 1 16.07.18 31152 |£97ee92fe2e3£5341cedfdB85465efe2c05de79fbad02012afa7559d2
- PP 18-18 8109b708

82 nsoe 1 16.07.18 83080 i 0197b5bfad%93e3b235e800£447ffbd4d91fb388d54d028310b%0c922
PP 18-18 3de8e189

83|msvepl120.d11 05.10.13 455328 i c0el864a9%9aed68619664afleb3692d6ealb7e27c402e5e8968b66a82
01-38 cce963le

84lmsver120.d11 05.10.13 970912 i 401b10845p788£f48d3701149ce52bb8133336c47d4d9048bd0b2d303
01-38 5e4d2ffe6

85MUTLoc. d11 16.07.18 63776 i fcfe8cebed0e6£f906ble23081dd72a9%cbbec7fefdcb8e324dc4190e4f
18-18 a8813326

16.07.18 8710ccel09fd4dl1215e3556¢cff4a385d65¢c9fad439%9e09bbalb9d5£d35
86 [nappsrc.dll 18-18 200656 - F52480c6

. 16.07.18 5542734478a98d3025bafcba7de2bc20dadc8a94d35£f400ed960041d
87|netappanticrypt.dll 18-18 2458720 - 5e0beed]

. 16.07.18 18d9e445e1750fcb40a00eb2fcbcfaldfefcal3a2097ce9246bf55d24
88|nfio.ppl 18.1g | 104312 - 51278836

. 16.07.18 e3712b9%9fd974c1320734d6c27bbcofcdl3a737cbad44216e25246d7d99
89 notifierloc.dll 18-18 26352 - 19642911

16.07.18 8178e5dfb403712fd5fcc2fd01feea73269876c55ed4af7c¢£d08c9615
Ontfsstrm.ppl 18-18 34800 - 1805420 f

91loassrc.dll 16.07.18 200712 _47fdbO908b12f5eb590683faf985a12f5dd6b374a77bf476a7029364
18-18 c2660f451
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92lodssrc.dll 16.07.18 484920 e66ldb7elaefdf26be9b3e498353f8a4fd596dlce86cdf818851£9¢c4
18-18 6cbdafc4
93lpacked io.dll 16.07.18 58656 0e087f£75c45d2544c8d0db9dcd28d1lb2cb3f45526a5a94bd46420d92
- 18-18 4c24d6al
94 loassdma 1 16.07.18 29616 95a3¢c987f1c2b25329d953ab0fde9502e1bdb395d97807b43920a9%a9
P P-pP 18-18 76955cc6
95patch.exe 16.07.18 369784 929a9f8aa81d6fed7a5a79f9858db7200d0183e2¢c7£f£39d9%a6a73fle
18-18 13aa84c?2
16.07.18 d5157a6c54c285¢c7¢c54585fc4£43222¢c8a577a11de00e2878242dct6
96 |perfcntr.dll 18-18 86216 84883932
97|pricader.dll 16.07.18 157888 ebacaa3c67c68522ada34da39ee5a86da%9ab913750cb075588499142
18-18 dé60calle
98loropma 1 16.07.18 76304 a8487afdfdla2f170d%act7fe27440d6268alal3caec976ec5c50a956
propmap.pp 18-18 £01cOe3a
99lbrseaio 1 16.07.18 31152 9a1085c09c47750af650dd15cd0046al1622a825p81f40b5£1771892d
prseqio.pp 18-18 56£05727
10 rutil 1 16.07.18 38960 db9027e55451a358ea6d3cfa882077783a890f1d40fcfel60c5¢c00at
0P PP 18-18 c253139b
10 santum 1 16.07.18 31152 799cb7e31389387bfdd4efdd32bad72bc99cffa870140896c733a42d
1[4 PP 18-18 7T6balfcc
10 rar 1 16.07.18 94528 608elb45cb3b73023a3ead2b2e016c8f011fc31clc3cl560£530a03a
2 PP 18-18 81568405
10 reqma 1 16.07.18 31152 5ee471c51£30144£150d737eeda2164665401687be8f002c6e2e5767
3 [Fedmep-pP 18-18 1£41b9e4
10 16.07.18 e38a7eba®83d0f31f425f437b5363e064102c3e3efla?24406c30d4494
4 scagent.dll 18-18 228032 F2666020
10 16.07.18 6cd9aeac3edb5dbl83ea2744cebdee?2725a8ae86b3b73ebdabae6745
5 scandll.dll 18-18 142472 0db64 b1
10 16.07.18 304a13d5ab04£f5abbf8d5797073ead46853690869cb809%011cf32bl
g [cCrehsre.dll 18-18 | 194424 8463F70c
10 <fdb 1 16.07.18 50344 e352ecf4ec5d352d3951926ba683776de99831a3a08f7d9774d2ed439
7 PP 18-18 188a39e4
10 16.07.18 7db97044cbe7fcd4262£f8abdbe62b07¢c9b71a10441308e3de0e8404ce
8 shellloc.dll 18-18 63264 9F66380d
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190 ssleay32.dll 1?_'5?_7]:;8 325152 b96l73b360374bd76Cf3e36e§§é§1§212)1g8f6afle4d46fbd4l79064935
11 16.07.18 5f59%e6b677fd34cacc026230530ca32228022922638c754c7cbald%b5
0 stdcomp.ppl 18-18 25968 4009977
11 stenum?.ppl 16.07.18 137680 dbfeef748a62a3eedd02fdbcd4edcdcc82256858¢c98140e8c24defabd
1 18-18 81llblcdc
11 16.07.18 6c85d17d642a453db7928dbfbd58b4abb79b13e814aa5048c19b29fa
5 storage.dll 18-18 272152 G£32630b
11 16.07.18 38e40280alabe63664ac3d80514bf25falb5b4b630cla’24a33e35d943
3 stored.ppl 18-18 25968 de2dlee]
11 . 16.07.18 dfe6970c58862f26df1d55e295372714e6942898bc05703570fb0f1d
4 streamio.ppl 18-18 29104 c1316a7e
11 substio.ppl 16.07.18 30128 05f9149160f68d69%9aeclb3e87d7ec9c435eddc6590929dab869f47a7
5 18-18 4e159cf4
11 . 16.07.18 16db44c962afd7731e55d2403d5¢c11d3a46182b827d83c3e386d807c
5 superio.ppl 18-18 26992 ccdSbll8
11 tempfile.ppl 16.07.18 28080 d4a38cd50d8fbfb6715c9%ebc0201d94fccaea2df361878600b33bc230
7 18-18 49421e3e
11 thpimpl .ppl 16.07.18 39472 cb8df21ec58073c65af82786b51ca8doc07b2bb3f43ff2a0£f£f83c098
8 18-18 05e78d87
11 timer.ppl 16.07.18 30640 5cdf4£2843c9p4£539fb0b8335e3b94c847be07a289cb57ea6a9268f
9 18-18 3c0e9525
12 tm.ppl 16.07.18 31664 e987c6af26a80625ee9%9a7d698c3e63c74d0fe32b253373b427c5a886
0 18-18 cc913172
112 tm2sre.dll 1?_.5_71;8 660824 5fb88fl7cd063d4d0af2d7a72333492§;Od62Occe7494Oed4c7423d95
122 uds .d11 1?_.;)_71.818 317864 3e8acebc9381984c87lff643§(6:2?222.)3787fa96ba33flb8f4527a4af
12 unars .ppl 16.07.18 30128 c9fb2e44c3b7991520cf03e8b9%47baale8dob5dd719efb3bbdd826d1l
3 18-18 5cedaa79
12 UniArc.ppl 16.07.18 37872 bef62f95f06303cab74fd2af8985a26dc7adae6fffbdfclb47a69078
4 18-18 2fa65634
12 16.07.18 188c2dcb%aceba807£d52020ddbc442201bf1569a847fe8fa366810b
5 unlzx.ppl 18-18 31728 c7aela?28
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12 16.07.18 10£3194e4e5b632ca989cb7aab55df162d2fb0479263cad4c014543a35
6 unreduce.ppl 18-18 27568 - 773629ed
12 . 16.07.18 e5cd92ab730d6f3f52b503¢c931bl16de56e5c8946b4571d76£891b7a6
y unshrink.ppl 18-18 26992 - 9172724
12 16.07.18 982b0292d382c386d8788cba7c6441e445a3d2167c22ebab58260a27c
8 unstored.ppl 18-18 26480 B 1b3cf4d71
%fupdaterZ.dll 1?5138102”76 _9163129482080c380ec70e77zigggzijl5c449alababc53cf3e546bc
ﬁ?updater_facade.dll 1igié8lmxmoo _f493b476af38a49e2d440edO?ggg;gg;3bd662a8l75ll9330519684a
ﬁfvccorlib120.dll O%i%QS 247984 _52a82db38a479c6d9a8e61leggéi§i2i053eflcd9255e789567126cl
13 16.07.18 2c1710c952613ada8896f0ac7073b3527a727£37272089430bacdo6d
o [ymarea.ppl 18-18 | 29040 ) £6b63c03
13 . . 16.07.18 6£f7d41d14641230403a7db3a3818dfac071843e24c89d9d0897546e4
3 wdiskio.ppl 18-18 36336 - 891c4d01
13| . 16.07.18 c60d742d26dal35f033clfbae88fal37f2eb34al0edal03ded7642a80ce
4 winreg.ppl 18-18 45168 B 9eb4414b
13 . 16.07.18 e2b9728fc84cde7b6c90492e2119842ed0bafcbblce094411bfbl1966
5 wss_client.exe 18-18 70104 - 36ec123l
13 . 16.07.18 35e835474b67cfc696b812e98a5e4a3b8cdf3c960208d613206fblee
) 1818 | 0% - 0b21£07e
. 8245399 3b3700cae0547179832a606£fc3dbf6£d0262783b8fdef8e8408eabad
urtoro: gaiijaos - 136 5 0 29a2bab3
Karanor C:\WSEE\drivers\x64\win7\klwtp\
13klwtpee.sys 15.01.18 71872 _ae2l468Cb2be934lla5ccl7dee64360731785637b8af7d7c295d03d5
7 05-22 d49c8b50
. ae21468cb2be93411la5ccl7dee64360731785e37b8af7d7c295d03d5
urtoro: gaiinos - 1 71872 0 d49c8b50
Karanor C:\WSEE\drivers\x64\wlh\klam\
13klam.sys 06.06.18 492232 |74db66359e7103abeladldcadl5ecdeb8f1bl1£d92c79c49accf0cll
8 13-26 2815590
. 74db66359e7103abelad4l4cadlS5ecd4eb8f1bll1£d9%92c79c49%9accf0c01
utoro: gaiijios - 1 492232 0

e2815590
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Karanor C:\WSEE\drivers\x64\wlh\klfltdev\

13 01.05.17 fcd795bcbdebbfb6983bd5d69286b0e88c41890049a8d03d7cde893f
9 klfltdev.sys 23-35 58592 - b5fa8abb
. £fcd795bcbde6bfb6983bd5d69286b0e88c41890049a8d03d7cde893f
utoro: gaiijios - 1 58592 0
b5fa8a5b
Karanor C:\WSEE\drivers\x64\wlh\ramdisk\
14 . 15.01.18 8fc6a49ef38640233c943d0d0a7dl6a0ladcd347f£377605cal4dbaac
klramdisk.sys 67272 -
0 01-20 cad48a8ct
. 8fc6a49e£38640233c943d0d0a7d16a0ladcd347££377605cal4baac
utoro: gaiijios - 1 67272 0
cad8a8cft
Karanor C:\WSEE\x64\
14ebloader exe 16.07.18 73206 _beb54f7daad8Ze388629b124d567llb2760b53273c62c6le67f6054
1 ) 18-18 548c8b80
14 . 16.07.18 72a981d802d8953b4cb5ccda?2401d8d35ca3db0543a94e53a119d9%a6
5 exploitblocker.dll 18-18 644592 - 92228804
14lo ing.dll 16.07.18 191648 12d082cc98d45£3030£002b9c9b1b033422b6b948a5df7d992e650b23
3 |+°99tng- 18-18 2df46087
14 04.10.13 2d0£fd105dd71ac9917eb610a82e9%9a5f4db7ed3f5c7ee82e888cblce?
4 msvcpl20.d11 99.58 660128 - 50eb72c5
14 04.10.13 e3a06085a495606068835700ea56507480bca86ced28939264eab008d14
5 msvcrl20.d11 9958 963232 - 4350abf8
14 16.07.18 5b9c250d49%9b6b9%b98e4c9030144349d8£f8b5df80b8a6581dad903cld
6 perfcntr.dll 18-18 110640 - 54584391
14scagent.dll 16.07.18 336600 _4d62289090451b78a0273dc226a30f5b9eO29467af4bCO69960b8926
7 18-18 23ecabal
14 . 04.10.13 147fec5284cdal?2ae216121a40af244422f264911dce588ded4104cfo
8 vccorlibl20.d11 9958 356528 - 20317898
6882cl1769c292d2125blacl3d7 4 2edl1447bf4954 1
TS (e - B 3336664 0 c c acl3d7ede5a40cc8e52ed bf495435ae
5f622a94
fa5ed0271ed23327f9ccf
BCETO: daiitos - 148 8648062 0 abe e cc 1102:2;225226548898c26dc411e685cd0b

Koney
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Microsoft(R) Windows(R) Server 2003 Enterprise x64 Edition Service Pack 2 x64 at WIN2003R2-

5004
ara JIHMH
b Hms ¢aiina coI?fz[aHn I[.]mun 4 I[a, KC
101§ a 0aMT e
KaTanor C:\WSEE\
1 ladvdis.ppl 16.07.18 71184 |4e40b76706ed27e5176€613d5ca8cdb55¢c12c2b9¢c7682c08b9c31e07
18-18 43e695d1
16.07.18 23b65dbef3b21971d2adc299c3b06bdct5fcel7e7315£a5d427£0685
2 lak_auto.dll 18-18 291392 - 94452a23
3 |lak conn.dl1l 16.07.182921632 _b834l679lfb03a3ll665cb34e6dlbl9739eb5cf20ld84lefc88b559b
— 18-18 abbl6c7a
16.07.18 2534fb36£599144¢c865755e4b18fe9c2d3311alafle773aee93cbofb
4 laklog.dll 18.18 | 140240 - edflc57d
5 lanticryptorx.dil 1?-.;71.;.8 109040 ) 3a6lbdf099863824d3bb063222(;(;;21817)&129ala5be48569e74324feb
6 lari.ppl 16.07.18 38960 |d02a4d41c9625672£5535007ef7ac78c40a2877651a426dbebaddfla
18-18 f6f£39178
7 laripack.ppl 16.07.18 33264 _d7d9e9b4d6ed2e78lblflc972da6674f66240283b209738596l364ac
18-18 ab20e3c4
8 laviib.ppl 16.07.18 32240 ) 822565f90£f4126e728201£d00285elc6eal311729f8c4d197c8beddc3
18-18 04a052ec
9 |avpl.ppl 16.07.18 125664 _b8dOl696a40374d03efa7lOcalcf4l96d8a80737fO9395a9a73db2e3
18-18 3d27cac?9
10lavp3info.ppl 16.07.18 34736 i c2fa072286ee496789f7d6dfd3albf40309%90bb31af09e229477113969
18-18 Oc4dbbe6?9
11|avpgs . ppl 16.07.18 115816 i 867983dc041eb7837081198ab27b2c68efe8874eba270781518df63e
18-18 5ae0fab3
12|avpmgr . ppl 16.07.18 61280 i c0297957¢c4687023289%9acabbd%9e4dcd5628000953¢ce2bc23979820fb
18-18 4p9£9179
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13lavs 1 16.07.18 980328 ) 218a97d7c727263ee84d2b4b5ec970b7989£94572850£187650842b5
- PP 18-18 bcd445965
14lavscan.di1l 16.07.18 314912 _45eb2616498f557d278366cd057830b7f052234274df486e1612b319
18-18 3ae988de
15|avsom 1 16.07.18 46192 _b20f8a63cdffec80dlda8fba7df378675b6d3d3b06b8lO70fd33954b
pm-pp 18-18 46974e80
16.07.18 02cd96d9el1ff4a2cb3602ad2a97b577775966e303bef768410aedcec
16|base64.ppl 18-18 28528 - b7b56b 17
16.07.18 0d918509966£f0379873b9%6cdo68c5bbblc570d2e805f73e4d44e7£f431a23
17 base6dp.ppl 18-18 28528 - b6ed7117
18[btdisk.ppl 16.07.18 38384 _d4aO7306936aa8b3fl73bd11656cfe668bbf580b8206ffcf965819a7
18-18 ae20c29a
. 16.07.18 535f8df7b8lafe3cea973cc4d4732acabf2acleaabflbelacdeele6f71l
19[btimages.ppl 18-18 34224 - 61577dc3
16.07.18 S5ecac28cla%abe269%9a7a47b28e66068013cc8celb400ed3fddc9ae89
20buffer.ppl 18-18 28016 - 4454315¢F
21lcab 1 16.07.18 37936 i 0eal6ca231180f8afe0544ca34335191428c1b9dfal29fc71lc2ctb4f
. PP 18-18 8c5672df
22lconn res.dll 16.07.18 25840 i 63£f4£f33d97d764eel8c3e64c9eefbf72e2784aca71al33a0d300bctb
- 18-18 aac070b6
16.07.18 fa708f51b018ccoebabbdfeec78aad3bb86ffd8e563cf£f96457b1171
23|crpthlpr.ppl 18-18 83592 - 55clebeb
01.02.10 4ca260098b65c5429124d72e101£fb1740£52b868ae7a8ccecc78513e
24|doghelp.dll 1107 1213200 - St oo
o5 ldblite.dll 19.07.17 651408 i 9e24500d2dcfoafl03856b97e4069fbc36b2cb909809b05f0a7cb9ab
11-10 35d311a?
16.07.18 255607ad0a0978d96£d6420b8506e07aef32684a22e£81d0d455033fF
26|deflate.ppl 18.1g | 40048 - 42ce4d7d
27ldevice control.dll 16.07.18 139672 |af£05d93£75c9879052ed4c3cfcd4e92c39%acdff59a83£dc769c306fa
- 18-18 044369ct
28|dmap 1 16.07.18 26992 i 0273d56ec5d8a4d40lc7a86acdlb5e3cc571283d59¢c0ddd6ec56c3384546
PP 18-18 428acald
16.07.18 ca%9e4e5999c2640e320c70£540ad0009979226feb8febc32b7b44d71
29|dtreg.ppl 18-18 67992 - dfe99eda
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16.07.18 eeaddec231d1l5b8bb8lallabcb3cd44aal7ef57151ce6d012d1le7b772
30levliocres.dll 18-18 143312 a86f064Db
16.07.18 567b93895c507626afb71c3a%9a54a96£2df92d7028e981b58927104a
3llevliogmsg.dll 18-18 202008 8980bc33
16.07.18 41 fcbbaec8960bd41£f117¢c9a97ballfceeadb30beb0b11021985ac88
32lexplode.ppl 18-18 30640 364d5779
. 16.07.18 a8f2847bdae26c2bbb389%a0acbele7aad595b62744b2388640a717a7
33lexploitblocker.dll 18-18 565688 £5729967
. 16.07.18 987693789da7fb2c22a806c983994c9312bee083ddcl22e47a095¢c5a
34|filemap.ppl 18-18 33264 466b5998
35|fimonitor.dll 16.07.18 169272 b0d2da7482d5d250ee202e8f5a22896eb931elb6ef3ed47b0e50db8b5b
18-18 d36407ce
16.07.18 e370eaaf826f36dl2c3f2eedb67f5fala8aadccc9b9c5d9626f2¢ccach
36|fsdrvplg.ppl 18-18 28080 82bdcb8 0
37|£ssync.dll 16.07.18 72720 d4b9139db5e8a0f5e8c0192ea8bl2891a6b31022f532¢c25b7e7b340b
18-18 8dabebeb
16.07.18 89a9d8f70051db35aa355e37e72b2065d3680aec05b5823165339df0
38 [HASHCONT .ppl 18-18 25968 933772 £
39|hashmds . PPL 16.07.18 29104 0b2f266770d4becb54f61c5917ead43c5e85167cde2128b3161ffc2da
18-18 29934a7c
40lheem 1 16.07.18 25968 954216304a02a4083e758567cc8410e0a2880ed85e2b14797396255b
P . PP 18-18 157afd3b
. 16.07.18 41fef9c9504ea8cd209bp9%9eda70222a29%9a07£9¢c8¢c3258985809ccb4dlc
41l|icapsrcx.dll 18-18 520096 00bc5900
. 16.07.18 dOafcb4dd0be8f38ee%9ed64a28514658dc6all3c577f693bd1092680c¢
42|ichk?2.ppl 18-18 34800 bldd2e9?
. 16.07.18 781b5557¢c2fb4643ec20b666074c1c277£90d71b27772442838b6c90
43|ichksa.ppl 18-18 31664 49029404
. 16.07.18 f0f8127£6al172308e9feee3cdb002d2bcddc20e0f25f6625d2be8f6a
44|inflate.ppl 18-18 40496 cd6fcTbb
45linifile 1 16.07.18 36848 5ad7b2b2fd3b%e131cb44cdb647ab3c64db8ba72e6b40dfd4a29c£0d
. PP 18-18 3b5£7116
46 i waen 1 16.07.18 31664 e012dbddlcdc5cafb4189c570322797¢c4b858c368c3744b8£f9¢c8505e
gen.pp 18-18 e73aba’c
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16.07.18 09e0609f1dfdcbd7£f097b5575bea81081da729de29f£f93d967bb03c7
47 [kavfs.exe 18-18 5088056 - 5487bbed
16.07.18 e94e9%9adb984afodafde73662b1098b57efcd251bdeo65b5702e2£92ct
48|kavfsauto.dll 18-18 1695160 - 7£244217
16.07.18 9de7dcbe8af6357¢c461790a853e96e808b4ctfbd7894c2017d42a9295
49[kavEsgt . exe 18-18 |L809296 - 023f4£d5
. 16.07.18 d8b4152fede66665ef9dadaf00d51b62ecf0bl160325e0e71383f49%e
50|kavfsmui.exe 691904 -
18-18 08c57568
51 |kavEsscs. exe 16.07.18 121000 ) d75601ea904ed9ebdfd3def7f£f3c5fe5068715clb2ecf89doc25dfd5b
. 18-18 13274577
16.07.18 348548845017aa606b732fa743a0543069380b736158a485c369%9b6cac
52|kavfsslp.dll 18.1g 3063448 - b4df04ch
16.07.18 848c3f69cbhbl8b5728868914ae88ce9de612e3194f45342cf05ecl5fce
53|kavfsslpps.dll 18-18 28080 - 299:5339
16.07.18 c4a32c321bb30c90ddb97a1306c6d34c700caf4c2de98c887392afd2
B4lkavfswh.exe 18-18 77328 - 6£b9ed19
55 kavEswp. exe 16.07.185082752 i 414587e61faf3020e34c65d8elc761936¢c7fe465b3b5052607el15a3d
18-18 2a8cbele
56|kavshell . exe 16'07'183894136 ) 381845c18febe2ec9d9245db6de3£f454d5d5£f1b9704c516ballba63’
18-18 a%9la64dcd
16.07.18 128e4b06867790£3d641766£9d9dc82d24e83675¢c8e91962fad446e65
57|kavtray.exe 18-18 600984 - 0318decs
16.07.18 217fccd2b39%9a5324b8d5081cbed406add424c6caaf906c0512841d20
58|kavtrayr.dll 18-18 37808 - 4653a7d1
59|kl service.dll 16.07.18 714792 _c880dclc2c4edlb4dc5eee29lf3ba405603a8bf6cca524a3cb4all3b
- 18-18 83343c2a
. 16.07.18 b58fcl90ad413331162f£f£f884c2532d14dfd1af2943f11a1694e32d58
60klav_engine.dll 18-18 55016 - 68dadd76
16.07.18 e5e9614b1a8669510b8aa62dcf0219£f935852£5¢c35712898debc3be4
6llklavsys.dll 18-18 68504 - 5£8L40£6
62lksn facade.dll 16.07.18 1320544 _b22€fa50d63aafflf58dff68c903€9a07855135f307398627ada7baf
- 18-18 ecaabed5b
. 16.07.18 8271bf5f200ecaecee528d78f781db397ecedf2608e06d29ffd9%9a3ba3b4d
63|1 1lio.ppl 18-18 28592 - 8b6b0£2b
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16.07.18 703af1029a059%9a23292bl41cad3cd4a8ceecac6l10183c2laeb70ctdefc
64|lha.ppl 18-18 47784 ; c3b3c8dc

. 16.07.18 0aco8dad76874533000del175b99dea®54a361410ab0b79f6f25d£853
65|1ibeay32.dl1 18-18 1423936 - da6ded 3

licensing product facade [16.07.18 ba2a4390aeb34e3d1d751a568d51252ad60081c2£f508cl4f766b8led

66 - — 1147648 -

.dll 18-18 ecceallc

67|11istloc.dll 16.07.18 143312 i £f8176e15debfb5b09095629faabl2a2edebcd60f59daaec265calecleb
18-18 cafeladc

. 16.07.18 0bd045b1df5913b070796a02807bb9cfc1605098d69e4ddfe3aff571d
68|logging.dll 18-18 137112 - 2613379

69 mai 1ms 1 16.07.18 73176 i 4dd456d991eab9c2ffa’22e939e7bb52128495eblddabf4bf08cl9f2e
g.pp 18-18 c6a09712

70|ndb . pp1 16.07.18 61792 _eOeC2baf64l94aOef453cd4lbbdfb22908ld72d84b9076d5f73d07bf
18-18 el7ebele

71 Indma 1 16.07.18 27568 i 2c9bc29dd9726711e5ef102d1£fb18£f54e0612822b3477aeldf304b0db
p.ppP 18-18 d418cbf6

72 Inemmods ¢ 1 16.07.18 43120 i £fe32d0d97cf£f40710£0a35978d17£74£f15b0e06f£d952203908b5db20
. PP 18-18 1fa7969b

73 mems can 1 16.07.18 39920 i 39f74£fcf29328714225a15bf6f08beadll361553afbf27d5c4517a4d4da
-PP 18-18 98478412

74lminizi 1 16.07.18 43120 |72620£c63e975c949ec4£b9da770964050d0€096dd6£89ec09b333b5
P.pPp 18-18 5551f0cb

75lmkavio.ppl 16.07.18 31152 i f97ee92fe2e3f5341cedfd85465efe2c05de79fbad402012afa7559d2
) 18-18 8109p708

76 msoe 1 16.07.18 83080 ) 0197b5bfad993e3b235e800£f447ffbd4d991fb388d54d028310b90c922
PP 18-18 3de8e189

77lmsvep120.d11 05.10.13 455328 i c0el864a9%9aed68619664afleb3692d6ea2b7e27c402e5e8968b66a82
01-38 cce963le

78lmsver120.d11 05.10.13 970912 ) 401b10845p788£f48d3701149ce52bb8133336c47d4d9048bd0b2d303
01-38 5e4d2ff6

79MUTLoc. d11 16.07.18 63776 i fcfe8ceb5ed0e6f906ble23081dd72a9cbbec7fefdcb8e324dc4190e4f
18-18 a8813326

16.07.18 f1£f8b64def2e3f021b8885ba5669dc37e5723b83efclb7681b08decle
80[nappsrcx.dll 18-18 197584 - 5029474
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81lnfio 1 16.07.18 104312 18d9e445e1750fcb40a00eb2fcbecfaldfefcal3a2097ce9246bfb5d24
- PP 18-18 51278836

L 16.07.18 e3712b9%9fd974c1320734doc27b5cofcd3a’737chad44216e25246d7d99
82notifierloc.dll 18-18 26352 19642911

16.07.18 8178e5dfb403712fd5fcc2fd01feea73269876c55ed4af7c¢£d08c9615
83[ntfsstrm.ppl 18.18 | 34800 1805a29f

84loassrc.d11l 16.07.18 200712 47fdb0908b12f5eb590683faf985al12f5ddob374a77b£f476a7029364
18-18 c266f451

85lodssrc.dll 16.07.18 484920 e66ldb7elaefdf26be9b3e498353f8a4fd596dlce86cdf818851£9¢c4
18-18 6cbdafc4

86lpacked io.dll 16.07.18 58656 06e087£75c45d2544c8d0db9%dcd28d1lb2cb3f45526a5a94bd46420d92
— 18-18 4c24d6al

87 bbassdma 1 16.07.18 20616 95a3¢c987£f1¢c2b25329d953ab0fde9502el1bdb395d97807b43920a%a9
P P-pP 18-18 76955cc6

88lpatch.exe 16.07.18 369784 929a9f8aa81d6fed7a5a79£9858db7200d0183e2¢c7£f£39d%aba73fle
18-18 13aa84c?

16.07.18 d5157a6c54c285¢c7¢c54585f¢c4£43222¢c8a577a11de00e2878242dct6
89|perfentr.dll 18.1g | 86216 84883932

90|prioader.dll 16.07.18 157888 ebacaa3c67c68522ada34da39ee5a86da%9ab5913750cb075588499142
18-18 del0caz2le

91lorooma 1 16.07.18 76304 a8487afdfdla2f170d%act7fe27440d6268alal3caec976ec5c50a956
propmap.pp 18-18 f01c0e3a

92lprsegio 1 16.07.18 31152 9a1085c09c47756af650dd15cd0046al1622a825b81£40b5£1771892d
213 18-18 56£05727

. 16.07.18 db9027e55451a358ea6d3cfa882077783a890f1d40fcfelo0c5c00af
93|prutil.ppl 18-18 38960 c253139b

94 |quantum 1 16.07.18 31152 799cb7e31389387bfdd4efdd32bad72bc99cffa87b140896¢c733a42d
! PP 18-18 7T6balfcc

95|rar 1 16.07.18 94528 608elb45cb3b73023a3ead2b2e016c8f011fc31clc3cl560£530a03a
. PP 18-18 81568205

96|regma 1 16.07.18 31152 5eed71c51£30144£150d737eeda2164665401687be8f002c6e2e5767
p.pp 18-18 1f41b9%e4

16.07.18 e38a7ebad83d0f31£f425f437b5363e064102c3e3efla?24406c30d4494
97|scagent.dll 18-18 228032 fa6e6020




106

643.46856491.00084-03 30 02

16.07.18 6cd9acac3ed55dbl83eal2744cebdee?2725a8ae86b3b73ebdabae6745
98|scandll.dll 18-18 142472 0db64£b1
99lscrchsre.dil 16.07.18 154424 304a13d5ab04f5abbf8d5797073ead46853690869cb809%9e011cf32bl
18-18 8463f70c
10 sfdb.ppl 16.07.18 50344 e352ecfdecb5d352d3951926ba683776de99831aa08£f7d9774d2ed439
0 18-18 188a39e4
110 shellloc.dll 1?-.5_71.;.8 63264 7db97044cbe7fc4262f8ab4bzgéggggzb7lalo441308e3de0e8404ce
120 ssleay32.dll 1?-.5_71.;.8 325152 b96l73b360374bd76Cf3e36ez;$é3£2k2)k6)8f6afle4d46fbd4l790€4935
10 16.07.18 5f59e6b677fd34cacc026230530ca32228022922638c754c7cbal9b5s
5 [stdcomp . ppl 18.18 | 2°968 d0099e77
10 stenum? . ppl 16.07.18 137680 dbfeef748a62a3eedd02fdbcdedcdcc82256858c98140e8c24defabd
4 18-18 811blcdc
10 16.07.18 6c85d17d642a453db7928dbfbd58b4abb79013e814aa5048c19b29%fa
5 storage.dll 18-18 272152 A4£32630b
10 stored.ppl 16.07.18 25968 38e40280alabe63664ac3d80514bf25falbb4b630claz24a33e35d943
6 18-18 de2d2ee’7
10 streamio.ppl 16.07.18 29104 dfe6970c58862f26df1d55e295372714e6942898bc05703570fb0f1d
7 18-18 cl3lea’e
10 substio.ppl 16.07.18 30128 05f9149160f68d69%9aeclb3e87d7ec9c435eddc6590929dab869f47a7
8 18-18 4e159cf4
10 superio.ppl 16.07.18 26992 16db44c962afd7731e55d2403d5¢c11d3a46182b827d83¢c3e386d807¢c
9 18-18 ecd8bl18
11 tempfile.ppl 16.07.18 28080 d4a38cd50d8fbfb6715¢c9ebc0201d94fccaea?2df361878600b33bc230
0 18-18 49421e3e
11 thpimpl .ppl 16.07.18 39472 cb8df21ec58073c65af82786b51ca8dec07b2bb3f43£f2a0£f£83¢c098
1 18-18 05e78d87
11 timer.ppl 16.07.18 30640 5cdf4f2843c9b4£f539fb0b8335e3b94c847be07a289cb57ea6a9268f
2 18-18 3c0e9525
11 tm.ppl 16.07.18 31664 e987c6af26a80625ee9a7d698c3e63c74d0fe32b253373b427¢c5a886
3 18-18 cc913172
141 uds . d1l 1?.5_1.;.8 317864 3e8acebc938l984(:871ff643§(6:g?22%3787fa96ba33f1b8f4527a4af
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11 . 16.07.18 c9fb2e44c3b7991520cf03e8b9%947baale8dob5dd719efb3bbdd826d1l
5 unarj.ppl 18-18 30128 B 5cedaa’79
11 UniArc.ppl 16.07.18 37872 _bef62f95f06303cab74fd2af8985a26dc7a4ae6fffbdfclb47a69078
6 18-18 2fa65634
11 unlzx.ppl 16.07.18 31728 |188c2dcb9aceba807£d52020ddbc442201b£1569a847£e8£a366810b
7 18-18 c7aelaz28
11 16.07.18 10£3194e4e5b632ca%989cb7aa55df162d2fb0479263cad4c014543a35
8 unreduce.ppl 18-18 27568 - 773629%ed
11 . 16.07.18 e5cd92ab730d6f3f52b503¢c931bl6de56e5c8946b4571d76£891b7a6
9 unshrink.ppl 18-18 26992 - 9172724
12 16.07.18 982b0292d382¢c386d8788cba7c6441e445a3d2167c22ebab58260a27c
0 unstored.ppl 18-18 26480 - 1b3cfa71
112 updater2.dll 1?_5_71'381027576 i 916312948208cc380ec70e772§g§83§215c449alababc53cf3e546bc
122 updater facade.dll 1?-.371.;.81005200 _f493b476af38a49e2d440ed05§2532233bd662a817511933051968451
132 vecorlibl20.dll O%.]Z-I._(;.SB 247984 _52a82db38a479c6d9a8e6lle?ﬁééiigic53eflcd9255e789567126cl
12 vmarea.ppl 16.07.18 29040 i 2c1710c952613ada8896f0ac7073b3527a727£37272089430bacdo6d
4 18-18 f6b63c03
12 wdiskio.ppl 16.07.18 36336 i 6£7d41d14641230403a7db3a3818dfac071843e24c89d9d0897546e4
5 18-18 821c4do1
12 winreg.ppl 16.07.18 45168 ) c60d742d26dal35f033clfbae88fa37f2eb34aledal3ded7642a80ce
6 18-18 9eb4414b
12 . 16.07.18 e2b9728fc84cde7b6c90492e2119842ed0bafcbblce094411bfbl966
7 wss_client.exe 18-18 70104 - 36ec1231
12 xorio.ppl 16.07.18 26992 i 35e835474b67cfc696b812e98a5e4a3b8cdf3c960208d613206fblee
8 18-18 0b21f07e
. 4543562 4523f5e2£f8a2b3446065650£2193e£f8e008caa2987b1add439258£fb0
utoro: ¢aiijion - 128 A 0 70c76£32
Karanor C:\WSEE\drivers\x64\wnet\klam\
12 klam.sys 06.06.18 425160 _ 9¢c4d6e97546b0f568c51debfe01a2303c291dede2760f64ctd247b27
9 13-24 39663861
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uToro: ¢aiijos - 1

425160

0

9c4d6e97546b0£f568c51debfe01a2303c291ded4e2760£64c£d247b27
39663861

Karanor C:

\WSEE\drivers\x64\wnet\klfltdev\

13 28.04.17 4codddcd4170677b7a168685463901bab47a40040fb29983f557f64f
0 klfltdev.sys 15-36 59616 - 083a15f9
. 4c6dddcd4170677b7a168685463901ba547a40640£fb29983£557f64f
UTOro: (paiijaos - 1 59616 0
083al15f9
Karasnor C:\WSEE\x64\
l3ebloader exe 16.07.18 73206 _beb54f7daad82€388629b124d567llb2760b53273c62c6le67feo54
1 ) 18-18 548c8b80
13 . 16.07.18 72a981d802d8953b4cbbccda®9401d8d35ca3db0543a94e53a119d9%a6
5 exploitblocker.dll 18-18 644592 - 92228804
13lo ing.dll 16.07.18 191648 _ZdO82cc98d45f3030f002b9c9b1b033422b6b948a5df7d992e650b23
3 |[-°99tna- 18-18 2df46087
13 04.10.13 2d0£fd105dd71ac9917eb610a82e9%9a5f4db7ed3f5c7ee82e888cblce9
4 msvcpl20.d11 9958 660128 - 50eb72c5
13 04.10.13 e3a6085a4956668835700ea56507486bca86ced28939264eab008d14
5 msvcrl20.d11 99.58 963232 - 435eabfS
13 16.07.18 5b9c250d49b6b%b98e4c9030144349d8f8b5df80b8a6581dad903cld
5 perfcntr.dll 18-18 110640 - 54584391
13scagent.dll 16.07.18 336600 14d62289090451b78a0273dc226a3cf509e029467a£4bc069960b8926
7 18-18 23ecaba3l
13 . 04.10.13 147fecb5284cdal?2ae216121a40af244422f264911dceb588ded4104cfo
8 vccorlibl20.d11 9958 356528 - 20317898
6882c1769¢c292d2125blacl3d7ede5a40 2ed1447b£f4954 1
R (e B 3336664 0 c c ac ede5a40cc8e52ed bf495435ae
5f622a94
£d8187ce7190£648b393912 2 £fdi12d7e27 fa4dl
BCETO: daiios - 138 4925702 0 ce 39 6?22262329aa dl2d7e27b9%9efad4155839

Koney
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ara JINH
N HNms daiiaa C()I3[I[3HI/I I[.]mun = I[a, KC
1101 a OaiiT e
Karanor C:\WSEE\
1 ladvdis.ppl 16.07.18 71184 |4e40b76706ed27e5176e613d5ca8cdb55¢c12¢2b9¢c7682c08b9¢c31e07
18-18 43e695d1
16.07.18 23b65dbef3b21971d2adc299c3b06bdcf5fcel7e7315fa5d427£0685
2 |lak_auto.dll 18-18 291392 - 94452623
3 |ax conn.d11 16.07.182921632 _b834l679lfb03a3ll665cb34e6dlbl9739eb5cf201d84lefc88b559b
- 18-18 abbloec7a
16.07.18 2534fb36£f599144c865755e4b18fe9c2d3311a0afle773aee93cb6fb
4 laklog.dll 18-1g | 140240 - edflc57d
5 lanticryptorx.dil 1?-.5-71.;.8 109040 i 3a6lbdf099863824d3bb06322222;2€17)fd29ala5be48569e74324feb
6 larj.ppl 16.07.18 38960 |d02a4d41c9625672£5535007ef7ac78c40a2877651a426db6baddf0a
18-18 f6£39178
7 laripack.ppl 16.07.18 33264 _d7d9e9b4d6ed2e781blflc972da6674f66240283b2097385961364ac
18-18 ab20e3c4
8 laviib.ppl 16.07.18 32240 i 822565f90£f4126e728201£d00285elc6eal311729£8c4d197c8beddc3
18-18 04a052ec
9 lavpl.ppl 16.07.18 125664 _b8dOl696a40374d03efa7lOcalcf4l96d8a80737fO9395a9a73db2e3
18-18 3d27cac9
10|avp3info.ppl 16.07.18 34736 i c2fa072286ee496789f7d6dfd3albf40309pb31af09e229477113969
18-18 0cd4bbe69
11|avpgs . ppl 16.07.18 115816 i 867983dc041eb7837081198ab27b2c68efe8874eba270781518df63e
18-18 5ae0fab3
12|avpmgr . ppl 16.07.18 61280 i c0297957¢c4687023289%9acabbd%e4dcd5628000953¢ce2bc23979820fb
18-18 4p9f9179
13|avs.ppl 16.07.18 980328 _ 218a97d7c727263ee84d2b4db5ec970b7989f94572850£187650842b5
18-18 bcd445965
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14lavscan.dll 16.07.18 314912 _45eb2616498f557d278366Cd057830b7f052234274df48661612b3l9
18-18 3ae988de
15|avsom 1 16.07.18 46192 _b20f8a63cdffec80dlda8fba7df378675b6d3d3b06b81070fd33954b
pm.pp 18-18 46974e80
16.07.18 02cd96d9elff4a2cb3602ad2a97b577775966e303bef768410aedcec
16[oase64.ppl 18.18 | 28528 - b7b56b17
16.07.18 0d918509966£f0379873b96cdo8c5bblc570d2e805f73e44e7£431a23
17 |base6dp.ppl 18-18 28528 - b6ed 7117
18btdisk.ppl 16.07.18 38384 _d4a07306936aa8b3fl73bdlle56cfe668bbf580b82c6ffcf965819a7
18-18 ae20c29a
. 16.07.18 535f8df7b8lafe3cea973ccd4732aecabf2acleaabflbelacdeecle6f7l
19[btimages.ppl 18-18 34224 - 61577dc3
16.07.18 S5ecac28cla%abe269%9a7a47b28e66068013cc8celb400ed3fddc9ae89
20[buffer.ppl 18-15 | 28016 - 4454315fF
21lcab 1 16.07.18 37936 i 0Deal6ca231180f8afe0544ca34335191428c1b9dfal29fc71lc2cfb4f
PP 18-18 8c5672df
22 lconn res.dll 16.07.18 25840 i 63£f4£33d97d764eel8c3e64c9eefbf72e2784aca71al33a0d300bct6b
- 18-18 aac070b6
16.07.18 fa708f51b018ccbebabbdfeec’8aa43bb86ffd8e563cff96457b1171
23|crpthlpr.ppl 18-18 83592 - 55c1cbeb
01.02.10 4ca260098b65c5429124d72e101£fb1740£52b868ae7a8ccecc78513e
24|dbghelp.dll 11-27 1213200 - S6ddfle?
o5 laplite.d1l 19.07.17 651408 ) 9e24500d2dcfoafl103856b97e4069fbc36b2cb909809bp05f0a7cb9ab
11-10 35d311a?
16.07.18 255607ad0a0978d96fd6420b8500e07aef32684a22e£f81d0d455033F
26|deflate.ppl 18-18 40048 - 49ceddld
27ldevice control.dll 16.07.18 139672 _aff05d93f75c9879052ed4c3cfc4e92c39acdff59a83fdc769c306fa
— 18-18 644369ct
28ldma 1 16.07.18 26992 |0273d56ec5d8ad401lc7a86acdl5e3cc571283d59c0dddec56c3384546
P.pp 18-18 428aca0d
16.07.18 ca9e4e5999c2640e320c70£540ad0009979226feb8fe6c32b7b44d71
29|dtreg.ppl 18-18 | 67994 - dfe99ede
0leviocres.dll 16.07.18 143312 |eeaddec231d15b8b58lallabecb3c44aa07e£57151ce6d012d1le7b772
18-18 a860f064b
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16.07.18 567093895c507620afb71c3a9%9a54a96£f2d£f92d7028e981b58927104a
3llevliogmsg.dll 18-18 202008 8980bc33
16.07.18 41 fcb5aec8960bd41£f117c9%9a97ballfceeadb30beb0bl11021985ac88
32|explode.ppl 18-18 30640 36445779
. 16.07.18 a8f2847bdae26c2bbb389%a0acbele7aad595b62744b2388640a717a7
33lexploitblocker.dll 18-18 565688 £5729967
. 16.07.18 987693789da7fb2c22a806c983994¢c9312bee083ddcl22e47a095¢cha
34|filemap.ppl 18-18 33264 d466b5998
35|Fimonitor.dll 16.07.18 169272 b0d2da7482d5d250ee202e8£f5a22896eb931el6ef3ed7b0e50db8b5b
18-18 d36407ce
16.07.18 e370eaaf826f36dl2c3f2eed67f5fala8aadccc9b9chdo9626f2ccach
36|fsdrvplg.ppl 18-18 28080 82bdcb80
37|£ssync.dll 16.07.18 72720 d4b9139db5e8al0f5e8c0192ea8bl2891a6b31022f532¢c25b7e7b340b
18-18 8dabebeb
16.07.18 89a9d8f70051db35aa355e37e72b2065d3680aec05b5823165339df0
38|HASHCONT .ppl 18-18 25968 933770 f
39|hashmds . PPL 16.07.18 29104 0b2£f266770d4becb54f61c5917ead43cbhe85167cde2128b3161ffc2da
18-18 29934a7c
40 hcem 1 16.07.18 25968 954216304a02a4083e758567¢cc8410e0a2880ed85e2b14797396255b
P-pp 18-18 157afd3b
. 16.07.18 41fef9c9504ea8cd20909%9eda70222a29%a07£9¢c8c3258985809ccb4dlc
4]|icapsrecx.dll 18-18 520096 00be5900
. 16.07.18 dO0afcb4dd0be8£f38ee%9ed64a28514658dc6al3c577£693bd1092680c
42|ichk2.ppl 18-1g | 34800 bldd2e92
. 16.07.18 781b5557¢c2fbd4643ec20b666074c1lc277£90d71b27772442838b6c90
43|ichksa.ppl 18-18 31664 4929404
. 16.07.18 f0f8127f6al72308e9feeel3cdb002d2bcddc20e0f25£f6625d2be8fba
44{inflate.ppl 18-18 40496 cdo6fc7bb
45linifile 1 16.07.18 36848 5ad7b2b2fd3b%e131cb44cdb647ab3c64db8ba72e6b40dfd4a29c£0d
-PP 18-18 3b5F7116
46|iwaen 1 16.07.18 31664 e012dbddlcdcb5cafb4189c570322797¢c4b858c368c3744b8f9¢c8505e
gen-pp 18-18 e73a5a7c
16.07.18 09e0609f1dfdcbd7£f097b5575bea81081da729de29f£93d967bb03c7
47|kavfs.exe 18-18 5088056 5487bbe
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16.07.18 e94e9%9adb984af64afde73662b1098b57efcd251bde65b5702e2£92cf
48|kavfsauto.dll 18-18 1695160 TE244212
16.07.18 9de7dcbe8af6357c461790a853e96e808b4dcfbd7894¢c2017d42a9295
49[kavEsgt .exe 18-18 |1609296 023f4£d5
. 16.07.18 d8b4152fede66665ef9dadaf00d51b62ecf0bl160325e0e71383f49%e
B0lkavismui.exe 691904
18-18 08c57568
51|kavEsscs. exe 16.07.18 121000 d7561ea904ed9%ebdfd3def7ff3c5fe5068715¢clb2ecf89d6c25dfdbb
. 18-18 13274577
16.07.18 34854884501 7aa66b732fa743a0543069380b736158a485c369%b6cac
52|lkavfsslp.dll 18-18 3063448 bAdf04ch
16.07.18 848c3f69¢chbl8b5728868914ae88ce9de612e3194f45342cf05eclbfe
53|kavfsslpps.dll 18-18 28080 29905339
16.07.18 c4a32c321bb30c90ddb97a1306c6d34c700cafd4c2de98c887392afd2
54lkavfswh.exe 18-18 77328 6fb9%e419
55 kavEswp . exe 16.07.185082752 414587e61faf3020e34c65d8elc761936c7fe465b3b5052607el15a3d
18-18 2a8cbele
56|kavshell . exe 16.07.183894136 381845cl18febe2ec9d9245db6de3£f454d5d5f1b9704c516ballba63?
18-18 a%9lac4dc4
16.07.18 128e4b06867790£3d641766£9d9dc82d24e83675¢c8e91962fadd46e65
57|kavtray.exe 600984
18-18 0318dec8
16.07.18 217fccd42b39%9a5324b8d5081cbed406add424c6caatf906c0512841d420
58|kavtrayr.dll 18-18 37808 1653a7d1
59|k1 service.dll 16.07.18 714792 c880dclc2cd4edlbiddcbeee?291f3bad056c3a8bfoccab24a3cbhb4alll3b
- 18-18 83343c2a
. 16.07.18 b58fcl9%0adl13331162f£f£f884c2532d14dfd1af2943£f11a1694e32d58
60|klav_engine.dll 18-18 55016 68da4d76
16.07.18 e5e9614b1a8669510b8aa62dcf0219£935852£f5¢c35712898debc3bed
6llklavsys.dll 18-18 68504 SESLA0F6
62ksn facade.dll 16.07.18 1320544 b22efabcdel3aaffl1£58dff68c903e9a07855135£307398627ada7baf
— 18-18 ecaabe95
. 16.07.18 8271bf5f200ecaecee528d78f781db397eedf2608e6d29ffd9%a3ba3b4
631 1lio.ppl 18-18 | 28592 8b6b0£2b
16.07.18 703af1029%9a059a23292bl41lcad3cd4a8ceecac610183c2laeb70cfdefc
64|1ha.ppl 18-18 47784 c3b3c8de
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) 16.07.18 06ac68dad76874533000del175b99dea®54a361410ab0b79f6f25d£853
65|1libeay32.d11 18-18 1423936 - da6dcdf3

licensing product facade |16.07.18 ba2ad4390aeb34e3d1d751a568d51252ad60081c2£f508cl14f766b8led

66 - - 1147648 -

.dll 18-18 ecceallc

6711ist1oc.d11 16.07.18 143312 i £f8176e15debfbb09095629faabl2a2edebcd60f59daaec265cal2ecleb
18-18 cafeladc

. 16.07.18 0bd045b1d£f5913b070796a02807bb9cfcl1605098d69%e4dfel3aff571d
68|logging.dll 18-18 137112 - 2613379

69 mailms 1 16.07.18 73176 |4dd456d991ea59c2ffa22e939e7bb52128495eblddabf4bf08cl9f2e
g.pP 18-18 c6a09712

70|ndb . pp1 16.07.18 61792 _eOeCZbaf64l94aOef453cd4lbbdfb22908ld72d84b9076d5f73d07bf
18-18 el7ebele

71 Indma 1 16.07.18 27568 i 2c9bc29dd9726711e5ef102d1£fb18£f54e0612822b3477aeldf304b0db
P-pP 18-18 d418cbf6

72 lnemmodsc 1 16.07.18 43120 i fe32d0d97cf£f40710£0a35978d17£f74£f15b0e6££d952203908b5db20
. PP 18-18 1£a7969b

73lmemscan 1 16.07.18 39920 i 39f74£c£29328714225a15bf6f08beadl361553afbf27d5c4517a44a
. PP 18-18 98078412

Z4lminizi 1 16.07.18 43120 i 7a620fc63e975¢c949%ecd4fb9da770964050d0e096dd6£89ec09bp333b5
P-PP 18-18 5551f0ch

75 lmkavio 1 16.07.18 31152 i f97ee92fe2e3f5341cedfd85465efe2c05de79fbad02012afa7559d2
. PP 18-18 81095708

76 Imsoe 1 16.07.18 83080 ) 6197b5bfad93e3b235e800£447ffbd4d91fb388d54d028310b90c922
-pPp 18-18 3de8e189

77lmsvep120.4d11 05.10.13 455328 i c0el864a%aed68619664afleb3692dbeal2b7e27c402e5e8968b66a82
01-38 cce9631le

78lmsver120.d11 05.10.13 970912 i 401b108450788£f48d3701149¢ce52bb8133336c47d4d%9048bd0b2d303
01-38 5e4d2ffo

79MUTLoc. d11 16.07.18 63776 |fcfe8ceb5ed0e6£906ble23081dd72a9cbbc7fefdcb8e324dc4190e4 £
18-18 a8813326

16.07.18 f1f8b64ef2e3£f021b8885bab5669dc37e5723b83efclb7681b08decle
80|nappsrcx.dll 18-18 197584 - 502947 cd

. 16.07.18 18d9e445e1750fcb40a00eb2fc5cfaldfefcal3az2097ce9240bf55d24
8linfio.ppl 18-18 104312 - 51278836
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16.07.18 e3712b9%fd974¢c1320734d6c27bbcofcdl3a737cbad44216e25246d7d99
82lnotifierloc.dll 18-18 26352 19642911
16.07.18 8178e5dfb403712fd5fcc2fd01feea73269876c55ed4af7¢c£d08c9615
83[ntfsstrm.ppl 18-18 34800 1805429 f
84loassrc.dll 16.07.18 200712 47fdb0908b12£f5eb590683faf985al12f5ddob374a77b£f476a7029364
18-18 c266f451
85lodssrc.dll 16.07.18 484920 e66ldb7elaefdf26be9b3e498353f8a4fd596dlce86cdf818851f9c4
18-18 6cbdafc4
. 16.07.18 0e087f75c45d2544c8d0db9dcd28d1lb2cb3f45526a5a94bd46420d92
86|packed io.dll 18-18 58656 4c24d6al
87 loassdma 1 16.07.18 20616 95a3c987f1c2b25329d953ab0£fde9502el1bdb395d97807b43920a9%a9
P P.Pp 18-18 76955cc6
88lpatch.exe 16.07.18 369784 929a9f8aa81d6fed7a5a79£9858db7200d0183e2¢c7£f£39d%ab6a73fle
18-18 13aa84c?2
16.07.18 d5157a6c54c285¢c7¢c54585f¢c4£43222¢c8a577a11de00e2878242dcf6
89|perfcntr.dll 18-18 86216 84883937
90|priocader.dll 16.07.18 157888 ebacaa3c67c68522ada34da39%9ee5a86da%9a5913750cb075588499142
18-18 dé60calle
91 |propmap. ppl 16.07.18 76304 a8487afdfdla2f170d%acf7fe27440d6268alal3caec976ec5c50a956
) 18-18 f0lcOe3a
92 lorseaio 1 16.07.18 31152 9a1085c09c47756af650dd15cd0046al1622a825pb81£f40b5£1771892d
prsegio.pp 18-18 56£05727
. 16.07.18 db9027e55451a358ea6d3cfa882077783a890£f1d40fcfel60c5c00af
93[prutil.ppl 18-18 38960 c253139b
94 |ouantun 1 16.07.18 31152 799cb7e31389387bfdd4efdd32bad72bc99cffa870140896c733a42d
q PP 18-18 T6balfcc
95|rar 1 16.07.18 94528 608elb45cb3b73023a3ead?2b2e016¢c8f011fc31clc3cl560£530a03a
.PpP 18-18 81568205
96 |reqma 1 16.07.18 31152 5eed71c51£30144£150d737eeda2164665401687be8f002c6e2e5767
gmap . pp 18-18 1f41b9e4
16.07.18 e38a7ebad983d0f31f425f437b5363e64102c3e3efla24406c30d4494
97|scagent.dll 18-18 228032 £a606020
16.07.18 6cd9aeac3edb5dbl83ea2744cebdee?2725a8ae86b3b73ebdabae6745
98|scandll.dll 18-18 142472 0db64fb1l
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99lscrchsre.dil 16.07.18 154424 304a13d5ab04f5abbf8d5797073ead46853690869¢cb809%e011cf32bl
18-18 8463f70c

10 16.07.18 e352ecf4ec5d352d3951926ba683776de99831aa08f7d9774d2ed439

o [sfdb-ppl 18-18 | 0344 188a39%e4

110 shellloc.dll 1?_.5_71.;8 63264 7db97044cbe7fc4262f8ab4b§iélgg;g(9ib7lalo44130863d6068404ce

120 ssleay32.dll 1?-.5_7]-.;.8 325152 b96l73b360374bd76Cf3e36e§§é222é28f6afle4d46fbd4l790e4935

10 16.07.18 5f59%e6b677fd34cacc026230530ca32228022922638c754c7cbald%b5

3 [stdeomp.ppl 18-18 | 22968 d0099e77

10 16.07.18 dbfeef748a62a3eedd02fdbcd4edcdcc82256858¢c98140e8c24defabd

4 stenum?2.ppl 18-18 137680 811blcdc

10 storage.dll 16.07.18 279152 6c85d17d642a453db7928dbfbd58b4abb79013e814aa5048c19b29%fa

5 18-18 df32630b

10 16.07.18 38e40280alabe63664ac3d80514bf25fal5b4b630cla’24a33e35d943

g [Srored PRl 18-18 | % de2d2ee?

10 streamio.ppl 16.07.18 29104 dfe6970c58862f26df1d55e295372714e6942898bc05703570fb0f1d

7 18-18 cl3lea’7e

10 . 16.07.18 05f9149160f68d69%9aeclb3e87d7ec9c435eddc6590929dab869f47a7

8 substio.ppl 18-18 30128 4e159cf4

10 superio.ppl 16.07.18 26992 16db44c962afd7731e55d2403d5¢c11d3a46182b827d83¢c3e386d807¢c

9 18-18 ecd8bl18

11 tempfile.ppl 16.07.18 28080 d4a38cd50d8fbfb6715¢c9ebc0201d9%4fccaeca’2df36187860b33bc230

0 18-18 49421e3e

11 thpimpl .ppl 16.07.18 39472 cb8df21ec58073c65af82786b51ca8deoc07b2bb3f43ff2a0££f83c098

1 18-18 05e78d87

11 timer.ppl 16.07.18 30640 5cdf4£f2843¢c9b4f539fb0b8335e3b94c847be07a289%cb57€¢a6a9268f

2 18-18 3c0e9525

11 tm.ppl 16.07.18 31664 e987c6af26a80625ee9a7d698c3e63c74d0fe32b253373b427¢c5a886

3 18-18 cc913172

141 uds . dll 1?-.5_1.;.8 317864 3e8acebc938l984087lff643$§2?2233787fa96ba33flb8f4527a4af

11 unarj.ppl 16.07.18 30128 c9fb2e44c3b7991520cf03e8b9%947baale8deb5dd719%efb3bbdd826dl

5 18-18 5cedaa’9
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11UniArc.ppl 16.07.18 37872 |bef62£95£06303cab74£fd2af8985a26dc7adae6fffbdfclb472a69078
6 18-18 2fa65634
11 16.07.18 188c2dcb9%aceba807£d52020ddbc442201bf1569a847fe8fa366810b
y unlzx.ppl 18-18 31728 : c7aela28
11 16.07.18 10£3194e4e5b632ca%989cb7aa55df162d2fb0479263cad4c014543a35
8 unreduce.ppl 18-18 27568 - 773629%ed
11 . 16.07.18 e5cd92ab730d6£3£f52b503¢c931blode56e5¢c8946b4571d76£891b7a6
9 unshrink.ppl 18-18 26992 - c9172724
12 16.07.18 982b0292d382¢c386d8788cba’c6441ed445a3d2167c22ebab58260a2’c
0 unstored.ppl 18-18 26480 - 1b3cfa71
%fupdaterZ.dll 1?31;8102E76 _9163129482080c380ec70e772§;§83§jl5c449alababc53cf3e546bc
122 updater facade.dll 1?-.8(;)_71.;.81005200 _f493b476af38a49eZd440ed05§§§32233bd662a8175119330519684a
%fvccorliblZO.dll O%i%;3 247934 _52a82db38a479c6d9a8e6lleggéigizic53eflcd9255e789567126c1
12 16.07.18 2c1710c952613adaB8896f0ac7073b3527a727£37272089430bacd66d
4 vmarea.ppl 18-18 29040 ; fob63c03
12 wdiskio.ppl 16.07.18 36336 i 6£f7d41d14641230403a7db3a3818dfac071843e24c89d9d0897546e4
5 18-18 821c4d0o1
12| . 16.07.18 c60d742d26dal35f033clfbae88fal37f2eb34al0edal03ded7642a80ce
5 winreg.ppl 18-18 45168 B 9eb4414b
12 . 16.07.18 e?2b9728fc84cde7b6c9492e2119842ed0bafcbblce094411bfbl1966
7 wss_client.exe 18-18 70104 - 36ec1231
12 . 16.07.18 35e835474b67cfc696b812e98a5e4a3b8cdf3c960208d613206fblee
g [rorio.rpl 18-18 | 20992 ) 0b21£07e
. 4543562 4523f5e2£f8a2b3446065650£2193e£f8e008caa2987b1ladd439258£b0
urToro: ¢aiizion - 128 4 0 707 6£32
Karanor C:\WSEE\drivers\x64\wnet\klam\
12 klam.sys 06.06.18 425160 ) 9¢c4d6e97546b0f568c51debfe01a2303c291dede2760f64ctd247b27
9 13-24 39663861
. 9c4d6e97546b0£f568c51debfe01a2303c291ded4e2760£64c£d247b27
UTOro: (paiijaos - 1 425160 0 30663861

Karanor C:\WSEE\drivers\x64\wnet\klfltdev\
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13 28.04.17 4codddcd4170677b7a168685463901bab47a40040fb29983f557f64f
o [k1fltdev.sys 15.36 | 29616 - 083al5f9
. 4c6dddcd4170677b7a168685463901ba547a40640£fb29983£f557£f64f
uroro: gaiijios - 1 59616 0
083al5f9
Karanor C:\WSEE\x64\
13 ebloader . exe 16.07.18 73296 i fb0b54f7daad82e388e290124d56711b2760b53273c62c6lec7£fe054
1 ) 18-18 548c8b80
13 . 16.07.18 72a981d802d8953b4cb5ccda?2401d8d35ca3db0543a94e53a119d9%a6
5 exploitblocker.dll 18-18 644592 - 92228804
13 1ogaing.dll 16.07.18 191648 _2dO82cc98d45f3030fO02b9c9blb033422b6b948a5df7d992e650b23
3 |*°99+nd- 18-18 2df46087
13 04.10.13 2d0£fd105dd71ac9917eb610a82e9%9a5f4db7ed3f5c7ee82e888cblce9
4 msvcpl20.d11 99.58 660128 - 50eb72c5
13 04.10.13 e3a06085a495606068835700ea56507480bca86ced28939264eab008d14
5 msvcrl20.d11 9958 963232 - 4350abf8
13 16.07.18 5b9c250d49b6b%b98e4c9030144349d8£8b5df80b8an581dad903cld
5 perfcntr.dll 18-18 110640 - 54584391
13 scagent.dll 16.07.18 336600 i 4d62289090451b78a0273dc226a3cf5b%e029467afd4bc069960b8926
7 18-18 23ecabal
13 . 04.10.13 147fecb5284cdal?2ae216121a40af244422f264911dce588ded4104cfo
8 vccorlibl20.d11 9958 356528 - 20317898
6882c1769c292d2125blacl3d7ede5a40cc8e52edl1447b£f495435ael
uroro: dhaii;ios - 8 3336664 O cribIe actig eoe-asicctiesce ae
5f622a94
£fd8187ce7190£648b3939126505d28939%aafdl2d7e27b%efadl
BCET'O: daiinon - 138 4925702 0 ce 1 e296830 aa e27b9efadl5>5839

Kouney

Microsoft(R) Windows(R) Server 2003, Enterprise Edition Service Pack 2 x86 at WIN2003X86-

5015
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ara JINH
IJ::'; Nms ¢aiina C()I3[I[3HI/I I[g:ﬁ};a’ I[a, KC
| CTPOK
Karasior C:\WSEE\

1 ladvdis.ppl 16.07.18 71184 |4e40b76706ed27e5176€613d5ca8cdb55¢c12¢2b9¢c7682c08b9¢c31e07
18-18 43e695d1

16.07.18 23b65dbef3b21971d2adc299c3b06bdcf5fcel7e7315fa5d427£0685
2 |lak_auto.dll 18-18 291392 - 9d452e23

3 |lak conn.dl1l 16'07'182921632 _b834l6791fb03a3ll665cb34e6dlbl9739eb5cf20ld84lefc88b559b
- 18-18 abbloec7a

16.07.18 2534fb36£599144¢c865755e4b18fe9c2d3311alafle773aee93cbofb
4 laklog.dll 18-18 140240 - cdfle57d

5 lanticryptorx.dil 1?-5_71.;.8 109040 ) 3a6lbdf099863824d3bb06322222;225&129ala5be48569e74324feb

6 lari.ppl 16.07.18 38960 |d02a4d41c9625672£5535007ef7ac78c40a2877651a426db6baddf0a
18-18 f6£39178

7 laripack.ppl 16.07.18 33264 |d7d9e9b4d6ed2e781b1£1c972da6674£66240283b2097385961364ac
18-18 ab20e3c4

8 laviib.ppl 16.07.18 32240 i 822565f90f4126e728201£d00285elc6eal3l11729f8c4d197c8beddc3
18-18 04a052ec

9 lavpl.ppl 16.07.18 125664 |p8d01696240374d03efa710calcf4196d8a80737£09395a9a73db2e3
18-18 3d27cac9

10lavp3info.ppl 16.07.18 34736 i c2fa072286ee496789f7d6dfd3albf40309pb31af09e229477113969
18-18 0Ocd4bbe69

11|avpgs . ppl 16.07.18 115816 i 867983dc041eb7837081198ab27b2c68efe8874eba?270781518df63e
18-18 5ae0fab3

12|avpmgr . ppl 16.07.18 61280 i c0297957¢c4687023289%9acabbd%e4dcd5628000953¢ce2bc23979820fb
18-18 4p9£9179

13|avs.ppl 16.07.18 980328 _ 218a97d7c727263ee84d2b4db5ec970b7989f94572850£187650842b5
18-18 bcd445965

14lavscan.dil 16.07.18 314912 _45eb2616498f557d278366Cd057830b7f052234274df486e1612b319
18-18 3ae988de

15|avspm. ppl 16.07.18 46192 _b20f8a63cdffec80dlda8fba7df378675b6d3d3b06b81070fd33954b
18-18 46974e80
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16.07.18 02cd96d9elff4a2cb3602ad2a97b577775966e303bef768410aedcec

16|base64.ppl 18-18 28528 b7b56b17
16.07.18 0d918509966f0379873b9%96cdo8c5hbblc570d2e805f73e4d44d4e7£f431a23

17 [base6dp.ppl 18-18 28528 b6ed7117
18lotdisk.ppl 16.07.18 38384 d4a07306936aa8b3fl173bdlleb6cfec68bbf580b82coffcf965819%a7

18-18 ae20c29a
. 16.07.18 535f8df7b8lafe3cea973ccd4732aecabf2acleaabflbelacdeeclenf7l

19[btimages.ppl 18-18 34224 61577dc3
16.07.18 S5ecac28cla%abe269%9a7a47b28e66068013cc8celb400ed3fddc9ae89

20buffer.ppl 18-18 28016 4454315¢€
21lcab 1 16.07.18 37936 0ea06ca231180f8afe0544ca34335191428¢c1b9dfal29fc71lc2cth4f

. PP 18-18 8c5672df
22lconn res.dll 16.07.18 25840 63£f4£f33d97d764eel8c3e64cOeefbf72e2784aca71al33a0d300bctb

— 18-18 aac070b6
16.07.18 fa708f51b018ccbebabbdfeec’8aa43bb86ffd8e563cff96457b1171

23|crpthlpr.ppl 18-18 83592 55clebeb
01.02.10 4ca260098b65c5429124d72e101fb1740£52b868ae7a8ccecc78513e

24|dbghelp.dll 1107 1213200 P
o5 laplite.d11l 19.07.17 651408 9e24500d2dcfoafl03856b97e4069fbc36b2cb909809b05f0a7cb9ab

11-10 35d311a?2
16.07.18 255607ad0a0978d96£d6420b8506e07aef32684a22e£81d0d455033¢F

26|deflate.ppl 18-18 40048 49ceddld
27ldevice control.dll 16.07.18 139672 aff05d93f75¢c9879052ed4c3cfcd4e92c3%acdff59a83£fdc769c306fa

- 18-18 0644369ct
28ldma 1 16.07.18 26992 0273d56ec5d8a4d40lc7a86acdlb5e3cc571283d59¢c0ddd6ec56c3384546

P-pP 18-18 428aca0d
16.07.18 ca9e4e5999¢c2640e320c70£540ad0009979226feb8fe6c32b7b44d71

29|dtreg.ppl 18-18 67992 dfe99ede
16.07.18 eeaddec231d15b8b581lallabcb3cd44aal07ef57151ce6d012dle7b 772

30levliocres.dll 18-18 143312 286£064b
16.07.18 567b93895c507626afb71c3a%9a54a96£2df92d7028e981b58927104a

3llevliogmsg.dll 18-18 202008 8980bc33
16.07.18 41 fcb5aec8960bd41£f117c9a97ballfceeadb30beb0bl11021985ac88

32lexplode.ppl 18-18 | 30640 364d5779
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. 16.07.18 a8f2847bdae26c2bbb389%a0acbele7aad595b62744b2388640a717a7
33lexploitblocker.dll 18-18 565688 £5759967
. 16.07.18 987693789da7fb2c22a806c983994¢c9312bee083ddcl22e47a095¢cha
34|filemap.ppl 18-18 33264 d66b5998
35|fimonitor.dll 16.07.18 169272 b0d2da7482d5d250ee202e8£5a22896eb931el6ef3e47b0e50db8b5b
18-18 d36407ce
16.07.18 e370eaaf826f36dl2c3f2eed67f5fala8aadccc9b9chdo9626f2ccach
36|fsdrvplg.ppl 18-18 28080 82bdeb80
37|£ssync.dll 16.07.18 72790 d4b9139db5e8a0f5e8c0192ea8bl2891a6b31022f532¢c25b7e7b340b
18-18 8dabebeb
16.07.18 89a9d8f70051db35aa355e37e72b2065d3680aec05b5823165339df£0
38 [HASHCONT .ppl 18-18 25968 933772 FF
39|hashmds . PPL 16.07.18 29104 0b2f266770d4becb54f61c5917ead43c5e85167cde2128b316l1ffc2da
18-18 29934a7c
40 lhcem 1 16.07.18 25968 954216304a02a4083e758567¢cc8410e0a2880ed85e2b14797396255b
P . PP 18-18 157afd3b
. 16.07.18 41fef9c9504ea8cd20909%9eda70222a29%a07£9¢c8c3258985809ccb4dlc
41llicapsrcx.dll 18-18 520096 00be5900
. 16.07.18 dO0afcbh4dd0be8f38ee%9ed64a28514658dc6al3c577£693bd1092680c¢
42|ichk2.ppl 18.18 | 34800 bldd2e92
. 16.07.18 781b5557¢c2fbd4643ec20b666074c1lc277£90d71b27772442838b6c90
43|ichksa.ppl 18-18 31664 49029404
. 16.07.18 f0f8127f6al72308e9feee3cdb002d2bcddc20e0f25£f6625d2be8fba
44|inflate.ppl 1815 | 40496 cd6fcTbb
45linifile 1 16.07.18 36848 5ad7b2b2£fd3b%e131cb44cdb647ab3c64db8ba72e6b40dfd4a29c£0d
PP 18-18 3b5F7116
46 i waen 1 16.07.18 31664 e012dbddlcdc5cafb4189c570322797¢c4b858c368c3744b8f9¢c8505e
gen.-pp 18-18 e73a5a7c
16.07.18 09e0609f1dfdcbd7f097b5575bea81081da729de29f£93d967bb03c7
47|kavfs.exe 18-18 5088056 2487bbed
16.07.18 e94e9adb984af64afde73662b1098b57efcd251bde65b5702e2£92cf
48|kavfsauto.dll 181 |1695160 7£244212
16.07.18 9de7dcbe8af6357c461790a853e96e808b4dcfbd7894¢c2017d42a9295
49[kavEsgt.exe 18-18 |1609296 023f4£d5
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. 16.07.18 d8b4152fede66665ef9dadaf00d51b62ecf0bl160325e0e71383f49%e
50|kavfsmui .exe 691904
18-18 08c57568
51 |kavfsscs . exe 16.07.18 121000 d7561ea904ed9ebdfd3def7f£f3c5fe5068715clb2ecf89doc25dfd5b
. 18-18 13274577
16.07.18 348548845017aa606b732fa743a0543069380b736158a485c369%9b6cac
52|kavfsslp.dll 18.1g 3063448 b4df04ch
16.07.18 848c3f69¢chbl8b5728868914ae88ce9de612e3194f45342cf05eclbfe
53|kavfsslpps.dll 18-18 28080 299:5339
16.07.18 c4a32c321bb30c90ddb97a1306c6d34c700cafd4c2de98c887392afd2
B4lkavfswh.exe 18-18 77328 6£b9e419
55 |kav fswp . exe 16.07.185082752 414587e61faf3020e34c65d8elc761936c7fed465b3b5052607e15a3d
18-18 2a8cbele
56|kavshell . exe 16.07.18 3894136 381845c18febe2ec9d9245db6de3£f454d5d5£f1b9704c516ballba63’
18-18 a%9la64dc4
16.07.18 128e4b06867790£3d641766£9d9dc82d24e83675¢c8e91962fadd46e65
57|kavtray.exe 18-18 600984 0318decs
16.07.18 217fccd2b39%9a5324b8d5081cbed406add424c6caatf906c0512841d420
58|kavtrayr.dll 18-18 37808 16535741
59|k1 service.dll 16.07.18 714792 c880dclc2cd4edlbiddcbheee291f3bad056c3a8bfoccab24a3cbhb4alll3b
— 18-18 83343c2a
. 16.07.18 b58fcl190ad413331162ff£884c2532d14dfd1af2943f11a1694e32d58
60|klav_engine.dll 18-18 55016 68dadd76
16.07.18 e5e9614b1a8669510b8aa62dcf0219£935852£f5¢c35712898debc3bed
6llklavsys.dll 18-18 68504 S£8H40£6
62lksn facade.d1ll 16.07.18 1320544 b22efa5cde3aaffl£58dff68c903e9a07855135£307398627ada7’7bat
- 18-18 ecaabe95
. 16.07.18 8271bf5f200ecaeee528d78f781db39%97eedf2608e6d29ffd%a3bal3b4
631 1lio.ppl 18-18 28592 8HEL0 £2b
16.07.18 703af1029%9a059a23292bl4lcad3cd4a8ceecac610183c2laeb70cfdefc
64|1ha.ppl 18.18 | 47784 c3b3c8dc
. 16.07.18 0ac68dad76874533000del175b99dea®54a361410ab0b79f6f25df853
65|1libeay32.d1l1l 18-18 1423936 da6dcdf3
66 licensing product facade 16.07.18 1147648 ba2ad4390aeb34e3d1d751a568d51252ad60081c2£f508cl4f766b8led

.dll

18-18

ecceallc
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6711 ist1loc.dll 16.07.18 143312 i £f8176e15debfbb09095629faabl2a2edebcd60f59daaec265cal2ecleb
18-18 cafeladc

. 16.07.18 0bd045b1df5913b070796a02807bb9cfcl1605098d69eddfe3aff571d
68|logging.dll 18-18 137112 - 261337¢9

69 lmai 1ms 1 16.07.18 73176 ) 4dd456d991eab59c2ffa22e939%9e7bb52128495eblddabf4dbf08cl9f2e
g.pp 18-18 c6a09712

70|ndb . pp1 16.07.18 61792 _eOeCZbaf64l94aOef453cd4lbbdfb229081d72d84b9076d5f73d07bf
18-18 el7etbele

71 lndma 1 16.07.18 27568 i 2c9bc29dd9726711e5ef102d1£fb18£f54e0612822b3477aeldf304b0db
P-PP 18-18 d418cbf6

72 lnemmods ¢ 1 16.07.18 43120 ) fe32d0d97cf£f40710£0a35978d17£f74£f15b0e6f££d952203908b5db20
. PP 18-18 1£fa7969b

73 mems can 1 16.07.18 39920 ) 39f74£fcf£29328714225a15bf6f08beadll361553afbf27d5c4517ad4da
- PP 18-18 98d78412

Z4lminizi 1 16.07.18 43120 i 7a620fc63e975¢c949%ecd4fb9da770964050d0e096dd6£89ec09bp333b5
P.Pp 18-18 5551£0ch

75 lnkavio 1 16.07.18 31152 i f97ee92fe2e3f5341cedfd85465efe2c05de79fbad02012afa7559d2
. PP 18-18 81095708

76lmsoe . ppl 16.07.18 83080 i 0197b5bfad%93e3b235e800£447ffbd4d91fb388d54d028310b%0c922
) 18-18 3de8e189

77lmsvep120.d11 05.10.13 455328 i c0el864a9%9aed68619664afleb3692d6ealb7e27c402e5e8968b66a82
01-38 cce963le

78lmsver120.d11 05.10.13 970912 i 401b108450788£f48d3701149ce52bb8133336c47d4d%048bd0b2d303
01-38 5ed4d2ffo6

79MUTLoc. d11 16.07.18 63776 i fcfe8ceb5ed0e6f906ble23081dd72a9cbbec7fefdcb8e324dc4190e4f
18-18 a8813326

16.07.18 f1f8b64ef2e3f021b8885ba5669dc37e5723b83efclb7681b08decle
80|nappsrcx.dll 18-18 197584 - 502947 cd

. 16.07.18 18d9%9e445e1750fcb40a00eb2fchcfaldfefcal3a2097ce9246bf55d24
8linfio.ppl 18-18 104312 - 51278836

Lo 16.07.18 e3712b9%9fd974c1320734d6c27bbcofcdl3a737chad44216e25246d7d99
82lnotifierloc.dll 18-18 26352 - 19642911

16.07.18 8178e5dfb403712fd5fcc2fd01feea73269876c55ed4af7¢c£d08c9615
83ntfsstrm.ppl 18-18 34800 - 1805429
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84loassrc.d11 16.07.18 200712 47fdb0908b12£f5eb590683faf985al12f5ddob374a77b£f476a7029364
18-18 c2660f451
85lodssrc.dll 16.07.18 484920 eooldb7elaefdf26beSb3e498353f8a4fd590dlce86cdf818851£9¢c4
18-18 6cbdafc4
) 16.07.18 06e087£f75¢c45d2544¢c8d0db9dcd?28d1lb2cb3f45526a5a94bd46420d92
86packed io.dll 18-18 58656 deoddeal
87 loassdma 1 16.07.18 20616 95a3c987f1c2b25329d953ab0£fde9502el1bdb395d97807b43920a9%a9
P P-pP 18-18 76955cc6
88lpatch.exe 16.07.18 369784 929a9f8aa81d6fed7a5a79£9858db7200d0183e2¢c7£f£39d%a6a73fle
18-18 13aa84c?2
16.07.18 d5157a6¢c54c285¢c7¢c54585fc4f43222¢c8a577a1l1de00e2878242dcf6
89[perfcntr.dll 18.1g | 86216 84883932
90|prioader.dll 16.07.18 157888 ebacaa3c67c68522ada34da39ee5a86da%9ab5913750cb075588499142
18-18 de0caz2le
91lorooma 1 16.07.18 76304 a8487afdfdla2f170d%acf7fe27440d6268alal3caec976ec5c50a956
propmap.pp 18-18 f0lcOe3a
2lorseaio 1 16.07.18 31152 9a1085c09c47756af650dd15cd0046al1622a825p81£40b5£1771892d
prseqio.pp 18-18 56£05727
. 16.07.18 db9027e55451a358ea6d3cfa882077783a890f1d40fcfel60c5¢c00at
93|prutil.ppl 18.18 | 38960 c253139b
94 |ouantun 1 16.07.18 31152 799cb7e31389387bfdd4efdd32bad72bc99cffa87b140896¢c733a42d
! PP 18-18 7T6balfcc
95 |rar 1 16.07.18 94528 608elb45cb3b73023a3ead?2b2e016c8f011£fc31clc3cl560£530a03a
- PP 18-18 81568a05
96 |reqma 1 16.07.18 31152 5eed71c51£30144£150d737eeda2164665401687be8£f002c6e2e5767
gmap -pp 18-18 1f41b9e4
16.07.18 e38a7eba983d0£f31£f425f437b5363e64102c3e3efla24406c30d4494
97|scagent.dll 18-18 228032 Fa6e6020
16.07.18 6cd9aeac3ed55dbl83eal2744cebdeec?2725a8ae86b3b73ebdabae6745
98|scandll.dll 18-18 142472 0db64fbl
99lscrchsre.dil 16.07.18 154424 304a13d5ab04£f5abbf8d5797073ead46853690869cb809%011cf32bl
18-18 8463f70c
10 sfdb 1 16.07.18 50344 e352ecf4ec5d352d3951926bao83776de99831aal08f£7d9774d2ed439
0 PP 18-18 188a39e4




124

643.46856491.00084-03 30 02

110 shellloc.dll 1?-.6(;)_1.;.8 63264 7db97044cbe7fc4262f8ab4b§§éggggzb7lalo44130863d6068404ce
120 ssleay32.dll 1?-.5(;)_1.;.8 325152 b96173b360374bd76cf3e36eggégiiél§8f6afle4d46fbd41790e4935
10 stdcomp. ppl 16.07.18 25968 5f59%9e6b677fd34cacc026230530ca32228022922638c754c7cbal9%b5
3 18-18 d0099%e77
10 stenum? . ppl 16.07.18 137680 dbfeef748a62a3eedd02fdbcdedcdcc82256858c98140e8c24defabd
4 18-18 811blcdc
10 16.07.18 6c85d17d642a453db7928dbfbd58b4abb79013e814aa5048c19b29%fa
5 storage.dll 18-18 272152 G£32630b
10 16.07.18 38e40280alabe63664ac3d80514bf25fal5b4b630cla’24a33e35d943
g [Srored-prl 18-18 | 2°968 de2d2ee?
10 streamio.ppl 16.07.18 29104 dfe6970c58862f26df1d55e295372714e6942898bc05703570fb0f1d
7 18-18 cl3lea’7e
10 . 16.07.18 05f9149160f68d69%9aeclb3e87d7ec9c435eddc6590929dab869f47a7
8 substio.ppl 18-18 30128 del59cfa
10 superio.ppl 16.07.18 26992 16db44c962afd7731e55d2403d5¢c11d3a46182b827d83¢c3e386d807¢c
9 18-18 ecd8bl18
11 tempfile.ppl 16.07.18 28080 d4a38cd50d8fbfb6715c9%ebc0201d94fccaea2df361878600b33bc230
0 18-18 49421e3e
11 thpimpl .ppl 16.07.18 39479 cb8df21ec58073c65af827860b51cal8doc07b2bb3f43ff2a0££83c098
1 18-18 05e78d87
11 timer.ppl 16.07.18 30640 5cdf4£f2843¢c9b4f539fb0b8335e3b94c847be07a289cb57€¢a6a9268f
2 18-18 3c0e9525
11 tm.ppl 16.07.18 31664 e987c6af26a80625ee9a7d698c3e63¢c74d0fe32b253373b427¢c5a886
3 18-18 cc913172
141 uds .d11 1?_.;)_71.818 317864 3e8acebc938l984c87lff643§(6:2?222_)3787fa96ba33flb8f4527a4af
11 unars .ppl 16.07.18 30128 c9fb2e44c3b7991520cf03e8b9%47baale8dob5dd719efb3bbdd826d1l
5 18-18 5cedaa79
11 UniArc.ppl 16.07.18 37872 bef62f95f06303cab74fd2af8985a26dc7adae6fffbdfclb47a69078
6 18-18 2fa65634
11 16.07.18 188c2dcb%aceba807£d52020ddbc442201bf1569a847fe8fa366810b
7 unlzx.ppl 18-18 31728 c7aela28
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11 16.07.18 10£3194e4e5b632ca989cb7aab55df162d2fb0479263cad4c014543a35

8 unreduce.ppl 18-18 27568 - 773629ed
11 . 16.07.18 e5cd92ab730d6f3f52b503¢c931bl16de56e5c8946b4571d76£891b7a6

9 unshrink.ppl 18-18 26992 - 9172724
12 16.07.18 982b0292d382c386d8788cba7c6441e445a3d2167c22ebab58260a27c

0 unstored.ppl 18-18 26480 B 1b3cf4d71
112 updater2.dll 1?-.6(;)_1.;.81027576 i 9163129482O8cc380ec7Oe77a61ficc£(5)3ijl5c449alababc53cf3e546bc
%fupdater_facade.dll 1igié8lmxﬁoo _f493b476af38a49eZd440edoggggzggg3bd662a8l75ll9330519684a
132 vecorlibl20.dll O%.]Z-I._%QS 247984 _52a82db38a479c6d9a8e61leiﬁééiiﬂgi053eflcd9255e789567126cl
12vmarea.ppl 16.07.18 20040 _2cl710c9526l3ada8896f0ac7073b3527a727f37272089430bacd66d

4 18-18 f6b63c03
12 . . 16.07.18 6£f7d41d14641230403a7db3a3818dfac071843e24c89d9d0897546e4

5 wdiskio.ppl 18-18 36336 - 891c4d01
12| . 16.07.18 c60d742d26dal35f033clfbae88fal37f2eb34al0edal03ded7642a80ce

5 winreg.ppl 18-18 45168 B 9eb4414b
12 . 16.07.18 e2b9728fc84cde7b6c90492e2119842ed0bafcbblce094411bfbl1966

y wss_client.exe 18-18 70104 - 36ec123l
12 . 16.07.18 35e835474b67cfc696b812e98a5e4a3b8cdf3c960208d613206fblee

g [“orto PRl 1818 | 0% - 0b21£07e
. 4543562 4523f5e2f8a2b3446065650£2193e£f8e008caa2987b1ladd439258£b0

utoro: gaiijaos - 128 4 0 70c76£32

Karanor C:\WSEE\drivers\wnet\klam\

12klam.sys 06.06.18 327368 _d1043530daef656d7fbfab8064d93a54596dea86acl9a8065c56a289

9 13-24 9b32adld
. d104353cdaef656d7fbfab8064d93a54596dea86acl9a8065c56a289

utoro: gaiijos - 1 327368 0 9b32adld

Karanor C:\WSEE\drivers\wnet\klfltdev\

13 K1fltdev.sys 28.04.17 52960 |42£8279a2c745802940dba528b9%a54a4a86e35cfb726d7713f7ecal2

0 15-36 baeadOcf
. 42f8279a2c74580a940dba528b9%9a54a4a86e35cfb726d7713f7ecal2

utoro: gaiijios - 1 52960 0 baeadOcf
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BCETI'O: ¢aiinos - 130

4581595
2

0

d6dfe7440e398e238bd774ddced0817e£18£75609c8ed2a35a0de72b
511£f12e0

Koney

Microsoft® Windows Server® 2008 Enterprise Service Pack 2 x64 at WIN2008X64-5015

ara JIHH
IJ::'; Nms paiina C()IZ}[}IaHI/I I[g:ﬁHTa’ I[a, KC
| CTPOK
Karanor C:\WSEE\
1 ladvdis.ppl 16.07.18 71184 |4e40b76706ed27e5176e613d5ca8cdb55¢c12¢2b9¢c7682c08b9¢c31e07
18-18 43e695d1
16.07.18 23b65dbef3b21971d2adc299c3b06bdct5fcel7e7315£a5d427£0685
2 lak_auto.dll 18-18 291392 - 94452623
3 lak conn.dll 16.07.182921632 _b834l679lfb03a311665Cb34e6dlbl9739eb5cf201d84lefc88b559b
— 18-18 abblo6c7a
16.07.18 2534fb36£599144c865755e4b18fe9c2d3311alafle773aee93cbo6fb
4 laklog.dll 18-18 140240 - cdfle57d
5 lanticryptor.dil 1?-.5_71.;.8 113200 i Ofca378f39fl5l9f76389C3d212)§§;§<2:1i629d9105l65dc363035d6329
6 larj.ppl 16.07.18 38960 ) d0aadd41c9625672£5535007ef7ac78c40a2877651ad426dbbbaddfla
18-18 £6£39178
7 larjpack.ppl 16.07.18 33264 _d7d9e9b4d6ed2e781blflc972da6674f66240283b2097385961364ac
18-18 ab20e3c4
8 lav1lib.ppl 16.07.18 32240 i 822565f90£4126e728201£d00285elc6eal311729£8c4d197c8beddc3
18-18 04a052ec
9 lavpl.ppl 16.07.18 125664 _b8d01696a40374d03efa7lOCale4l96d8a80737f09395a9a73db2e3
18-18 3d27cac?9
10|avp3info.ppl 16.07.18 34736 i c2fal072286ee496789f7d6dfd3albf40309%bb31af09e229477113969
18-18 Ocdbbe69
11l|lavpgs.ppl 16.07.18 115816 ) 867983dc041eb7837081198ab27b2c68efe8874eba270781518df63e
18-18 5ae0fab3
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12|avomar 1 16.07.18 61280 c0297957c4687023289%9acabbd9%9e4dcd5628000953¢ce2bc23979820fb
pmgr.pp 18-18 4p9£f9179
13avs 1 16.07.18 980328 218a97d7c727263ee84d2b4b5ec970b7989£94572850£187650842b5
- PP 18-18 bcd445965
14lavscan.dil 16.07.18 314912 45eb2616498£f557d278366cd057830b7£052234274df486e1612b319
18-18 3ae9%88de
15lavsom 1 16.07.18 46192 b20f8a63cdffec80d1da8fba7df378675b6d3d3b06b81070£d33954b
pm.pp 18-18 46974e80
16.07.18 02cd96d9elff4a2cb3602ad2a97b577775966e303bef768410aedcec
16base64d .ppl 18-18 28528 b7b56b17
16.07.18 0d918509966£f0379873b96cdo8c5bblc570d2e805f73e44e7£431a23
17 |base6dp.ppl 18-18 28528 b6ed7117
18[btdisk.ppl 16.07.18 38384 d4a07300930aa8b3fl73bdlleb5ocfeco68bbf580b82coffcf965819a7
18-18 ae20c29a
. 16.07.18 535f8df7b8lafe3cea973cc4d4732aecabf2acleaabflbelacdeele6f71l
19btimages.ppl 18-18 34224 61577dc3
16.07.18 S5ecac28cla%abe269%9a7a47b28e66068013cc8celbd400ed3fddc9ae89
20buffer.ppl 18.18 | 28016 4454315f
21lcab 1 16.07.18 37936 0Deal6ca231180f8afe0544ca34335191428c1b9dfal29fc71lc2cfb4f
-PP 18-18 8c5672df
22lconn res.dll 16.07.18 25840 63£f4£33d97d764eel8c3e64c9eefbtf72e2784aca71al33a0d300bct6b
— 18-18 aac070b6
16.07.18 fa708f51b018ccobebabbdfeec78aa43bb86ffd8e563cff96457b1171
23|crpthlpr.ppl 18-18 83592 05clcbes
01.02.10 4ca260098b65c5429124d72el101fb1740f52b868ae7a8ccecc78513e
24|dbghelp.dll 11-27 1213200 86ddfle?
25ldblite.dll 19.07.17 651408 9e24500d2dcfoafl103856b97e4069fbc36b2cb909809bp05f0a7cb9ab
11-10 35d311a2
16.07.18 255607ad0a0978d9%96fd6420b85006e07aef32684a22ef81d0d455033F
26|deflate.ppl 18-18 40048 42cedd7d
27ldevice control.dll 16.07.18 139672 aff05d93f75c9879052ed4c3cfcd4e92c3%acdff59a83£fdc769c306fa
- 18-18 044369ct
28 lama 1 16.07.18 26992 0273d56ec5d8ad40lc7a86acdl5e3cc571283d59c0dddoec56c33845406
p.pp 18-18 428acald
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29ldt re 1 16.07.18 67992 ca9e4e5999¢c2640e320c70£540ad0009979226feb8fe6c32b7b44d71
g.pp 18-18 dfe99ede
16.07.18 ecaddec231dl5b8b58lallabcbh3cd44aal7ef57151ce6d012dle7b772
30levliocres.dll 18-18 143312 286£064D
16.07.18 567093895c507620afb71c3a9%9a54a96£f2d£f92d7028e981b58927104a
3llevliogmsg.dll 18-18 202008 8980be33
16.07.18 41 fcbbaec8960bd41f117¢c9a97ballfceeadb30beb0b11021985ac88
32lexplode.ppl 18.18 | 30640 364d5779
. 16.07.18 a8f2847bdae26c2bbb389%alacbele7aa%2595b62744b2388640a717a7
33|lexploitblocker.dll 18-18 565688 £5729967
. 16.07.18 987693789da7fb2c22a806c983994¢c9312bee083ddcl22e47a095¢cha
34|filemap.ppl 18-18 33264 d6e6b5998
35|Fimonitor.dll 16.07.18 169272 b0d2da7482d5d250ee202e8£f5a22896eb931elbef3ed47b0e50db8b5b
18-18 d36407ce
16.07.18 e370eaaf826f36dl2c3f2eed67f5fala8aadccc9b9c5d9626f2¢ccach
36|fsdrvplg.ppl 18-18 28080 82bdeb8 0
37|fssync.dll 16.07.18 72720 d4b9139db5e8a0f5e8c0192ea8b12891a6b31022f532¢c25b7e7b340b
18-18 8dabebeb
16.07.18 89a9d8f70051db35aa355e37e72b2065d3680aec05b5823165339df0
38|[HASHCONT .ppl 18-18 25968 933772FF
39|hashmds . PPL 16.07.18 29104 0b2£f266770d4becbb54f61c5917ead43cbhe85167cde2128b3161ffc2da
18-18 29934a7c
40 hcem 1 16.07.18 25968 954216304a02a4083e758567¢cc8410e0a2880ed85e2b14797396255b
P-pp 18-18 157afd3b
. 16.07.18 7a94518101824ada9d69754d64%9ae0ec524d329d3336¢c1279f8e4a29
4]|icapsrc.dll 18-18 525784 9cedd216
. 16.07.18 dO0afcb4dd0be8£f38ee%9ed64a28514658dc6al3c577£693bd1092680c
42|ichk2.ppl 18.18 | 34800 b1dd2e92
. 16.07.18 781b5557¢c2fbd4643ec20b666074c1lc277£90d71b27772442838b6c90
43|ichksa.ppl 18-18 31664 42ca%d04
. 16.07.18 f0f8127£f6al72308e9feee3cdb002d2bcddc20e0f25f6625d2be8f6a
44|inflate.ppl 18-18 40496 cdéfeTbb
45linifile 1 16.07.18 36848 5ad7b2b2fd3b%e131cb44cdb647ab3c64db8ba72e6b40dfd4a29c£0d
. PP 18-18 3b5£7116
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46|iwaen 1 16.07.18 31664 e012dbddlcdcbcafb4189¢c570322797¢c4b858¢c368¢c3744b8£f9¢c8505e
gen-pp 18-18 e73aba’c
16.07.18 09e0609f1dfdcbd7£f097b5575bea81081da729de29££93d967bb03c7
47|kavfs.exe 18-18 5088056 5487bbe
16.07.18 e94e9%9adb984af64afde73662b1098b57efcd251bde65b5702e2£92cf
48|kavfsauto.dll 18-18 1695160 T£244212
16.07.18 9de7dcbe8af6357¢c461790a853e96e808b4cfbd7894c2017d42a9295
49|kavEsgt.exe 18-1g | 1609296 023£4£d5
. 16.07.18 d8b4152fedeco0665ef9dadaf00d51b62ecf0bl160325e0e71383f49%e
B0lkavfsmuil.exe 691904
18-18 08c57568
51|kavfsscs . exe 16.07.18 121000 d7561ea904ed9%ebdfd3def7ff3c5fe5068715¢clb2ecf89d6c25dfdbb
. 18-18 13274577
16.07.18 34854884501 7aa66b732fa743a0543069380b736158a485c369%b6cac
52|kavfsslp.dll 18.1g 3063448 b4df04ch
16.07.18 848c3f69cbhbl8b5728868914ae88ce9de612e3194f45342cf05ecl5fc
53|kavfsslpps.dll 18-18 28080 29905339
16.07.18 c4a32c321bb30c90ddb97a1306c6d34c700cafd4c2de98c887392afd2
54|kavfswh.exe 18.18 | 77328 6fb9e419
55|kavEswp . exe 16.07.185082752 414587e61faf3020e34c65d8elc761936c7fe465b3b5052607el15a3d
18-18 2a8cbe’e
56|kavshell . exe 16'07'183894136 381845cl18febe2ec9d9245db6de3£f454d5d5f1b9704c516ballba63?
18-18 a%9lac4dc4
16.07.18 128e4b06867790£3d641766£9d9dc82d24e83675¢c8e91962fad446e65
57 |kavtray.exe 18-18 600984 0318dec8
16.07.18 217fccd2b3%9a5324b8d5081coed406add424cocaafl06c0512841d4d20
58|kavtrayr.dll 18-18 37808 4653a7d1
59/k1 service.dll 16.07.18 714792 c880dclc2cd4edlbiddcbeee291f3bad056c3a8bfoccab24a3cbhb4alll3b
— 18-18 83343c2a
. 16.07.18 b58fcl9%0ad13331162f£f£f884c2532d14dfd1af2943£f11a1694e32d58
60|klav_engine.dll 18-18 55016 68da4d76
16.07.18 e5e9614b1a8669510b8aa62dcf0219£f935852£5¢c35712898debc3be4
6llklavsys.dll 18-18 68504 5f8b40f6
62lksn facade.d11l 16.07.18 1320544 b22efab5cde3aafflf58dff68c903e9a07855135£307398627ada’7bat
- 18-18 ecaabed5b
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. 16.07.18 8271bf5f200ecaeceeb28d78f781db39%97eedf2608e6d29ffd%a3ba3b4
631 1lio.ppl 18-18 28592 - 8bEb0£2b

16.07.18 703af1029%9a059a23292bl41lcad3cd4a8ceecac610183c2laeb70cfdefc
64|1lha.ppl 18-18 47784 B c3b3c8dc

) 16.07.18 0ac68dad76874533000del175b99dea®54a361410ab0b79f6f25df853
65|libeay32.d1l1l 18-18 1423936 - da6dcdf3l

licensing product facade |16.07.18 ba2a4390aeb34e3d1d751a568d51252ad60081c2£508cl4f766b8led

66 - - 1147648 -

.dll 18-18 ecceallc

67|11stloc.dll 16.07.18 143312 |£8176e15deb£f5b09095629faab2a2edebcd60£59daaec265cazecleb
18-18 cafeladc

) 16.07.18 0bd045b1d£f5913b070796a02807bb9cfcl1605098d69%e4dfel3aff571d
68|logging.dll 18-18 137112 - 26133709

69lmailms 1 16.07.18 73176 |4dd456d991ea59c2£fa22e939e7bb52128495eblddabf4bf08cl9f2e
9-pP 18-18 c6a09712

70 mdb . pp1l 16.07.18 61792 _eOeCZbaf64l94aOef453Cd4lbbdfb22908ld72d84b9076d5f73d07bf
18-18 el7ebele

71 Indma 1 16.07.18 27568 i 2c9bc29dd9726711e5ef102d1£fbl18£f54e612822b3477aeldf304b0db
P.Pp 18-18 d418chbf6

72 Imemmods ¢ 1 16.07.18 43120 i fe32d0d97cf£f40710£0a35978d17£f74£f15b0e6££d952203908b5db20
PP 18-18 1fa7969%b

73 memscan 1 16.07.18 39920 i 39f74£c£29328714225a15bf6f08beadl361553afbf27d5c4517a44a
PP 18-18 98478412

Zalninizi 1 16.07.18 43120 i 7a620£c63e975¢c949ec4£fb9da770964050d0e096dd6f89%9ec09b333b5
P-PP 18-18 5551f0ch

75 Inkavio 1 16.07.18 31152 i f97ee92fe2e3f5341cedfd85465efe2c05de79fbad02012afa7559d2
eje 18-18 8109p708

76 msoe 1 16.07.18 83080 i 6197b5bfad93e3b235e800£447ffbd4d91fb388d54d028310b90c922
. PP 18-18 3de8e189

77lmsvep120.d11 05.10.13 455328 |cOel864a9%aed68619664afleb3692d6ea2b7e27c402e5e8968b66a82
01-38 cce963le

78lmsver120.d11 05.10.13 970912 ) 401b10845p788£f48d3701149ce52bb8133336c47d4d9048bd0b2d303
01-38 5e4d2ffo6

79MUTLoc.d11 16.07.18 63776 i fcfeB8ce5ed0eo6f906ble23081dd72a9cbbec7fefdcb8e324dc4190e4df
18-18 a8813326
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16.07.18 8710ccel09fd4d1215e3556cff4a385d65¢c9fa439e09bbalb9d5£d35
80[nappsrc.dll 18-18 200656 £52280c6
. 16.07.18 5542734478a98d3025bafcba’lde2bc20dadc8a94d35£f400ed960041d
8lnetappanticrypt.dll 18-18 2458720 5e9beed]
. 16.07.18 18d9e445e1750fcb40a00eb2fcbecfaldfefcal3a2097ce9246bfb5d24
82|nfio.ppl 18.1g | 104312 51278836
o 16.07.18 e3712b9%fd974c1320734d6c27b5co6fcd3a737c5a44216e25246d7d99
83|lnotifierloc.dll 18-18 26352 19642911
16.07.18 8178e5dfb403712fd5fcc2fd01feeca73269876c55e4af7cfd08c9615
84Intfsstrm.ppl 18-18 34800 1805429 f
85loassrc.dll 16.07.18 200712 47fdb0908b12£f5eb590683faf985al2f5ddeob374a77bf476a7029364
18-18 c266f451
86lodssrc.dll 16.07.18 484920 e66ldb7elaefdf26be9b3e498353f8a4fd596dlce86cdf818851£9¢c4
18-18 6cbdafc4
. 16.07.18 0e087f75c45d2544c8d0db9dcd28d1lb2cb3f45526a5a94bd46420d92
87packed io.dll 18-18 58656 Aeoddeal
88loassdma 1 16.07.18 29616 95a3¢c987f1c2b25329d953ab0£fde9502e1bdb395d97807b43920a9%a9
P P.Pp 18-18 76955cc6
89|patch.exe 16.07.18 369784 929a9f8aa81d6fed7a5a79£9858db7200d0183e2¢c7£f£39d%ab6a73fle
18-18 13aa84c?
16.07.18 d5157a6c54c285¢c7¢c54585f¢c4£43222¢c8a577a11de00e2878242dct6
lperfentr.dll 18-18 86216 84883932
91lprioader.dll 16.07.18 157888 ebacaa3c67c68522ada34da39ee5a86da%9a5913750cb075588499142
18-18 del0caz2le
92 lorooma 1 16.07.18 76304 a8487afdfdla2f170d%acf7fe27440d6268alal3caec976ec5c50a956
propmap.pp 18-18 £01cOe3a
93lorseqio 1 16.07.18 31152 9a1085c09c47756af650dd15cd0046al1622a825b81£40b5£1771892d
prsedio.pp 18-18 56£05727
. 16.07.18 db9027e55451a358ea6d3cfa882077783a890f1d40fcfel60c5c00at
94 |prutil.ppl 18-18 38960 c253139b
95|quantum 1 16.07.18 31152 799cb7e31389387bfdd4efdd32bad72bc99cffa870140896c733a42d
- PP 18-18 76balfcc
96 |rar 1 16.07.18 94528 008elb45cb3b73023a3ead2b2e016c8f011fc31clc3cl560£530a03a
- PP 18-18 81568a05
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97 |regmap . ppl 16.07.18 31152 5ee471c51£30144£150d737eeda2164665401687be8f002c6e2e5767
18-18 1f41b9%e4
98|scagent .dll 1?-.6(;)_1.;.8 228032 e38a7eba983d0f31f425f437k§2222323102c3e3efla24406c30d4494
16.07.18 6cd9acac3ed55dbl83eal2744cebdee?2725a8ae86b3b73ebdabae6745
99|scandll.dll 18-18 142472 0db64 £b1
100 scrchsre.dll 1?-.5_71.;.8 154424 304al3d5ab04f5abbf8d5797g22§?3é2853690869Cb809eOllcf32bl
10 16.07.18 e352ecf4ec5d352d3951926ba683776de99831aa08f7d9774d2ed439
g [3tdP.pRl 18-18 | 0344 188a39e4
120 shellloc.dll 1?-.371.;.8 63264 7db97044cbe7fc4262f8ab4bziélggggzb7lalo441308e3de0e8404ce
130 ssleay32.d1l 1?-.5_71.;.8 325152 b96l73b360374bd76Cf3e36ez;$é3£212)k6)8f6afle4d46fbd4l79Oe4935
10 16.07.18 5f59%9e6b677fd34cacc026230530ca32228022922638c754c7cbald%b5
4 stdcomp.ppl 18-18 25968 40099a77
10 stenum? . ppl 16.07.18 137680 dbfeef748a62a3eedd02fdbcdedcdcc82256858c98140e8c24defabd
5 18-18 81llblcdc
10 storage.dll 16.07.18 279152 6c85d17d642a453db7928dbfbd58b4abb79013e814aa5048c19b29%fa
6 18-18 df32630b
10 stored.ppl 16.07.18 25968 38e40280alabe63664ac3d80514bf25falbb4b630claz24a33e35d943
7 18-18 de2d2ee’7
10 streamio.ppl 16.07.18 29104 dfe6970c58862f26df1d55e295372714e6942898bc05703570fb0f1d
8 18-18 cl3lea’e
10 . 16.07.18 05f9149160f68d69%9aeclb3e87d7ec9c435eddc6590929dab869f47a7
9 substio.ppl 18-18 30128 del59cf4
11 superio.ppl 16.07.18 26992 16db44c962afd7731e55d2403d5¢c11d3a46182b827d83¢c3e386d807¢c
0 18-18 ecd8bl18
11 tempfile.ppl 16.07.18 28080 d4a38cd50d8fbfb6715¢c9%ebc0201d94fccaea2df36187860b33bc230
1 18-18 49421e3e
11 thpimpl .ppl 16.07.18 39472 cb8df21ec58073c65af82786b51ca8doc07b2bb3f43ff2a0££83¢c098
2 18-18 05e78d87
11 timer.ppl 16.07.18 30640 5cdf4£2843c9b4f539fb0b8335e3b9%94c847be07a289cb57eab6a%268f
3 18-18 3c0e9525
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11 tm.ppl 16.07.18 31664 e987c6af26a80625ee9a7d698c3e63¢c74d0fe32b253373b427c5a886
4 18-18 cc913172
151 uds . dll 1?-.6(;)_71.;.8 317864 3e8acebc938l984c871ff643g(6:2?2233787fa96ba33f1b8f4527a4af
11 unarsj .ppl 16.07.18 30128 c9fb2e44c3b7991520cf03e8b9%947baale8dob5dd719efb3bbdd826d1l
6 18-18 5cedaa79
11 UnihArc.ppl 16.07.18 37872 bef62f95f06303cab74fd2af8985a26dc7adae6fffbdfclb4d7a69078
7 18-18 2fa65634
11 16.07.18 188c2dcb9%aceba807£d52020ddbc442201bf1569a847fe8fa366810b
8 unlzx.ppl 18-18 31728 c7aela28
11 16.07.18 10£3194e4e5b632¢ca%989cb7aa55df162d2fb0479263cad4c014543a35
9 unreduce.ppl 18-18 27568 773629%ed
12 . 16.07.18 e5cd92ab730d6f3f52b503¢c931bl6de56e5c8946b4571d76£891b7a6
0 unshrink.ppl 18-18 26992 c9172724
12 16.07.18 982b0292d382¢c386d8788cba’7c6441e445a3d2167c22ebab58260a2’7c
1 unstored.ppl 18-18 26480 1b3cf471
122 updater2.dll 1?-.5_71.818 1027576 916312 948208cc380ec70e77223283§j15c449alababc53cf3e54 6bc
132 updater facade.dll 1?.:_71.;.81005200 f493b476af38a49e2d440edO?ggg;gg;3bd662a8l75ll933051968451
];12 vecorlibl20.dll O%.il._%sli% 247984 52a82db38a479c6d9a8e6lleggéigiﬂgic53eflcd9255e789567126cl
12 vmarea.ppl 16.07.18 29040 2c1710c952613ada8896f0ac7073b3527a727£37272089430bacdbod
5 18-18 f6b63c03
12 . . 16.07.18 6£f7d41d14641230403a7db3a3818dfac071843e24c89d9d0897546e4
5 wdiskio.ppl 18-18 36336 821c4d0]
12 winreg.ppl 16.07.18 45168 c60d742d26dal35f033clfbae88fa37f2eb34aledal3ded7642a80ce
7 18-18 9eb4414b
12 . 16.07.18 e2b9728fc84cde7b6c90492e2119842ed0bafcbblce094411bfbl1966
8 wss_ client.exe 18-18 70104 36ec1231
12 . 16.07.18 35e835474b67cfc696b812e98a5e4a3b8cdf3c960208d613206fblee
9 xorio.ppl 18-18 26992 0b21f07e
. 4790726 6848de3e8aae08ebf0c5e634bd9d4627853¢cfc719£87ec7808304871
utoro: ¢gaiijon - 129 4 11704841
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Karanor C:\WSEE\drivers\x64\wlh\klam\

13klam cvs 06.06.18 492232 _74db66359e7lOBabela4l4cadl5ec4eb8flbllfd92079c49acchcOl

0 - SY 13-26 €2815590
. 74db66359e7103abelad4l4cadlS5ecd4eb8f1bll1£d9%92c79c49%9accf0c01

utoro: gaiijios - 1 492232 0
e2815590
Karanor C:\WSEE\drivers\x64\wlh\klfltdev\

13 01.05.17 fcd795bcbdebbfb6983bd5d69286b0e88c41890049a8d03d7cde893f

| [(1fltdev.sys 9335 | 08592 - b5fa8abb
. fcd795bcbde6bfb6983bd5d69286b0e88c41890049a8d03d7cde893f

utoro: gaiijios - 1 58592 0 b5£a8a5b

Karanor C

:\WSEE\drivers\x64\wlh\ramdisk\

13 . 15.01.18 8fc6a49ef38640233c943d0d0a7dl6a0ladcd347f£377605cal4dbaac
klramdisk.sys 67272 -
2 01-20 cad48a8ct
. 8fc6a49e£38640233¢c943d0d0a7d16a0ladcd347££377605cal4baac
UTOro: (paiijaos - 1 67272 0
cad8a8cft
Karanor C:\WSEE\x64\
136bloader exe 16.07.18 73296 _beb54f7daad82e388e29b124d56711b2760b53273c62c61e67fe054
3 ) 18-18 548c8b80
13 . 16.07.18 72a981d802d8953b4cb5ccda®2401d8d35ca3db0543a94e53a119d9%a6
4 exploitblocker.dll 18-18 644592 - 92248804
13lo ing.dll 16.07.18 191648 12d082cc98d45£3030£002b9c9b1b033422b6b948a5df7d992e650b23
5 |[F099+0g- 18-18 2df46087
13 04.10.13 2d0£fd105dd71ac9917eb610a82e9%9a5f4db7ed3f5c7ee82e888cblce?
5 msvcpl20.d11 99.58 660128 - 50eb72c5
13 04.10.13 e3a06085a4956668835700ea565074806bca86ced?28939264eab008d14
7 msvcrl20.d11 9958 963232 - 4350abf8
13 16.07.18 5b9c250d49%b6b9%b98e4c9030144349d8£f8b5df80b8a6581dad903cld
8 perfcntr.dll 18-18 110640 - 54584391
133cagent.dll 16.07.18 336600 _4d62289090451b78a0273d0226a3cf5b96029467af4ch69960b8926
9 18-18 23ecaba3i
14 . 04.10.13 147fec5284cdal?2ae216121a40af244422f264911dce588ded4104cfo
0 veccorlibl20.d11 99.58 356528 - 20317898
6882c1769c292d2125blacl3d7ede5a40cc8e52ed1447b£f495435ael
uroro: daii;ios - 8 3336664 O cribIe actig ede-asiccsesse ae

5£622a94
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BCETI'O: ¢aiinos - 140

5186202
4

0

0700485£c696d9£4907£fb63623d5c120907252e56a9badfd87662d02
d32115d1

Koney

Microsoft® Windows Server® 2008 Enterprise Service Pack 2 x86 at WIN2008X86-5001

ara JIMH
1‘]1\{:-; Hms ¢aiina coI?fz[aHn I[g;ﬁHTa’ I[a, KC
| CTPOK
Karasnor C:\WSEE\
1 ladvdis.ppl 16.07.18 71184 |4e40b76706ed27e5176e613d5ca8cdb55¢c12¢c2b9¢c7682c08b9c31e07
18-18 43e695d1
16.07.18 23b65dbef3b21971d2adc299c3b06bdcf5fcel7e7315£fa5d427£0685
2 |ak_auto.dll 18-18 291392 - 94452623
3 |akx conn.d11 16.07.182921632 _b834l679lfb03a3ll665Cb34e6dlbl9739eb5cf201d841efc88b559b
— 18-18 abbl6c7a
4 laklog.d11 1?-.5_71.818 140240 _2534fb36f5991440865755e4ke>éifif59c7:(21d33llaOafOe773aee93cb6fb
5 lanticryptor.dll 1(;.;)_71.818 113200 i Ofca378f39f1519f7638903d2k23§ke;§§<2:1i629d9105165d0363035d6329
6 lari.ppl 16.07.18 38960 |d02a4d41c9625672£5535007ef7ac78c40a2877651a426dbebaddfla
18-18 f6£39178
7 laripack.ppl 16.07.18 33264 _d7d9e9b4d6ed2e78lblflc972da6674f66240283b209738596l364ac
18-18 ab20e3c4
8 laviib.ppl 16.07.18 32240 ) 822565f90£4126e728201£d00285elc6eal311729£8c4d197¢c8beddc3
18-18 04a052ec
9 l[avpl.ppl 16.07.18 125664 |p8d01696240374d03efa710calcf4196d8a80737£09395a9a73db2e3
18-18 3d27cac?9
10|avp3info.ppl 16.07.18 34736 i c2fa072286ee496789f7d6dfd3albf40309%90bb31af09e229477113969
18-18 Oc4bbe69
11avpgs . ppl 16.07.18 115816 ) 867983dc041eb7837081198ab27b2c68efe8874eba270781518df63e
18-18 5ae0fab3
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12|avomar 1 16.07.18 61280 c0297957c4687023289%9acabbd9%9e4dcd5628000953¢ce2bc23979820fb
pmgr.pp 18-18 4p9£f9179
13avs 1 16.07.18 980328 218a97d7c727263ee84d2b4b5ec970b7989£94572850£187650842b5
- PP 18-18 bcd445965
14lavscan.dil 16.07.18 314912 45eb2616498£f557d278366cd057830b7£052234274df486e1612b319
18-18 3ae9%88de
15lavsom 1 16.07.18 46192 b20f8a63cdffec80d1da8fba7df378675b6d3d3b06b81070£d33954b
pm.pp 18-18 46974e80
16.07.18 02cd96d9elff4a2cb3602ad2a97b577775966e303bef768410aedcec
16base64d .ppl 18-18 28528 b7b56b17
16.07.18 0d918509966£f0379873b96cdo8c5bblc570d2e805f73e44e7£431a23
17 |base6dp.ppl 18-18 28528 b6ed7117
18[btdisk.ppl 16.07.18 38384 d4a07300930aa8b3fl73bdlleb5ocfeco68bbf580b82coffcf965819a7
18-18 ae20c29a
. 16.07.18 535f8df7b8lafe3cea973cc4d4732aecabf2acleaabflbelacdeele6f71l
19btimages.ppl 18-18 34224 61577dc3
16.07.18 S5ecac28cla%abe269%9a7a47b28e66068013cc8celbd400ed3fddc9ae89
20buffer.ppl 18.18 | 28016 4454315f
21lcab 1 16.07.18 37936 0Deal6ca231180f8afe0544ca34335191428c1b9dfal29fc71lc2cfb4f
-PP 18-18 8c5672df
22lconn res.dll 16.07.18 25840 63£f4£33d97d764eel8c3e64c9eefbtf72e2784aca71al33a0d300bct6b
— 18-18 aac070b6
16.07.18 fa708f51b018ccobebabbdfeec78aa43bb86ffd8e563cff96457b1171
23|crpthlpr.ppl 18-18 83592 05clcbes
01.02.10 4ca260098b65c5429124d72el101fb1740f52b868ae7a8ccecc78513e
24|dbghelp.dll 11-27 1213200 86ddfle?
25ldblite.dll 19.07.17 651408 9e24500d2dcfoafl103856b97e4069fbc36b2cb909809bp05f0a7cb9ab
11-10 35d311a2
16.07.18 255607ad0a0978d9%96fd6420b85006e07aef32684a22ef81d0d455033F
26|deflate.ppl 18-18 40048 42cedd7d
27ldevice control.dll 16.07.18 139672 aff05d93f75c9879052ed4c3cfcd4e92c3%acdff59a83£fdc769c306fa
- 18-18 044369ct
28 lama 1 16.07.18 26992 0273d56ec5d8ad40lc7a86acdl5e3cc571283d59c0dddoec56c33845406
p.pp 18-18 428acald
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29ldt re 1 16.07.18 67992 ca9e4e5999¢c2640e320c70£540ad0009979226feb8fe6c32b7b44d71
g.pp 18-18 dfe99ede
16.07.18 ecaddec231dl5b8b58lallabcbh3cd44aal7ef57151ce6d012dle7b772
30levliocres.dll 18-18 143312 286£064D
16.07.18 567093895c507620afb71c3a9%9a54a96£f2d£f92d7028e981b58927104a
3llevliogmsg.dll 18-18 202008 8980be33
16.07.18 41 fcbbaec8960bd41f117¢c9a97ballfceeadb30beb0b11021985ac88
32lexplode.ppl 18.18 | 30640 364d5779
. 16.07.18 a8f2847bdae26c2bbb389%alacbele7aa%2595b62744b2388640a717a7
33|lexploitblocker.dll 18-18 565688 £5729967
. 16.07.18 987693789da7fb2c22a806c983994¢c9312bee083ddcl22e47a095¢cha
34|filemap.ppl 18-18 33264 d6e6b5998
35|Fimonitor.dll 16.07.18 169272 b0d2da7482d5d250ee202e8£f5a22896eb931elbef3ed47b0e50db8b5b
18-18 d36407ce
16.07.18 e370eaaf826f36dl2c3f2eed67f5fala8aadccc9b9c5d9626f2¢ccach
36|fsdrvplg.ppl 18-18 28080 82bdeb8 0
37|fssync.dll 16.07.18 72720 d4b9139db5e8a0f5e8c0192ea8b12891a6b31022f532¢c25b7e7b340b
18-18 8dabebeb
16.07.18 89a9d8f70051db35aa355e37e72b2065d3680aec05b5823165339df0
38|[HASHCONT .ppl 18-18 25968 933772FF
39|hashmds . PPL 16.07.18 29104 0b2£f266770d4becbb54f61c5917ead43cbhe85167cde2128b3161ffc2da
18-18 29934a7c
40 hcem 1 16.07.18 25968 954216304a02a4083e758567¢cc8410e0a2880ed85e2b14797396255b
P-pp 18-18 157afd3b
. 16.07.18 7a94518101824ada9d69754d64%9ae0ec524d329d3336¢c1279f8e4a29
4]|icapsrc.dll 18-18 525784 9cedd216
. 16.07.18 dO0afcb4dd0be8£f38ee%9ed64a28514658dc6al3c577£693bd1092680c
42|ichk2.ppl 18.18 | 34800 b1dd2e92
. 16.07.18 781b5557¢c2fbd4643ec20b666074c1lc277£90d71b27772442838b6c90
43|ichksa.ppl 18-18 31664 42ca%d04
. 16.07.18 f0f8127£f6al72308e9feee3cdb002d2bcddc20e0f25f6625d2be8f6a
44|inflate.ppl 18-18 40496 cdéfeTbb
45linifile 1 16.07.18 36848 5ad7b2b2fd3b%e131cb44cdb647ab3c64db8ba72e6b40dfd4a29c£0d
. PP 18-18 3b5£7116
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46|iwaen 1 16.07.18 31664 e012dbddlcdcbcafb4189¢c570322797¢c4b858¢c368¢c3744b8£f9¢c8505e
gen-pp 18-18 e73aba’c
16.07.18 09e0609f1dfdcbd7£f097b5575bea81081da729de29££93d967bb03c7
47|kavfs.exe 18-18 5088056 5487bbe
16.07.18 e94e9%9adb984af64afde73662b1098b57efcd251bde65b5702e2£92cf
48|kavfsauto.dll 18-18 1695160 T£244212
16.07.18 9de7dcbe8af6357¢c461790a853e96e808b4cfbd7894c2017d42a9295
49|kavEsgt.exe 18-1g | 1609296 023£4£d5
. 16.07.18 d8b4152fedeco0665ef9dadaf00d51b62ecf0bl160325e0e71383f49%e
B0lkavfsmuil.exe 691904
18-18 08c57568
51|kavfsscs . exe 16.07.18 121000 d7561ea904ed9%ebdfd3def7ff3c5fe5068715¢clb2ecf89d6c25dfdbb
. 18-18 13274577
16.07.18 34854884501 7aa66b732fa743a0543069380b736158a485c369%b6cac
52|kavfsslp.dll 18.1g 3063448 b4df04ch
16.07.18 848c3f69cbhbl8b5728868914ae88ce9de612e3194f45342cf05ecl5fc
53|kavfsslpps.dll 18-18 28080 29905339
16.07.18 c4a32c321bb30c90ddb97a1306c6d34c700cafd4c2de98c887392afd2
54|kavfswh.exe 18.18 | 77328 6fb9e419
55|kavEswp . exe 16.07.185082752 414587e61faf3020e34c65d8elc761936c7fe465b3b5052607el15a3d
18-18 2a8cbe’e
56|kavshell . exe 16'07'183894136 381845cl18febe2ec9d9245db6de3£f454d5d5f1b9704c516ballba63?
18-18 a%9lac4dc4
16.07.18 128e4b06867790£3d641766£9d9dc82d24e83675¢c8e91962fad446e65
57 |kavtray.exe 18-18 600984 0318dec8
16.07.18 217fccd2b3%9a5324b8d5081coed406add424cocaafl06c0512841d4d20
58|kavtrayr.dll 18-18 37808 4653a7d1
59/k1 service.dll 16.07.18 714792 c880dclc2cd4edlbiddcbeee291f3bad056c3a8bfoccab24a3cbhb4alll3b
— 18-18 83343c2a
. 16.07.18 b58fcl9%0ad13331162f£f£f884c2532d14dfd1af2943£f11a1694e32d58
60|klav_engine.dll 18-18 55016 68da4d76
16.07.18 e5e9614b1a8669510b8aa62dcf0219£f935852£5¢c35712898debc3be4
6llklavsys.dll 18-18 68504 5f8b40f6
62lksn facade.d11l 16.07.18 1320544 b22efab5cde3aafflf58dff68c903e9a07855135£307398627ada’7bat
- 18-18 ecaabed5b
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. 16.07.18 8271bf5f200ecaeceeb28d78f781db39%97eedf2608e6d29ffd%a3ba3b4
631 1lio.ppl 18-18 28592 - 8bEb0£2b

16.07.18 703af1029%9a059a23292bl41lcad3cd4a8ceecac610183c2laeb70cfdefc
64|1lha.ppl 18-18 47784 B c3b3c8dc

) 16.07.18 0ac68dad76874533000del175b99dea®54a361410ab0b79f6f25df853
65|libeay32.d1l1l 18-18 1423936 - da6dcdf3l

licensing product facade |16.07.18 ba2a4390aeb34e3d1d751a568d51252ad60081c2£508cl4f766b8led

66 - - 1147648 -

.dll 18-18 ecceallc

67|11stloc.dll 16.07.18 143312 |£8176e15deb£f5b09095629faab2a2edebcd60£59daaec265cazecleb
18-18 cafeladc

) 16.07.18 0bd045b1d£f5913b070796a02807bb9cfcl1605098d69%e4dfel3aff571d
68|logging.dll 18-18 137112 - 26133709

69lmailms 1 16.07.18 73176 |4dd456d991ea59c2£fa22e939e7bb52128495eblddabf4bf08cl9f2e
9-pP 18-18 c6a09712

70 mdb . pp1l 16.07.18 61792 _eOeCZbaf64l94aOef453Cd4lbbdfb22908ld72d84b9076d5f73d07bf
18-18 el7ebele

71 Indma 1 16.07.18 27568 i 2c9bc29dd9726711e5ef102d1£fbl18£f54e612822b3477aeldf304b0db
P.Pp 18-18 d418chbf6

72 Imemmods ¢ 1 16.07.18 43120 i fe32d0d97cf£f40710£0a35978d17£f74£f15b0e6££d952203908b5db20
PP 18-18 1fa7969%b

73 memscan 1 16.07.18 39920 i 39f74£c£29328714225a15bf6f08beadl361553afbf27d5c4517a44a
PP 18-18 98478412

Zalninizi 1 16.07.18 43120 i 7a620£c63e975¢c949ec4£fb9da770964050d0e096dd6f89%9ec09b333b5
P-PP 18-18 5551f0ch

75 Inkavio 1 16.07.18 31152 i f97ee92fe2e3f5341cedfd85465efe2c05de79fbad02012afa7559d2
eje 18-18 8109p708

76 msoe 1 16.07.18 83080 i 6197b5bfad93e3b235e800£447ffbd4d91fb388d54d028310b90c922
. PP 18-18 3de8e189

77lmsvep120.d11 05.10.13 455328 |cOel864a9%aed68619664afleb3692d6ea2b7e27c402e5e8968b66a82
01-38 cce963le

78lmsver120.d11 05.10.13 970912 ) 401b10845p788£f48d3701149ce52bb8133336c47d4d9048bd0b2d303
01-38 5e4d2ffo6

79MUTLoc.d11 16.07.18 63776 i fcfeB8ce5ed0eo6f906ble23081dd72a9cbbec7fefdcb8e324dc4190e4df
18-18 a8813326
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16.07.18 8710ccel09fd4d1215e3556cff4a385d65¢c9fa439e09bbalb9d5£d35
80[nappsrc.dll 18-18 200656 £52280c6
. 16.07.18 5542734478a98d3025bafcba’lde2bc20dadc8a94d35£f400ed960041d
8lnetappanticrypt.dll 18-18 2458720 5e9beed]
. 16.07.18 18d9e445e1750fcb40a00eb2fcbecfaldfefcal3a2097ce9246bfb5d24
82|nfio.ppl 18.1g | 104312 51278836
o 16.07.18 e3712b9%fd974c1320734d6c27b5co6fcd3a737c5a44216e25246d7d99
83|lnotifierloc.dll 18-18 26352 19642911
16.07.18 8178e5dfb403712fd5fcc2fd01feeca73269876c55e4af7cfd08c9615
84Intfsstrm.ppl 18-18 34800 1805429 f
85loassrc.dll 16.07.18 200712 47fdb0908b12£f5eb590683faf985al2f5ddeob374a77bf476a7029364
18-18 c266f451
86lodssrc.dll 16.07.18 484920 e66ldb7elaefdf26be9b3e498353f8a4fd596dlce86cdf818851£9¢c4
18-18 6cbdafc4
. 16.07.18 0e087f75c45d2544c8d0db9dcd28d1lb2cb3f45526a5a94bd46420d92
87packed io.dll 18-18 58656 Aeoddeal
88loassdma 1 16.07.18 29616 95a3¢c987f1c2b25329d953ab0£fde9502e1bdb395d97807b43920a9%a9
P P.Pp 18-18 76955cc6
89|patch.exe 16.07.18 369784 929a9f8aa81d6fed7a5a79£9858db7200d0183e2¢c7£f£39d%ab6a73fle
18-18 13aa84c?
16.07.18 d5157a6c54c285¢c7¢c54585f¢c4£43222¢c8a577a11de00e2878242dct6
lperfentr.dll 18-18 86216 84883932
91lprioader.dll 16.07.18 157888 ebacaa3c67c68522ada34da39ee5a86da%9a5913750cb075588499142
18-18 del0caz2le
92 lorooma 1 16.07.18 76304 a8487afdfdla2f170d%acf7fe27440d6268alal3caec976ec5c50a956
propmap.pp 18-18 £01cOe3a
93lorseqio 1 16.07.18 31152 9a1085c09c47756af650dd15cd0046al1622a825b81£40b5£1771892d
prsedio.pp 18-18 56£05727
. 16.07.18 db9027e55451a358ea6d3cfa882077783a890f1d40fcfel60c5c00at
94 |prutil.ppl 18-18 38960 c253139b
95|quantum 1 16.07.18 31152 799cb7e31389387bfdd4efdd32bad72bc99cffa870140896c733a42d
- PP 18-18 76balfcc
96 |rar 1 16.07.18 94528 008elb45cb3b73023a3ead2b2e016c8f011fc31clc3cl560£530a03a
- PP 18-18 81568a05
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97 |regmap . ppl 16.07.18 31152 5ee471c51£30144£150d737eeda2164665401687be8f002c6e2e5767
18-18 1f41b9%e4
98|scagent .dll 1?-.6(;)_1.;.8 228032 e38a7eba983d0f31f425f437k§2222323102c3e3efla24406c30d4494
16.07.18 6cd9acac3ed55dbl83eal2744cebdee?2725a8ae86b3b73ebdabae6745
99|scandll.dll 18-18 142472 0db64 £b1
100 scrchsre.dll 1?-.5_71.;.8 154424 304al3d5ab04f5abbf8d5797g22§?3é2853690869Cb809eOllcf32bl
10 16.07.18 e352ecf4ec5d352d3951926ba683776de99831aa08f7d9774d2ed439
g [3tdP.pRl 18-18 | 0344 188a39e4
120 shellloc.dll 1?-.371.;.8 63264 7db97044cbe7fc4262f8ab4bziélggggzb7lalo441308e3de0e8404ce
130 ssleay32.d1l 1?-.5_71.;.8 325152 b96l73b360374bd76Cf3e36ez;$é3£212)k6)8f6afle4d46fbd4l79Oe4935
10 16.07.18 5f59%9e6b677fd34cacc026230530ca32228022922638c754c7cbald%b5
4 stdcomp.ppl 18-18 25968 40099a77
10 stenum? . ppl 16.07.18 137680 dbfeef748a62a3eedd02fdbcdedcdcc82256858c98140e8c24defabd
5 18-18 81llblcdc
10 storage.dll 16.07.18 279152 6c85d17d642a453db7928dbfbd58b4abb79013e814aa5048c19b29%fa
6 18-18 df32630b
10 stored.ppl 16.07.18 25968 38e40280alabe63664ac3d80514bf25falbb4b630claz24a33e35d943
7 18-18 de2d2ee’7
10 streamio.ppl 16.07.18 29104 dfe6970c58862f26df1d55e295372714e6942898bc05703570fb0f1d
8 18-18 cl3lea’e
10 . 16.07.18 05f9149160f68d69%9aeclb3e87d7ec9c435eddc6590929dab869f47a7
9 substio.ppl 18-18 30128 del59cf4
11 superio.ppl 16.07.18 26992 16db44c962afd7731e55d2403d5¢c11d3a46182b827d83¢c3e386d807¢c
0 18-18 ecd8bl18
11 tempfile.ppl 16.07.18 28080 d4a38cd50d8fbfb6715¢c9%ebc0201d94fccaea2df36187860b33bc230
1 18-18 49421e3e
11 thpimpl .ppl 16.07.18 39472 cb8df21ec58073c65af82786b51ca8doc07b2bb3f43ff2a0££83¢c098
2 18-18 05e78d87
11 timer.ppl 16.07.18 30640 5cdf4£2843c9b4f539fb0b8335e3b9%94c847be07a289cb57eab6a%268f
3 18-18 3c0e9525
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11 tm.ppl 16.07.18 31664 e987c6af26a80625ee9a7d698c3e63¢c74d0fe32b253373b427c5a886
4 18-18 cc913172
151 uds . dll 1?-.6(;)_71.;.8 317864 3e8acebc938l984c871ff643g(6:2?2233787fa96ba33f1b8f4527a4af
11 unarsj .ppl 16.07.18 30128 c9fb2e44c3b7991520cf03e8b9%947baale8dob5dd719efb3bbdd826d1l
6 18-18 5cedaa79
11 UnihArc.ppl 16.07.18 37872 bef62f95f06303cab74fd2af8985a26dc7adae6fffbdfclb4d7a69078
7 18-18 2fa65634
11 16.07.18 188c2dcb9%aceba807£d52020ddbc442201bf1569a847fe8fa366810b
8 unlzx.ppl 18-18 31728 c7aela28
11 16.07.18 10£3194e4e5b632¢ca%989cb7aa55df162d2fb0479263cad4c014543a35
9 unreduce.ppl 18-18 27568 773629%ed
12 . 16.07.18 e5cd92ab730d6f3f52b503¢c931bl6de56e5c8946b4571d76£891b7a6
0 unshrink.ppl 18-18 26992 c9172724
12 16.07.18 982b0292d382¢c386d8788cba’7c6441e445a3d2167c22ebab58260a2’7c
1 unstored.ppl 18-18 26480 1b3cf471
122 updater2.dll 1?-.5_71.818 1027576 916312 948208cc380ec70e77223283§j15c449alababc53cf3e54 6bc
132 updater facade.dll 1?.:_71.;.81005200 f493b476af38a49e2d440edO?ggg;gg;3bd662a8l75ll933051968451
];12 vecorlibl20.dll O%.il._%sli% 247984 52a82db38a479c6d9a8e6lleggéigiﬂgic53eflcd9255e789567126cl
12 vmarea.ppl 16.07.18 29040 2c1710c952613ada8896f0ac7073b3527a727£37272089430bacdbod
5 18-18 f6b63c03
12 . . 16.07.18 6£f7d41d14641230403a7db3a3818dfac071843e24c89d9d0897546e4
5 wdiskio.ppl 18-18 36336 821c4d0]
12 winreg.ppl 16.07.18 45168 c60d742d26dal35f033clfbae88fa37f2eb34aledal3ded7642a80ce
7 18-18 9eb4414b
12 . 16.07.18 e2b9728fc84cde7b6c90492e2119842ed0bafcbblce094411bfbl1966
8 wss_ client.exe 18-18 70104 36ec1231
12 . 16.07.18 35e835474b67cfc696b812e98a5e4a3b8cdf3c960208d613206fblee
9 xorio.ppl 18-18 26992 0b21f07e
. 4790726 6848de3e8aae08ebf0c5e634bd9d4627853¢cfc719£87ec7808304871
utoro: ¢gaiijon - 129 4 11704841
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Karanor C:\WSEE\drivers\wlh\klam\

13kl 0 06.06.18 381128 _Clec5fc6b7f5e9102b69b7d80cl5OBbdfe6d6ede994a0153033ea50a
o |cHem-sYs 13-26 ba67105¢e
. clec5fc6b7£5e9102b69b7d80cl1503bdfe6db6ede994a0153c33ea50a
utoro: gaiijios - 1 381128 0
ba67105e
Karanor C:\WSEE\drivers\wlh\klfltdev\
13 01.05.17 537c07fcd4f25e5a722a53¢ce8fd7£fdf7d6e7005a80602a6ael1645a80
1 klfltdev.sys 93-35 51424 - 1941708
. 537c07fcd4£25e5a722a53ce8£d7£df7d6e7005a80602a6ael1645a80
utoro: gaiijios - 1 51424 0
19417ec8
Karanor C:\WSEE\drivers\wlh\ramdisk\
13klramdisk svs 15.01.18 58560 _d596c7b6c54754a05ef73d2473ee668806449ff8a7997808752d03ad
2 - SY 01-20 8£28e6d9
. . 1 58560 0d.596c7b6c54754a05ef73d2473ee66880e449ff8a7997808752d03ad
UTOro: ¢aijios - 8£28e6d9
2fd4edl1b22 b01£7713£f064dbldee5a3£f20d0d2134b£f495£f47b456
BCEI'O: ¢aiinos - 132 4839832 0 < ceee 3d7ec§§ea

Komney

Microsoft® Windows Server® 2008 Standard FE Service Pack 2 x64 at SBS2008STD-5000

Jara Joan
N Nms paiina CO3/1aHH lI.nana, a, KC
nn 0alT
| CTPOK
KarTanor C:\WSEE\
1 ladvdis 1 16.07.18 71184 _4e40b76706ed27e5176e613d5ca8cdb55C12c2b9c7682c08b9c31e07
- PP 18-18 43e695d1
16.07.18 23b65dbef3b21971d2adc299c3b06bdct5fcel7e7315£a5d427£0685
2 |ak_auto.dll 18-18 291392 - 94452623
3 |akx conn.d11 1601182%Hﬁ32 _b834l679lfb03a3ll6650b34e6dlbl9739eb5€f201d84lefc88b559b
— 18-18 abbl6c7a
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16.07.18 2534fb36£599144c865755e4b18fe9c2d3311alafle773aee93ch6fb
4 laklog.dll 18-1g | 140240 edflc57d
. 16.07.18 0fcal378£39f1519f76389c3d5b4e5ed4629d9105165dc363035d6329
5lanticryptor.dll 18-18 113200 419359121
6 lar- 1 16.07.18 38960 d0aadd41c9625672£5535007ef7ac78c40a2877651ad426db6bbaddfla
j.pp 18-18 £6£39178
7 larsoack 1 16.07.18 33264 d7d9e9%b4d6ed2e781bl1f1c972da6674£662402830b2097385961364ac
P PP 18-18 ab20e3c4
8 laviib 1 16.07.18 32240 822565f90£f4126e728201£d00285e1c6ea311729f8c4d197c8beddc3
PP 18-18 04a052ec
9 lavol 1 16.07.18 195664 b8d01696a40374d03efa710calcf4196d8a80737£09395a9%9a73db2e3
pL-pP 18-18 3d27cac9
10lavp3info 1 16.07.18 34736 c2fal072286ee496789f7dodfd3albf403090b31af0%e229477113969
P -PP 18-18 0c4bbe69
11 lavoas 1 16.07.18 115816 867983dc041eb7837081198ab27b2c68efe8874eba?270781518df63e
Pgs-pPP 18-18 5ae0fa53
12|avomar 1 16.07.18 61280 c0297957¢c468702328%cabbd%9e4dcd5628000953¢ce2bc23979820fb
pmgr.pp 18-18 4b9£9179
13lavs 1 16.07.18 980328 218a97d7c727263ee84d2b4b5ec970b7989£94572850£187650842b5
-PP 18-18 bc445965
14lavscan.dil 16.07.18 314912 45eb2616498£f557d278366cd057830b7£052234274df486e1612b319
18-18 3ae988de
15|avsom 1 16.07.18 46192 b20f8a63cdffec80d1da8fba7df378675b6d3d3b06b81070£d33954b
pm-pp 18-18 4697480
16.07.18 02cd96d9elff4a2cb3602ad2a97b577775966e303bef768410aedcec
16base64d .ppl 18-18 28528 b7b56b1 7
16.07.18 0d918509966£f0379873b96cd68c5bblc570d2e805f73e44e7£431a23
17 [base6dp.ppl 18-18 28528 beedT 117
18lbtdisk.ppl 16.07.18 38384 d4a073069360aa8b3fl173bdllebocfec68bbf580b82coffcf965819a7
18-18 ae20c29a
. 16.07.18 535f8df7b8lafe3cead973cc4d4732acabf2acleaabflbelacdeele6f7l
19 btimages.ppl 18-18 34224 61577dc3
16.07.18 S5ecac28cla%abe269%9a7a47b28e66068013cc8cel0b400ed3fddc9ae89
20buffer.ppl 18-18 28016 4454315¢f
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21lcab 1 16.07.18 37936 0ea06ca231180f8afe0544ca34335191428¢cl1b9dfal29fc71lc2cth4f
. PP 18-18 8c5672df
22lconn res.dill 16.07.18 25840 03f4£f33d97d704eel8c3e0d4cOeefbf72e2784aca71al33a0d300bcfo
- 18-18 aac070b6
16.07.18 fa708f51b018ccobebabbdfeec7/8aad3bb86ffd8e563cff96457b1171
23|crpthlpr.ppl 18.18 | 83992 25clcbe5
01.02.10 4ca260098b65¢cH5429124d72e101fbl1740f52b868ae7a8ccecc78513e
24|dbghelp.dll 1107 1213200 S Edaf Lo
o5 lablite.dll 19.07.17 651408 9e24500d2dcfoafl03856b97e40069fbc36b2cb909809b05f0a7cb9ab
11-10 35d311a?2
16.07.18 255607ad0a0978d96£d6420b8506e07aef£32684a22e£81d0d455033fF
26|deflate.ppl 18.1g | 40048 42cedd7d
27ldevice control.dll 16.07.18 139672 aff05d93f75c9879052ed4c3cfcd4e92c3%acdff59a83fdc769c306fa
- 18-18 0644369ct
28ldma 1 16.07.18 26992 0273d56ec5d8a4d40lc7a86acdlbe3cc571283d59¢c0dddec56c3384546
p.pp 18-18 428acald
16.07.18 ca%9e4e5999¢c2640e320c70£540ad0009979226feb8feb6c32b7b44d71
29|dtreg.ppl 18-18 67992 dfe99ede
0leviocres.dll 16.07.18 143312 eeaddec231d1l5b8b581lallabcbh3cd44aal7ef57151ce6d012dle7b772
18-18 a86f064b
16.07.18 567b93895c507626afb71c3a%9a54a96£2df92d7028e981b58927104a
3llevliogmsg.dll 18-18 202008 8980bce33
16.07.18 41fcb5aec8960bd41f117¢c%9a97ballfceeadb30beb0bl11021985ac88
32|explode.ppl 18-1g | 30640 364d5779
. 16.07.18 a8f2847bdae26c2bbb389%a0acbhele7aa9595b62744b2388640a717a7
33|exploitblocker.dll 18-18 565688 £5729967
34|filema 1 16.07.18 33264 987693789da7fb2c22a806c983994¢c9312bee083ddcl22e47a095¢c5a
p.ppP 18-18 d6665998
35|fimonitor.dll 16.07.18 169272 b0d2da7482d5d250ee202e8f5a22896eb931elbef3e47b0e50db8b5b
18-18 d36407ce
16.07.18 e370eaaf826f36d1l2c3f2eedb67f5fala8aadccc9b9c5d9626f2ccach
36|Fsdrvply.ppl 15-15 | 28080 82bdcb80
37|£ssync.dll 16.07.18 72720 d4b9139db5e8al0f5e8c0192ea8bl2891a0cb31022f532c25b7e7b340b
18-18 8dabebeb
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16.07.18 89a9d8f70051db35aa355e37e72b2065d3680aec05b5823165339df£0
38|HASHCONT . ppl 18.18 | 25968 933772 £ £
39 hashmds . PPL 16.07.18 29104 0b2f266770d4becb54f61c5917ecad43c5e85167cde2128bl31lolffc2da
18-18 29934a7c
40 lhcem 1 16.07.18 25968 954216304a02a4083e758567¢cc8410e0a2880ed85e2b14797396255b
P.pp 18-18 157afd3b
. 16.07.18 7a94518101824ada9d69754d649%9ae0ec524d329d3336¢c1279f8e4a29
4llicapsrc.dll 18-18 525784 dcedd216
. 16.07.18 dO0afcbh4dd0be8f38ee%9ed64a28514658dc6al3c577£693bd1092680c¢
42|ichk2.ppl 18-18 34800 bldd2e9?2
) 16.07.18 781b5557¢c2fbd4643ec20b666074c1c277£90d71b27772442838b6c90
43|ichksa.ppl 18-18 31664 42ca9d04
. 16.07.18 f0f8127£f6al172308e9feeel3cdb002d2bcddc20e0£f25f6625d2be8f6a
44|inflate.ppl 18-18 40496 cd6fc7bb
45linifile 1 16.07.18 36848 5ad7b2b2fd3b%e131cb44cdb647ab3c64db8ba72e6b40dfd4a29c£0d
PP 18-18 3b5F7116
461 waen 1 16.07.18 31664 e012dbddlcdcb5cafb4189¢c570322797¢c4b858¢c368c3744b8f9%¢c8505e
gen.pp 18-18 e73aba7c
16.07.18 09e0609f1dfdcbd7£f097b5575bea81081da729de29f£93d967bb03c7
47 [kavfs.exe 18-18 5088056 248 7bbe
16.07.18 e94e9adb984af64afde73662b1098b57efcd251bde65b5702e2£92¢ct
48 kavfsauto.dll 18-18 1695160 T£244917
16.07.18 9de7dcbe8af6357¢c461790a853e96e808b4cfbd7894c2017d42a9295
49|kavfsgt.exe 18-18 1609296 023f4£d5
50 |kavEsmui . exe 16.07.18 691904 d8b4152fede6c6665ef9dadaf00d51b62ecf0bl160325e0e71383f49%e
18-18 08c57568
16.07.18 d7561ea904ed%ebdfd3def7f£3c5fe5068715c1lb2ecf89d6c25dfd5b
5l|lkavfsscs.exe 18-18 121000 13274577
16.07.18 34854884501 7aa66b732fa743a0543069380b736158a485c369%p6cac
52|kavfsslp.dll 18-18 3063448 b4df04chb
16.07.18 848c3f69chbl8b5728868914ae88ce9de612e3194£f45342cf05eclbfc
53|kavfsslpps.dll 18-18 28080 29905339
16.07.18 c4a32c321bb30c90ddb97a1306c6d34c700cafdc2de98c887392afd?2
54|kavfswh.exe 18-18 77328 6fb9ed19
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55 |kav fswp. exe 16'07'185082752 ) 414587e61faf3020e34c65d8elc761936c7£fed65b3b5052607e15a3d
18-18 2a8cbele
56|kavshell . exe 16'07'183894136 ) 381845c18febe2ec9d9245db6de3£f454d5d5£f1b9704c516bal0lba63’
18-18 a%la6c4dc4
16.07.18 128e4b06867790£3d641766£9d9dc82d24e83675¢c8e91962fadd46e65
57|kavtray.exe 18.1g | 600984 - 0318dec8
16.07.18 217fccd42b39a5324b8d5081cbed406add424c6caaf906c0512841d20
58|kavtrayr.dll 18-18 37808 - 4653a7d1
59|kl service.dll 16.07.18 714792 |c880dclc2cd4edlbddcbeee291£3bad056c3a8bfoccas24a3cb4alll3b
— 18-18 83343c2a
. 16.07.18 b58fcl90ad413331162ff£f884c2532d14dfd1af2943f11a1694e32d58
60klav_engine.dll 18-18 55016 - 68dadd76
16.07.18 e5e9%014b1la8669510b8aan2dcf0219£935852f5¢c35712898debc3bed
6llklavsys.dll 18-18 68504 : 5f8b40f6
62|ksn facade.dll 16.07.18 1320544 _b22efa5cde3aafflf58dff68c903e9a07855135f307398627ada7baf
— 18-18 ecaabe95
. 16.07.18 8271bf5f200ecaeece528d78£f781db397ecedf2608e6d29ffd%a3ba3b4
63|1 1lio.ppl 18.18 | 28592 - 8b6b0f2b
16.07.18 703af1029%9a059a23292bl4lcad3cd4a8ceecac610183c2laeb70cfdefc
64|1ha.ppl 18-18 47784 - c3b3c8de
. 16.07.18 06ac68dad76874533000del175b99dea954a361410ab0b79f6£25d£853
65|1ibeay32.dl1 18-18 1423936 - da6dedfl
licensing product facade |16.07.18 ba2a4390aeb34e3d1d751a568d51252ad60081c2f508cl14f766b8led
66 — - 1147648 -
.dll 18-18 ecceallc
67111stloc.dll 16.07.18 143312 i £f8176e15debf5b09095629faab2a2edebcd60f59daaec265cazecleb
18-18 cafeladc
. 16.07.18 0bd045b1d£f5913b070796a02807bb9cfcl1605098d69%e4dfe3aff571d
68|logging.dll 18-18 137112 - 26133709
69 mailms 1 16.07.18 73176 ) 4dd456d991eab59c2ffa22e939%97bb52128495eblddabf4dbf08cl9f2e
9-PP 18-18 c6a09712
70|mdb . pp1 16.07.18 61792 _eOeCZbaf64l94aOef453cd4lbbdfb22908ld72d84b9076d5f73d07bf
18-18 el7ebele
71 kndma 1 16.07.18 27568 i 2c9bc29dd9726711e5ef102d1£fb18£f54e0612822b3477ael1df304b0db
p.pp 18-18 d418cbf6
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72 lnemmods ¢ 1 16.07.18 43120 ) fe32d0d97cf£f40710£0a35978d17£f74£f15b0e6f££d952203908b5db20
- PP 18-18 1fa7969%b

73lmemscan 1 16.07.18 39920 i 39f74£fcf£29328714225a15bf6f08beadll361553afbf27d5c4517a4d4da
. PP 18-18 98478412

Z4lminizi 1 16.07.18 43120 i 7a620£c63e975¢c949ec4£fb9da770964050d0e096ddof89%9ec09b333b5
P.PP 18-18 5551f0cb

75lnkavio 1 16.07.18 31152 i f97ee92fe2e3f5341cedfd85465efe2c05de79fbad02012afa7559d2
- PP 18-18 8109p708

76 Imsoe 1 16.07.18 83080 ) 0197b5bfad%3e3b235e800£447ffbd4d91fb388d54d028310b90c922
- PP 18-18 3de8e189

77msvep120.d11 05.10.13 455328 i c0el864a9%9aed68619664afleb3692d6ealb’/e27c402e5e8968b66a82
01-38 cce963le

78lmsver120.d11 05.10.13 970912 i 401b10845p788£f48d3701149ce52bb8133336c47d4d9048bd0b2d303
01-38 5e4d2ffe6

79MUTLoc. d11 16.07.18 63776 i fcfe8cebed0e6f906ble23081dd72a9cbbec7fefdcb8e324dc4190e4f
18-18 a8813326

16.07.18 8710ccel09fd4dl1215e3556¢cff4a385d65¢c9fad439%9e09bbalb9d5£d35
80[nappsrc.dll 18-18 200656 - £52280c6

. 16.07.18 5542734478a98d3025bafcba7de2bc20dadc8a94d35£400ed960041d
8l|netappanticrypt.dll 18-18 2458720 - 5e9beed]

. 16.07.18 18d9%9e445e1750fcbd40al00eb2fcbhcfalidfefcal33a2097ce9246bf55d24
82Infio.ppl 18-18 104312 - 51278836

. 16.07.18 e3712b9%fd974c1320734d6c27b5c6fcd3a737c5a44216e25246d7d99
83|lnotifierloc.dll 18-18 26352 - 19642911

16.07.18 8178e5dfb403712fd5fcc2fd01feea73269876c55ed4af7¢c£d08c9615
84Intfsstrm.ppl 18-18 34800 - 1805229 f

85loassrc.dll 16.07.18 200712 _47fdbO908b12f5eb590683faf985a12f5dd6b374a77bf476a7029364
18-18 c266f451

86lodssrc.dll 16.07.18 484920 |e661db7elaefdf26be9b3e498353£8a4£d596d1ce86cdf818851£9c4
18-18 6cbdafc4d

) 16.07.18 06e087f75¢c45d2544c8d0db9dcd?28d1lb2cb3f45526a5a94bd46420d92
87packed io.dll 18-18 58656 - 4c24d6al

88loassdma 1 16.07.18 20616 ) 95a3¢c987f1c2b25329d953ab0fde9502el1bdb395d97807b43920a%a9
© p.pp 18-18 76955cc6
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16.07.18 929a9f8aa81d6fed47a5a79f9858db7200d0183e2¢c7£f£39d9%a6a73fle
89[patch.exe 369784 -
18-18 13aa84c?2
16.07.18 d5157a6c54c285¢c7¢c54585fc4£43222¢c8a577al1l1lde00e2878242dcfo
Nperfcentr.dll 18-18 86216 - 84883937
9llprioader.dll 16.07.18 157888 _ebacaa3067c68522ada34da39ee5a86da9a591375chO75588499142
18-18 d60ca2le
92 loropma 1 16.07.18 76304 _a8487afdfdla2fl70d9acf7fe27440d6268ala3caec976e05050a956
propmap.pp 18-18 f01lc0e3a
93lorseaio 1 16.07.18 31152 _9a1085c09c47756af650dd15cd0046al622a825b8lf40b5fl77l892d
prsedqio.pp 18-18 56£05727
. 16.07.18 db9027e55451a358ea6d3cfa882077783a890f1d40fcfel60chc00arf
94prutil.ppl 18.18 | 38960 - c253139b
95 |ouantum 1 16.07.18 31152 _799Cb7e3l389387bfdd4ef4d32bad72bc99Cffa87bl40896C733a42d
! PP 18-18 76balfcc
96|rar 1 16.07.18 94528 i 608elb45cb3b73023a3ead2b2e016¢c8f011fc31clc3cl560£530a03a
. PP 18-18 81568205
97 lreama 1 16.07.18 31152 _5ee47lcSlf30l44fl50d737eeda2l64665401687be8f00206e2e5767
gmap -pp 18-18 1£41b9e4
16.07.18 e38a7eba®83d0f31£f425f437b5363e04102c3e3efla?24406c30d4494
98|scagent.dll 18-18 | 228032 - fa6e6020
16.07.18 6cd9aeac3edb5dbl83ea2744cebdee?2725a8ae86b3b73ebdabae6745
99(scandll.dll 18-18 142472 - 0db64 b1
10 16.07.18 304a13d5ab04£f5abbf8d5797073ead46853690869cb809%9e011cf32bl
o |screhsrc.dll 18-18 154424 - 8463f70c
10 sfdb 1 16.07.18 50344 _e352ecf4ec5d352d3951926ba683776de99831aa08f7d9774d2ed439
1 PP 18-18 188a39e4
10 16.07.18 7db97044cbe7fc4262f8abdbe62b07¢c971a10441308e3de0e8404ce
2 shellloc.dll 18-18 63264 - 9F66380d
10 16.07.18 b96173b360374bd76cf3e36ea6d45fe2b8f6afledddo6fbd41790e4935
3 ssleay32.dll 18-18 325152 - 37bddabé
10 stdcom 1 16.07.18 25968 i 5f59e6b677fd34cacc026230530ca32228022922638c754c7cbaldbb
4 P.pp 18-18 d009%e77
10 stenum? 1 16.07.18 137680 |dbfeef748a62a3eedd02fdbcdedcdcc82256858c98140e8c24defabd
5 PP 18-18 811blcdc
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10 16.07.18 6c85d17d642a453db7928dbfbd58b4abb79b13e814aa5048c19b29fa
6 storage.dll 18-18 272152 4£32630b
10 stored.ppl 16.07.18 25968 38e40280alabe63664ac3d80514bf25fal5b4b630claz4a33e35d9%43
7 18-18 de2d2ee’7
10 streamio.ppl 16.07.18 29104 dfe6970c58862f26df1d55e295372714e6942898bc05703570fb0f1d
8 18-18 cl3lea’7e
10 . 16.07.18 05£9149160f68d69%aeclb3e87d7ec9c435eddc6590929dab869f47a7
g [Fubstio.ppl 181 | 0128 4e159cf4
11 . 16.07.18 16db44c962afd7731e55d2403d5¢c11d3a46182b827d83c3e386d807c
0 superio.ppl 18-18 26992 ccdSbll8
11 tempfile.ppl 16.07.18 28080 d4a38cd50d8fbfb6715¢c9%ebc0201d94fccaeal2df36187860b33bc230
1 18-18 49421e3e
11 thpimpl .ppl 16.07.18 39472 cb8df21ec58073c65af82786b51ca8doc07b2bb3f43ff2a0£f£83c098
2 18-18 05e78d87
11 timer.ppl 16.07.18 30640 5cdf4£2843c9b4f539fb0b8335e3b9%94c847be07a289cb57ea6a%9268f
3 18-18 3c0e9525
11 tm.ppl 16.07.18 31664 e987c6af26a80625ee9a7d698c3e63c74d0fe32b253373b427¢c5a886
4 18-18 cc913172
151 uds . dl1l 1(;“_.5_71.;8 317864 3e8acebc938l984c871ff643$(6:2?223;787fa96ba33f1b8f4527a4af
11 . 16.07.18 c9fb2e44c3b7991520cf03e8b947baale8dbb5dd719efb3bbdd826d1l
) 18-18 | 01® 5ce4aa’l?
11 UniArc.ppl 16.07.18 37872 bef62f95f06303cab74fd2af8985a26dc7adae6fffbdfclb47a69078
7 18-18 2fa65634
11 16.07.18 188c2dcb9%aceba807£d52020ddbc442201bf1569a847fe8fa366810b
8 unlzx.ppl 18-18 31728 c7aela28
11 16.07.18 10£3194e4e5b632ca989cb7aab5df162d2fb0479263cad4c014543a35
9 unreduce.ppl 18-18 27568 773629%ed
12 unshrink.ppl 16.07.18 26992 e5cd92ab730d6£3f52b503¢c931bl6de56e5¢c8946b4571d76£891b7a6
0 18-18 c917272a
12 16.07.18 982b0292d382c386d8788cba7cb44led45a3d2167c22ebab8260a27c¢c
1 unstored.ppl 18-18 26480 1b3cfd71
122 updater2.dll 1613-.5_71.818 1027576 916312 948208cc380ec70e772§3§83§215c449a1ababc53cf3e54 6bc
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12 16.07.18 £493b476af38a49e2d440ed0238£75873bd662a8175119330519684a
3 updater facade.dll 18-18 1005200 - 73327559
12 . 05.10.13 52a82db38a479c6d%a8e611le56128abec53eflcd9255e789567126c1
4 vccorlibl20.d11 01-38 247984 - 3bdb51 6
lzvmarea 1 16.07.18 29040 _2017100952613ada8896anc7073b3527a727f37272089430bacd66d
5 PP 18-18 £6b63c03
12 wdiskio 1 16.07.18 36336 ) 0£7d41d14641230403a7db3a3818dfac071843e24c89d9d0897546e4
6 -PP 18-18 821c4d01
12winre 1 16.07.18 45168 |c60d742d26dal35£033clfbae88fal37f2eb34aledal3ded7642a80ce
7 g.pP 18-18 9eb4414b
12 ) 16.07.18 e2b9728fc84cde7b6c9b492e2119842ed0bafchbblce094411bfbl966
wss client.exe 70104 -
8 — 18-18 36ecl231
12X0rio 1 16.07.18 26992 _35e835474b67cfc696b812e98a5e4a3b8cdf3c960208d613206fb1ee
9 -PP 18-18 0b21£07e
. . 129 4790726 06848de3e8aae08ebf0c5e634bd9d4627853cfc719f87ec7808304871
UTOro: ¢aijios - 4 11704841
Karanor C:\WSEE\drivers\x64\wlh\klam\
13klam cvs 06.06.18 492232 |74db66359e7103abeladldcadlbecdeb8f1b11£d92c79c49accf0cOl
0 - 8Y 13-26 €2815590
. 74db66359%9e7103abeladl4cadlS5ec4eb8f1bl1£d92c79c49%9accf0cOl
UTOro: (haiijaos - 1 492232 0
2815590
KaTanor C:\WSEE\drivers\x64\wlh\klfltdev\
13 01.05.17 fcd795bcbdeobfb6983bd5d69286b0e88c41890049a8d03d7cde893f
| [k1fltdev.sys 93.35 | 908592 - b5fas8abb
. £cd795bcbde6bfb6983bd5d69286b0e88c41890049a8d03d7cde893f
UTOro: (paiijaos - 1 58592 0
b5fa8a5b
Karanor C:\WSEE\drivers\x64\wlh\ramdisk\
13 . 15.01.18 8fc6a4d49ef38640233¢c943d0d0a7dlocalladcd347f£377605cal4dbaac
klramdisk.sys 67272 -
2 01-20 ca48a8ct
. 8fc6a49ef38640233c943d0d0a7dl16a0ladcd347££377605cal04baac
uTOoro: ¢aios - 1 67272 0
cad48a8cft
Karasnor C:\WSEE\x64\
13ebloader exe 16.07.18 73206 _beb54f7daad82e388e29b124d56711b2760b53273c62c61e67fe054
3 ) 18-18 548c8b80
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13 . 16.07.18 72a981d802d8953b4cbbccda®9401d8d35ca3db0543a94e53a119d9%a6
4 exploitblocker.dll 18-18 644592 - 92228804

13 logaing.dll 16.07.18 191648 _2d082cc98d45f3030fOO2b9C9blbO33422b6b948a5df7d992e650b23
5 |~©99+nd- 18-18 2df46087

13 04.10.13 2d0£d105dd71ac9917eb610a82e9%9a5f4db7ed3f5c7ee82e888cblce9
5 msvcpl20.d11 9958 660128 - 50eb72c5

13 04.10.13 e3a6085a4956668835700ea56507486bca86ced28939264eab008d14
7 msvcrl20.d11 99.58 963232 - 435eabE8

13 16.07.18 5b9c250d49b6b9%b98e4c9030144349d8£f8b5df80b8a6581dad903¢cld
8 perfcntr.dll 18-18 110640 - 24584391

13 scagent.dll 16.07.18 336600 i 4d62289090451b78a0273dc226a3cfb5b%e029467af4bc069960b8926
9 18-18 23ecaba3si

14 ) 04.10.13 147fec5284cdal?2ae216121a40af244422f264911dce588ded4104cfo
0 vccorlibl20.d11 99.58 356528 - 20317898

6882c1769c292d2125blacl3d7ede5a40cc8e52ed1447b£f495435ael

uToro: aiinos - 8 3336664 O cliese aclig/ecesatlicctesae ae
5f£622a94

0700485£fc696d9£f4907£fb6362 12 7252 £d87662d02

BCETO: daiitos - 140 518620421 0 c dggi;-:SdeO 52e56a9badfd87662d0

Komney




