aemawea — [Dis]Connected

06 IT-6e3onacHoOCTHN

kaspersky g (aspersky.ru


http://kaspersky.ru

[Dis]Connected

KasyanbHag nrpa o6 IT-6esonacHocTun, co3gaHHas
«JlabopaTopwmein Kacnepckoro»

LindpoBble TexHONOrMn CTpeMUTENBHO Pa3BMBAIOTCS M BCE MMy6Xe NPOHMKAIOT B Hally XU3Hb. CoBpeMeHHble
TEXHOMNOrMM OTKPbIBAIOT HOBblE BO3MOXHOCTU, MOMOraloT COKpallaTh pacxofbl, BbIXOAUTb Ha HOBbIE PbIHKU
1 npeanaraloT MHOXEeCTBO APYrnx npenmyecTs. Ho UTo6bl M3BNEYb MaKCUMYM MOJb3bl U3 UHHOBAL WA,
Heo6xoAuMbI 3HaHUS N NpaKTUYEeCKNe HaBbikn B o6nacTn kubepbesonacHocTu.
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[Mouemy Hawm TpeHUHrM NnpoxoaaT B urposom popmarte?

AKTYanbHOCTb TPEHUHIOB
no IT-6esonacHocTn

70% xomnaHuiA
paspabaTbiBaloT cTpaTeruio LppoBoii
TpaHcdopmaLum Unn yxke BHeapunm ee*

42% pecnoHAEeHTOB 13 KOMMaHUiA co
wTaTtom cebiwe 1000 yenosek oTMeTUNN,
YTO BONBLUNHCTBO TPEHWHIOB, KOTOPbIE
OHW NPOXOANIN, OKa3anncb 6ecronesHbIMm
N HENHTEePEeCHbIMU™**

73% CcOTpyLHNKOB HE MPOXOANIN TPEHNHIOB
B o6nacTu Vb nocne nepexona Ha
yLoaneHHyto paboTy***

Digital Transformation Survey

(«O630p TeHAeHUWMI B oBnacTu

undposoii TpaHchopmaummy»), Tech Pro

**  The digital talent gap (<HexBaTka TanaHTOB

B UmdpoBoii HaycTpun»), Capgemini Consulting

*** How COVID-19 Changed the Way People
Work («Kak COVID-19 nosnusin Ha pabouee
npocTpaHcTBOY), «JlaBopaTtopus Kacnepckoro»

XOTs MHOFMe KoMMiaHnn npoBOOAT MB—TpeHVIHI'I/I ONng COTPYOHUKOB, UX YCUNNE YaCTO
He NMPUHOCAT I'IpaKTI/IL-leCKOIZ NOJib3bl: COTPYAHUKN HE 3aHTEepeCOBaHbl B MPOOXOXAEHNN
TPEHUHIOB, HE CTPEeMATCA NPYMEHATb HOBbl€ HaBblK I MEHATb CBOE NoBeLeHNe.

Kak sauHTepecoBaTb COTPyAHMKOB Bonpocamu kubepb6esonacHocTn?
Kak no6yanTb nx n13ameHNTb NoBeAEeHNE U Ha4aTb MCNONb30BaTh
HaBbIKW, NOJTyYeHHble BO BpeMsl TpeHuHra?

LleHHOCTb Tex Unu NHbIX HaBbIKOB CTAHOBUTCS OYEBUAHOA, €CIIN Mbl ICMONb3YEM 1X

B Xn3HW. Ho koraa neno kacaetcs knbepbesonacHoOCTH, 0byyeHre Ha COBCTBEHHbIX
owmbKax MOXeT 0BOWTUCH CINLIKOM LOPOro. B aTom criiyyae Ha NoMOLLb NprxoaaT
CYIMYNSLNN N UTPOBbIE METOLbI. TPEHUHT B UrPOBOM bopMaTe NO3BONSET KMPOXUTbY
CUTYaLMIo 1 YBUAETb ee NocneacTBus 6e3 yuiepba Ang cebs n KoMmnaHuu.



HoBbilh nogxop k nepepgaye 3HaHuii B cdepe IT-6ezonacHocTu

Morpy>xeHune B mup
knbepbesonacHocTun

OTnpaBbTech B byayliee 1 y3HaliTe, kak
KI/I6ep6eSOI'IaCHOCTb BNFET Ha Hally XN3Hb

Bo Bpems nrpbl Bam Hy>xHO ByaeT peLmnTb
18 3apay Ha pasHble TeMbl B 06nacTu
IT-BesonacHocTu:

Maponu u yyeTHble 3annucun
OneKTpoHHas noyTa

Pa6oTa B uHTepHeTe

CoumnanbHble CeTN N MecCeHAXepbl
SawuTa KomnbloTepa

Mo6unbHble ycTpoiicTBa

LleneBas ayauTtopus: HaLiOHanbHble
NPOEKTbI, KPYMHbIE NPeanPUaTUS U T. 4.
18+

WrpaTb MmoxHo Ha K n cmapTdoHax Android
MpoAoNKNTENbHOCTb UFPbI: HECKOSBKO

CeaHCOoB N0 3—7 MUHYT, B LLe/IOM NPUMEpPHO
60 MuHYT

[Dis]connected — aTo urpa, cospaHHas «JlabopaTopuein Kacnepckoro», koTopas
noMoraeT y4yacTHUKaM NPOHNKHY TbCS naesamu knubepbesonacHoCTI, MOBbILAET UX
BOBJIEYEHHOCTb U MHTepec k VIB-Bonpocam 1 moMoraeT 3akpenunTb N3yYeHHblii MaTepran.

[Dis]connected — HeoTbemnemas YacTb MPOrpPamMm NoOBbILLEHVS OCBELOMIIEHHOCTH
B obnacTu IT-6esonacHocTu. Vrposoii dpopmaT, 0cobeHHO B CoUeTaHnu ¢ Apyrumm
dopmMaTaMm TPEHNHIOB, — 3TO caMmblil 9 deKTUBHLI cnocob chopmmnpoBaThb

Y COTPYOHMKOB HaBblk/i 6€30MacHOro NoBeaeHus.

Lvikn HenpepbiBHOro 06yyeHIs

OTnpaeHas
TpeHuHr
Touka

WHTepec/
MOTUMBaLUS

— 3auyeM MHe aTO — Ectbmy mehs — KopoTkue - Bce nu mHe noHsaTHO?
HY>HO? 3HaHWs B 3TOI 3aHATMS — Bce nu 9 3anomHun(-a)?
— OcmbicrieHne obnactin? — HenpepbiBHoe — MpaBunbHO Nt
- Y710 9 3Hato 1 Kakre obyueHne a nencTayto?
npo6esbl Hy>HO — ApantuBHoCTb

BOCMOSHUTL?

MoebiwweHne knbeprpamoTHocTu B popme
yBneKaTeNbHOro KBecTta

MorpyanTech B UrPOBOI MUP 1 y3HaliTe, kak Kubepbe3onacHOCTb MOXET NU3MEHUTb
HaLUy XW3Hb.

Mrpokam npepcTonT NpoBecTr Hegento B ByayLiem. HecMoTps Ha TeXHONOrmyeckui
nporpecc, noBefeHne Mol He N3MEHNIIOCh — OHU CTasKMBAIOTCS BCE C TEMU

e npoBnemamu 1 CoBepLLaloT Te xe ownbku. Kak nx pelleHns BIndoT Ha
nHdOpPMaLMOHHYI0 6e30MacHOCTb — N HA06OPOT?

3arnsHnTe B MUp Hefanekoro GyoyLero v moMoruTe nepcoHaxy B paboTe, IMYHO
XV3HW 1 6opb6e C TaHCTBEHHBIMU 3710y MbILLIEHHKAMU.

MonHoe norpy>xeHne
B ctoxeT nrpbl BCTPOEHbI 3NeMeHTbI TPEHWHra rno knbepbesonacHocTn. OHa
MoKasblBaeT, KaK HalUW PeLleHns MOMOratoT UM MeLatloT AOCTUXEHWIO Lieneii.

Bnaropaps BCTpOEHHOI aMy LM MPUNIOXEHWI — MECCEHOXEPOB, OHNaH-6aHKoB
N T. 4. — BCE BbIMSIANT O4YEeHb NPaBAOMNOA0GHO.

Bawn peweHnd — Balla nctopuda
Bce pelueHns nrpoka B3aMMoCBsi3aHbl 1 ONpefensioT, kak ByaeT pa3BrBaTbCS 1 Yem
3aKOHUNTCS CIOXKET.

OLl,eHKa nojly4YeHHbIX HaBblKOB

B KoHLe Nrpbl y4aCTHUKW BULAST, HACKOMBKO YCMELIHO OHY CPaBUANCh C MPOEKTOM,
YTO MPOVCXOANT B XU3HN NMEepCOHaXxa 1 LOCTATOYHO /N UX HABbLIKOB A9 6e30MacHOCTU
ceroas 1 B 6yayLiem.
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Kaspersky Security Awareness — cMCTeMHbIN NOAXOA,
K TpeHuHram B cdepe IT-6ezonacHocTn

KnioueBbie oco6eHHOCTHM

Fny6okue 3HaHus B o6nactu
knb6epb6ezonacHocTn

Bonee 20 net onbiTa B 3TOl chepe
Nernn B OCHOBY HaLLNX KYpPCOB
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.

HaBbikn, KoTopble MeHsI0T NoBefeHne
COTPYAHUKOB Ha BCEX YPOBHSAX
opraHusauuu

WrpoBoii opmaT TpeHVHroB NomMmoraeT
3aMHTepecoBaTb M MOTUBMPOBATb
COTPYLOHVIKOB, @ yNpaXXHEHUS NO3BONAOT
3aKpennsTb NoyYeHHbIe HaBblKK

Kaspersky Security Awareness npeaniaraet Lenblii ps NporpamMmm 48 NoBbiLEHNSs
OCBEAOMIEHHOCTM COTPYLHNKOB 1 CO34aHUs KynbTypbl KnbepbesonacHoro noseneHUs
B OpraHnsauum.

PasHble popmaTbl TPEHMHIOB A NS pa3HbIX YPOBHEW
opraHusauum
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Kaspersky Security Awareness: kaspersky.ru/enterprise-security/
security-awareness
HoBocTu IT-6e3onacHocTu: kaspersky.ru/blog/category/business/

www.kaspersky.ru
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