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[MpoakTMBHas 3alumUTa
OT MOLLUEHHUYeCTBa C YYE€THOMN 3arnuchbio

CTpemuTenbHOe pa3BUTME BEKTOPOB aTakK FOBOPUT O HEOHXOAMMOCTM KPOCC-KaHalbHOro
noaxoAa K obecneyeHmnto 6€30MNacHOCTU U 3alMTe IMYHOIO KabMHETa NOb30OBaTENS.

KnneHTCKmne yCTpOMCTBA, KOTOPLIE Bbl HE KOHTPONIMPYETE,
Haxo4aTCs 3a Npefenamm Ballero nepnmeTpa 6e30nacHOCTH
1, CKOpee BCero, HeJOCTaTOYHO UM BOBCE He 3allMLLEHbI.
HecMoTps Ha 3TO, KIIMEHTBI PEFYASPHO MOJTyYatoT JOCTYN
NS ANCTAHUMOHHOW paboThbl C BaLLMMW YCAYraMu U TaKMM
06pa3oM NOCTOAHHO HAaXOAATCS B 30HE PUCKA. A MOCKOSbKY
OHW NOAKIOYAIOTCSA K IMYHOMY KabUHeTY 1 13 6pay3epa,

1N 13 MOBUIBHOTO MPUIIOXEHMS, U C Pa3HbIX YCTPONCTB

Ha pa3HbIx NnaTdopMax, 3TO AeNlaeT BONPOC 6€30MacHOCTU
JINYHOTO KabMHETa OCOBEHHO aKTyasbHbIM.

Kpome Toro, MOLIEHHWNKN 4aCTo aTaKyloT OAMH KaHan,
4TO6bl O6EecneyunTb KPpOCC-KaHanbHbIM Gpos (Hanpumep,
nony4as 4OCTYMN K HEAOCTAaTOYHO 3aLUNLLEHHbBIM

LaHHbIM 415 BXOAA B MOBUbHOE MPUNOXEHWE, OHU
aTaKyloT OHNAaNH-KaBUHET A5 3axBaTa y4eTHOM 3anuncn).
DTO NPMBOAUT K O4EBUAHOMY BbIBOAY: GOPMMPOBATHL
cTpaTernio 3aWwmnTbl HEOBXOAMMO KOMMIEKCHO, MPUHMUMaS
BO BHMMaHWE NNYHBIN KabUHET NONb30BaTENS, @ HE TONbKO
YCTPOWMCTBO WA OAMH U3 KaHaoB.

—

Mo6unbHbIN KaHan

Kaspersky Fraud
Prevention Cloud

O peweHun
Kaspersky Fraud Prevention Cloud:

* AHanuMsmpyeTt KOMBUHALMIO MapaMeTPOB 1 COBLITUN
CO BCEX YCTPOWCTB NO/b30BaTENSs, MCMNOMb3YOLNXCS
0151 BXOAA B IMYHbIN KabUHET.

e [IpUHMMaET pelleHns Ha OCHOBaHWK O6LLEN penyTauum
YCTPOWCTB M NNYHbIX KABUHETOB.

e [Mo3BonseT 3dpPeKTUBHO O6HAPYXKMBATL CIOXKHbIE aTaKM
Ha YPOBHe NIMYHOro KabuHeTa Nonb3oBaTens

Kaspersky Fraud Prevention Cloud cnoco6eH
O6Hapy»XMBaTb aTakW, HaNpPaBAeHHbIE KakK Ha JIMYHbIN
KabUHEeT, TaK 1 Ha GaHKOBCKYIO CECCUIO, TaKMe Kak:

e 3axBaT y4yeTHoOM 3anuncu (ATO)

* MOLUEHHNYECTBO C CO34aHNEM HOBOM YHETHOM
3anuvcu (NAF)

e OULWIKHT, GapPMUHT, CMULLNHI

* 3aBTOMAaTU3NPOBaHHbIE CPEACTBa: 6OTbI, BaNMAALNS KaPT,
nepekpecTHas NPOBEPKa YYETHbIX AaHHbIX

* aTaKuW C UCMONb3OBaHNEM CPEACTB YAANEHHOro
aaMUHNCTpUpoBaHus (RAT)

e aTtakum «Man-in-the-Browser»

OHnanH-KaHan

Kpocc-kaHanbHbi noaxos kK 6€30nacHOCTH



KniouyeBblie TeEXHONOrnm

Kaspersky Fraud Prevention Cloud o6beaunHseT B cebe
YyeTblpe K/toYeBble TEXHONOMMU NpeaoTBpaLLeHUs
MOLLEHHNYECTBA, OCHOBaHHbIE Ha aIFOPUTMax MaLLUMHHOIO
oby4yeHus:

Be3sareHTHOe o6HapyXeHWe BPeJOHOCHbBIX MPOrpaMm.
[MpoBepseT, 3aparkeHO N YCTPONCTBO BPeAOHOCHbIM [10,
6€3 YCTaHOBKW KaKUX-M60 NPOrpaMm Ha CTOPOHE
nonb3oBaTens. OTW AaHHbIe MCNONb3YIOTCS AN
AyTeHTUdMKALMN Ha OCHOBE PUCKA M MOBEAEHYECKOrO
MOAENMPOBAHNS MPY MOMOLLY MALLIMHHOIO O6y4eHus,

a TaKxXe Ang onpeneneHns NErmTMMHOCTI TPaH3aKLUni.

MoBepeH4Yeckuii aHanus. ViccnenyeT NoBefeHWe NOb30BaATENS
BO BPEMSI CECCUN U B MOMEHT BXOAA B JINYHbIN KaBUHET.
Takxe pacCMaTpUBAKOTCS TUMUYHBIE 3/IEMEHTbI HaBUraLMN,
BPEMEHHbIE NoKa3aTenn 1 Apyrme acnekTbl NoBeLeHWS.

270 no3eongeT cGoOpMMpPOBaTb MPOPUIL HOPMANLHOTO,
NEerMTUMHOIO NOBELEHMS U HA PaHHEN CTaAuu BbISBASATb
Mo6yto aHOMaNbHYO MW NOAO3PUTENBHY O aKTUBHOCTb.

MoBepeH4Yeckas 6uomeTpusi. AHaNM3NPyeET PasInNyHble
BWAbl B3aMMOLENCTBUS MOJIb30OBaATENS C YCTPONCTBOM, Takmne
KaK ABVKEHMS MbILLK, HaXXaTWsi, CKPOSIbl, MPUKOCHOBEHMS,
[BVXEHUS MO 3KpaHy YCTPOWCTBA U T. [i., YTOHbI onpe-
[eNnTb, UCMONb3YeTCs I 3TO YCTPOMUCTBO peasibHbIM
nosnb3oBaTenemM. Ta TEXHONIOMNS NMO3BOSSET BbISBIATH
60TOB W CpeACTBa YAaNeHHOro aAMUHUCTPUPOBAHMS.

AHanus ycTpomncTBa U OKpyXeHus. icnonbsyeT

[aHHble o6nayHom penyTaunoHHom cetn Kaspersky
Security Network, 4To6bl naeHTUGULMPOBATL «XOpOLLME»
YCTPOWMCTBA W MCMOMb30BaTb 3TW AaHHbIe 47151 ayTeHTUbMKaLmm
nonb3oBaTens. Ha ocHOBaHWM rMo6anbHOM penyTaumm
YCTPOMCTB, IP-agpecoB, reonoKauMOHHbIX MOKa3aTenemn

W LPYTUX AaHHbIX NI060M aTPpMBY T, HEKOrLa BOBIEYEHHbIN

B MOLLEHHMYECKME AENCTBUS, MPOaKTUBHO OBHapyXMBaeTCs
1N OTO6paxKaeTCs Kak MoA03PUTENbHbBIN UM OTHOCSALLMIACS

K dpoay.

www.kaspersky.ru
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MeToAbl MaWMHHOIO 06y4YeHuUs

SABNASCb KKOYEBOWM YaCTblO CUCTEMbI, YCUAMBAIOT
NCMOJNb3yeMble TEXHONOM MM, OTKPbIBas LOCTYN

K LOMONHUTENbHBIM KOMMOHEHTaM onpeaeneHus
MOLLUEHHNYEeCTBa:

AyTeHTuUdunKaums Ha ocHoBe pucka (RBA) genaet
BO3MOXHbIM ANHAMUYECKYHO OLLEHKY YPOBHS p1UcKa

B MOMEHT BXOAa NMoJib30BaTeNs B cUcTeMy. Ha ocHoBe
3TOM OLEHKM 1N BEPANKTOB, KOTOPLIE B PeasibHOM BPEMEHM
dopmupyeT Kaspersky Fraud Prevention Cloud, Bawwa
OpraHuM3aLns MOXeT MPUHATbL PeLLeHne O TOM, Kak cnegyeT
06pabaTbiBaTb TY WUIN UHYIO TRPAH3aKLMIO UK COBbITUE:
npPeaoCTaBMUTb AOCTYM, 3aNPOCUTb AOMONHNTENbHYIO

Ay TEHTUPUKALUMOHHYIO MHOOPMALIUIO NI OFPAHNYUTD
[OCTYM K CEPBUCAM. DTO NO3BONSET O6HAPYXMBaTb

dpoa euwe apdPeKkTMBHEE N pearnpoBaTh Ha MOMbITKK
MOLLEHHNYECTBA B PEXMME peasibHOro BpemeHu. B 1o

Xe BpeEMS NEerMTUMHbIE NOb30OBaTENM BXOAAT B CUCTEMY,
MWHYS AOMNONHNTENbHbIE LWarn ayTEHTUDUKALMN.

HenpepbiBHas oueHKa aHOManuit NnpefocTaBnseT
MOCTOSIHHYIO OLLEHKY pMCKa CECCUM, OCHOBBIBASICh

Ha aHanM3e NoBeLeHWNs, YCTPOMCTBA U OKPYXKEHWS,
6UOMETPUYECKNX MOKA3aTENSIX U APYTron MHGOPMaLLMK.
D70 3HaYUTENbHO NoBbIWaeT 3GGEKTUBHOCTb BHY TPEHHMX
CUCTEM MOHWUTOPUHIa, NPeAOCTaBNas CPeACTBO
paHHEero o6Hapy>XeHUs U aBTOMaTMU3aLNK, a TakxKe
yBe/IM4MBas NokKasaTenn 4eTeKTMPOBaHUs. PuckoBaHHble
TpaH3aKUMK MOTyT CTaTb O6bEKTOM OCO60r0 BHUMaHUS

N PyYHO 06PaBOTKK, B TO BPEMS KaK TIErMTUMHbIE MOTY T
06pabaTbiBaTbCs aBTOMATUUYECKM, 6€3 KaKUX-TMB0 3aePXKEK.

Kaspersky Fraud Prevention Cloud He 3ameHsieT Balwe
TeKkyllee pelweHne NoO MOHUTOPUHIY TPaH3aKUUN,

a LOMNOJIHSIET ero, NOCTOSIHHO CHabyKas Bally KOMaHAY
OaHHbIMU, HEO6XOAUMBIMU AJ1S O6HaPYXeHUS
MOLUEHHMYECTBA B p€aslbHOM BPEMEHMU, L,O COBEPLUEHMS
TpaH3aKumu. Hawe pelweHne no3BoasieT Balnum
CUCTEMAM UCMNONIb30BaTh AOMNOJIHUTENbHbIN KOHTEKCT
ons 6onee 6bICTPOro U TOYHOTO NPUHATUS PELLEHUN,

a TaKXXe AN UHTeNNIeKTYyaNbHOTO U afanTUBHOIO
MCNONb30BaHUSA MO3TaNHOM ayTEHTUPUKaLUN.

CBS)KUTECb C HAMU, YTO6bI Y3HaTb 60/bLUE:
kfp@kaspersky.com
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