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AHanun3 3aWmLEeHHOCTMH
NMPOMbILWIEHHbIX CUCTEM

Kaspersky Industrial CyberSecurity — 370 pelweHue, cocTosulee 13 CrneunaamdmpoBaHHbIX
TEXHONOTMM N YCAYT, MPU3BAaHHOE 3alUUTUTb MPOMbILLNIEHHbBIE CUCTEMbI Ha KaXXAOM YPOBHE,
He co3gaBas nepeboeB B paboTe N He HapyLas TEXHONOMMYeCKMM npoLiecc.

YTOO6bl MOMOYb OPraHM3aLMSIM B OLLEHKE YPOBHS 3aLLMLLEHHOCTU MPOMbILLINEHHbIX CUCTEM
OT aTakK Ha MIHPOPMALMOHHbBIE CUCTEMbBI M OOBEKTbI MPON3BOACTBEHHOW MHOPACTPYKTYPHI,
«JlabopaTopus Kacnepckoro» npeanaraeT CEPBMUC aHaNM3a 3alUMLLEHHOCTM B paMKax
pelweHnsa Kaspersky Industrial CyberSecurity. C ero noMmoubto npeanpusaTmus MoryT y3HaTb
06 Hambonee ysa3BMMbIX OO6BbEKTax B MUHPPACTPYKTYPE M MOBLICUTb YPOBEHb 3aLLMThI
NPOMBbILIAEHHbBIX CUCTEM B COOTBETCTBUM C MONYYEHHBIMW PEKOMEHAALUNSIMM.

Mpeumyuwectea «JlabopaTopumu
Kacnepckoro»

«JlabopaTopus Kacnepckoro» — ogHa

13 HEMHOT WX KOMMaHWI1, o6nafatoLLmx

peasibHbIM OMbITOM M 3HaHUSMW B 061aCTH

3aLUMUTbl MPOMBbILLIEHHbBIX CUCTEM.

» KomaHpa akcnepToB Mo knbepbesonac-
HOCTM NPOMbILWNIEHHbIX NPeANPUATINA,
KOTOpas cneumnanmsnpyeTcs Ha 6e30-
NacHOCTU CUCTEM aBTOMaTU3aL MW,

» bonee yem pecAaTuneTHU onbIT
OBHapPYXeHWS 1 aHann3a KOMMIEKCHBbIX
CNOXHbIX YTPO3 W LIeNeBbIX aTak,
BKJIIOYAs aTakM Ha KPUTUYHbIE O6BEKTDI
MPOMBILLIEHHON MHGPACTPYKTYPbI.

* YHMKanbHas MeTOAMKa MONCKa BEKTOPOB
aTak, CMmOCOBHbIX HaPYLWUTb
NPOW3BOACTBEHHbIE MPOLIECCHI.

»  O6LWMPHBIA MPaKTUYECKNIA OMbIT B paccie-
[OBaHNN KOMIMbIOTEPHbIX MHUWAEHTOB
1 MOWNCKE ySI3BUMOCTEN HYI€BOTO AHS.

o [lpakTuyeckne n TeopeTmyeckme
nccnefoBaHns B 061acTy 3aLlnThl
NMPOMBILLIEHHbIX CUCTEM.

O pelwieHumn

Kaspersky Industrial CyberSecurity — ato
BCeOo6beMIIIOLLEE PeLleHNe, CoCTosLEee

13 CEPBUCOB U TEXHONOTNI, NpeaHa3Ha-
YEHHbIX A1 3aLLUMThl OT BPELOHOCHbIX
nporpamm 1 knéepaTak, 0byyYeHns 1 NOBbI-
LWeHWs OCBEAOMIIEHHOCTU, MOHUTOPUWHTA
NMPOMBILLNEHHbIX CETEN, pearMpoBaHns

Ha HUMAEHTbI 6€30MacHOCTN U MHOTOTO
npyroro. Takmm o6pa3om, Bbl MOXETE
npruo6pecTn abCoNOTHO BCe HEOHXOANMbIE
KOMMOHEHTbI N1 3aLLMTbl MPOMBILLINEHHbIX
CUCTEM Y OAHOTO MOCTaBLUMKA.

Ya3BMMOCTHU B NPOMbLIUWIJIEHHDbIX Cpeaax

Ya3BMMOCTb coBpemeHHbix ACY Tl nepen knbepaTakamm Bbl3BaHa HECKOJIbKMMM
npuYnHaMun. Bo-nepBbix, MICTOPMYECKN Pa3pacTalollascs CeETEBas apxMTeKkTypa
CUCTEM, COCTOAW AN, KaK MPaBUIO, U3 TETEPOTreHHbIX YCTPOMCTB, YCIOXHAET
TEXHUYECKYIO MOALAEPXKKY M NpoLenypy YCTaHOBKM aKTyaslbHbIX OGHOBNEHWNI.
MonNnTUKN 1 NpaBuia UCMOJNIb30OBaHMS Laneko He BCceraa obecneympaioT
HEeO6XOANMbI YPOBEHb 6€30MacHOCTU, MOCKOJbKY TpebyeTcs obecnednTb
BbICOKMI YPOBEHb HEMPEPBLIBHOCTN GYHKLNOHNPOBAHNSA CUCTEMBI

N YNpPaBieHNS TEXHONOTMYECKUMU MPOLIECCAMMU.

BTopas npunumHa 3aknto4aeTcs B KOPEHHOM OTANYUN MEXAY TUMOBLIMU
CLieHapMsIMM NCMONb30BaHNS MOXOXUX peLleHni B TpaamumoHHom IT-cpeae
1 NPOMbIWNEHHON MHbpacTpyKType. [pexae Bcero, Ans MPOMbILLAEHHbIX
NpeanpuaTUIA BakHa HEMNPEPBLIBHOCTb PabOTbl, MO3TOMY MHOTAa CUCTEMDI
OYHKLNOHMNPYIOT 6€3 YCTaHOBKM OBHOBNEHUI ANS KDUTUYECKM BaXKHbIX
YS3BUMOCTEMN, MOCKOJIbKY OCTaHOBUTb paboTy ACY TI1 faxe Ha KOpOTKoe
BpemMs HEBO3MOXHO. BmecTe ¢ aTum ACY TTT MOryT nocTpaAaTh He TONbKO OT
y3BMMOCTeN B 06bI4HOM 10, HO 1 B cneunanmsmpoBaHHom MO gna ACY TT1.
310YMbIWAEHHUKM MOTYT MCNOJIb30BaTb TaKME, YaCTO BCTPeYatoLwmecs ans
cneumanm3MpoBaHHbIX MPOrpaMMm ysa3BMMOCTM, Kak nepenonHeHme bybepa,
MCNONb30BaHWeE Hebe30MacCHbIX MPOTOKO/IOB, COAEPXKALLMECS B KOAE Naponm
W KNTIOYY, YyNPOLLLEHHas NpoLeaypa aBToOpM3aLmm 1 T. .

Kom6uHauusa aTux 1 MHOTUX Apyrux GakTopoBs aenaet kaxayto ACY T
No-CBOEMY YHMKaNbHON. YTo6bl 06ecneynTs 6e3onacHocTb ACY T,
HEeO6XO4AMM COBPEMEHHbLIN M METOAONOTMUYECKN TOYHBIN MOLXOL,

K BbISIBEHWNIO MOTEHLMANbHbIX YSI3BUMOCTEN U Yrpo3.



Llenu cepBuca:

e Hes3aBncKMas oLeHKa YCTOMUYMBOCTN CUCTEM U MPUSTIOXKEHNI K Hanbonee
pacnpoCTPaHEHHbIM BUAAM BHELLHWX aTak.

» He3aBuncmmas oueHka cooTBeTcTBMa ACY TT1 Tpe6oBaHNSIM HOPMaTUBHbIX
LOKYMeHTOB (B YacTHOCTH, Npukazy GCTIK N2 31 «O6 yTBepXAEHUM
TpeboBaHU K 06ecnedyeHuto 3amnTbl MHGOPMaLLMM B aBTOMaATU3NPOBAHHbIX
CUCTEeMaxX yNpaBaeHNs MPOU3BOACTBEHHbBIMUN N TEXHONOMNYECKMMMU
npoLeccamMmm Ha KPUTUYECKM BaXKHbIX O6bEKTAX...»).

» Pa3BuTMe cncTembl ynpasneHns MHGOPMaLMOHHOM 6e30MacHOCTbIO
1 MOArOTOBKa PEKOMEHAALIMI MO peanmsaLm KOMMaeKkca Mep,
HamnpaB/AEHHbIX Ha MOBbILLIEHWE YPOBHS 3alnuieHHocTn ACY TT1.

[ns LOCTUXEHMS NOCTaBMEHHbIX LIeNel B Xole NpoBeAeHUst paboT peLlatoTcs

cnefytolme 3agayn:

e VpaeHTudMKauma 06beKTOB 3aLLMThl U OLeHKa KpUTUYHOCTUM ACY TT1
OGbEKTOB 3aLLUMUTHI.

o O6cnenoBaHye BbIGpaHHbIX O6bEKTOB 3aLUUTHI.

» [loCTpoOeHMe YaCTHOM MOLENM YTPO3, BKIKOUAIOLLYO MOAENb
310yMbIWNEHHMKa ans ACY TT1.

e Ayont 6e3onacHocTmn ACY Tl Ha OCHOBaHMK aHaM3a OpraHM3aLMOHHO-
TeXHUYECKOW JOKYMEHTaUMK, LOKYMEHTaUNK, oTHocsAwWwencs K B,
MHTEPBbLIOMPOBAHMSA OTBETCTBEHHOIO NMEPCOHAaNa, aHaan3a KoHdUrypaumm
ACY TT1, aHanu3a ncnonb3yeMoro CUCTEMHOro U npuknagHoro MO
Ha KOMMOHEeHTax O6beKTa 3alWMnTbl U T. 4.

e AyonT 6e30nacHOCTM noakatodeHuin cetu ACY Tl k apyrum
NHPOPMALNOHHBIM CUCTEMAM.

» [IpoBefeHMe MHCTPYMEHTaNbHOIO TECTUPOBaHMS Ha NPOHMKHOBeHMe B ACY TT1.

e Pa3paboTka OpraHM3aLMOHHO-TEXHNYECKNX PEKOMEHAALMIA MO NOBbILUEHUIO
ypoBHS Vb 1 pa3BuTuio cucTtemsbl ynpasieHuUs MHGOPMaLMOHHOM 6e3onac-
HOCTbIO Ha OCHOBaHWM NPOBEAEHHOrO TECTUPOBAHMNS Ha MPOHUKHOBEHME.

Ycnyru «Jlabopatopum Kacnepckoro»
NO aHann3y 3alUULLEHHOCTH

dTan 1. C60p MHPOpMaLUN N aHaNU3 JOKYMEHTaLUmn

Ha nepBoHa4anbHOM 3Tarne OCyLIECTBAAETCA aHaNN3 HEOOXOAMMOM AOKYMEHTaLIMM
Nno 06beKTaMm 3aLmThl. B paMkax JaHHOro 3Tana Co34aeTcs YacTHas MOAeNb Yrpos,
BKJIIOYAIOLLAS MOAEb 3/TI0YMbILLIEHHWUKA, HA OCHOBAHMM BHYTPEHHEN METOANKMN
NMOCTPOEHMS MOLEN YTPO3 U C YYETOM TPebOBaHMSA UCMOJb3YEMbIX OTPACEBbIX
CTaHAapTOB.

B cnyyae ecnv B Npom3BOACTBEHHYIO MHOPACTPYKTYPY BXOAAT HECKObKO
O6BEKTOB 3aLUMTbI, TO ONPEAENATCS HEOOXOANMbIE KPUTEPUN U METOLANKA
OT60pa O6HLEKTOB 3aLLMThI 4S9 MPOBEAEHMS aHaNM3a 3aLLULLEHHOCTH.
[MTpu BbIGOpE KPUTEPMEB YUNTBIBAIOTCS Takme GaKTopsbIl, Kak:
e MacliTab BO3MOXHOTO yllep6a OT HapyLUEHUS LUTaTHOIO peXnma
dyHKUMoHMpoBaHna ACY Tl nnn HeCaHKLMOHMPOBAHHOIO BMeLaTENbCTBA
B NpoLecchl GyHKLMOHMpoBaHMa ACY TTT;
* BO3MOXHbIN yLLEPO OT KnbepaTakm Ha O6BEKT NMPON3BOACTBEHHOM MHpPa-
CTPYKTYPbI, Y4UTbIBAIOLLMIA NPSAMON GUHAHCOBBIN YLLEPO, a TaKXKE NpsMble
1N KOCBEHHbIE MOTEpPU OT MPOCTOS O6BbEKTA, BKIOYAs penyTaLlMOHHbIE MOTepPU.

MonyyYeHHbIe KPUTEPUM NMO3BONSIOT BbISBUTb HAMGONEE KPUTUYHbIE O6BEKTbI
3alUMThl Cpeamn Bcex O6bEKTOB MPON3BOACTBEHHON MHPPACTPYKTYPLI.

Mo ntoram aTana Bbl Nony4YaeTe:
e MNaH NpoBeAeHnsa obcnegoBanHng ACY TTT;
* YacTHyto mogenb yrpo3 ACY TT1.



3T1an 2. O4yHoe o6cnenoBaHUE O6bEKTA 3aLLUTDI

B pamMkax AgaHHOro atana Npon3BOAMTCA O4YHOe 06CefoBaHe O6bEKTOB
3alUTbI C LLeNbio BbiABNEHWA NOTEHLMaNbHbIX M3baHOB B IB ACY TT1.

Mo ntoram aTana Bbl Nony4YaeTe:

* YTOYHEHWS N AOMONHEHWNS B YaCTHOM moaenu yrpo3 ACY TI;

* onwucaHue obbvekToB ACY TTT;

e OnKWcaHMe B3anmomencTems o6bekToB ACY TI1 ¢ apyrumm
NHOOPMALMOHHBIMY CUCTEMAMW U CETAMU;

* MPUHSTbIE OPraHM3aLMOHHO-TEXHMYECKME Mepbl Mo obecneveHuto VB ACY TTT;

e COCTaB WUCMOMb3yEMbIX CPEACTB 3aLNTbl MHGOPMaLMN.

dTan 3. AyauT 6e3onacHOCTU noakntouyeHuit cetn ACY Tl k gpyrum
MHPOPMALMOHHBIM CUCTEMAM

Ha 3ToM 3Tane Nnpoun3BoanTCS MNONyyYeHUe U aHanu3 KOHGUrypaLumimn
AKTMBHOIO CETEBOrO O60PYAOBAHMS U CETEBLIX IKPAHOB, MONyYEHWE N aHaNn3
koHoUrypaumm APM onepatopoB 1 nHxeHepos ACY TI1, nHCTpyMeHTanbHas
nMpoBepKa OWNBOK KOHOUTYpaLIMM aKTUBHOTO CETEBOro 060PYAOBaHNS

1 CeTEBbIX 3KPaHOB. [Jng noaTBepxaeHuns yassmmocTen akcnepTol KICS
MPOBOAAT MHCTPYMEHTAbHYIO MPOBEPKY OLUNEOK KOHOUTYpPaLUK.

Mo nToram aTana Bbl MonyYaeTe:

* aKTyaNlbHbIV MepeyYeHb CeTEeBbIX MapLIPYTOB Mexay ceTamum ACY TT1
N BHELUHVMW CETAMMU;

e aKTYyaslbHbI NepeYvYeHb NCMONb3yeMbIX CETEBbLIX MPOTOKONOB B ceTn ACY TT1
N NPWY B3aMMOAENCTBUM C BHELLIHVUMWN CETAMU;

* MHbOPMAaLMIO MO aKTyalbHbIM YS3BUMOCTSM B KOHPUTypaL MM CETEBOTO
obopynoBaHMs 1 maplpyToB ceTn ACY TT1.

OkcnepTbl KICS MOTyT AONOAHUTENBHO MPOBECTM MOUCK CNef0B BPeAOHOCHOM
aKTVMBHOCTU B MHOPACTPYKTYypE (B TOM YMCAe LienieHanpaBieHHbIX aTak)
1 CnefoB aTak 3a Npeaenamm MHGPaCTPYKTYPbI.

OTan 4. UHCTpyMeHTaNbHbIN ayAUT 6€30MaCcHOCTU OTAENbHbIX
KomnoHeHToB ACY TN

2kcnepThl «JlabopaTopmmn KacnepcKoro» oCcyLecTBASIOT MOUCK Cnabbix

MecCT B cuCcTeMe 6e30MacHOCTU, B TOM YMCNE YSI3BUMOCTEN KHYIEBOTrO AHA»

B KOMNoHeHTax ACY TT1. Ha ocHoBaHWK aaHHOro aTana paboT pa3pabaTbiBaloTCS
pekoMeHAaLMn N0 MUHUMM3ALLMM MOTEHLMANBHOTO yiep6a OT HanAEHHbIX
YS3BMMOCTEN O MOMEHTa BbIMyCKa MPOU3BOAUTENAMU ODULIMANBHBIX
OGHOBNIEHWNI.

[To ntToram stana Bbl NONy4aeTe:

e nepevyeHb HaNAEHHbIX CNabbix MeCT B CMCTeMe 6€30MaCcHOCTU U YI3BUMOCTEN
B nccnepyembix komnoHeHTax ACY TT1 c onncaHuem akcnayataumuy;

e OMUCaHMe HEeraTUBHOIO BO3AENCTBUSA Ha TEXHONOTMYECKNE MPOLECChI
1N NOTeHUManbHOro yulep6a B ciiyvae akcrnayaTaumm cnabbix MecT B 6e3onac-
HOCTW W HaMOEHHbIX YSI3BUMOCTEN B UCCAefyeMbIX KOMNOHeHTax ACY TTT;

e nepevyeHb peKoOMeHAaUMN N0 MUHUMM3ALLMK NOTEHLMANLHOTO yulepba
OT HaMAEHHbIX YI3BUMOCTEN.

OT1an 5. NpoBeaeHME MHCTPYMEHTA/IbHOIO TeCcTa Ha MPOHUKHOBEHMUE
n aHanms 3awumweHHocTtu ACY TI

Pa6oTbl MO NpoBefeHNIO MHCTPYMEHTaNbHOMO TECTa Ha MPOHNKHOBEHMS
B ACY Tl oCyLLeCTBASIOTCA U3 CMEXHbIX CETEN NN MHOOPMALIMOHHbBIX CUCTEM.
PaboTbl MPOBOASATCS B pEXMME «4EPHOIO ALLMKaY.

Pa6oTbl no aHann3y 3awmweHHocTr ACY TI1 nO3BOAST OLEHUTH BO3SMOXHOCTMU:
* HEeCaHKUMOHWPOBAHHOIO BO3AENCTBMSA Ha O6BEKTHI aBTOMAaTM3aLNM
TEXHONOTMYECKUX MPOLLECCOB MPOM3BOACTBA C LIeNIblo BMellaTeNbCTBa
B aNrOPUTMbI UX PAabOTbl UK BbIBOAA U3 CTPOS;
e nonyyeHus poctyna K MNJIK, nporpammMmHoMy Koy (MpoekTy).
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Llenbto naHHOM CTaAMn SBNSETCS BbiiBNEHME NOTEHLMANbHO YS3BUMbIX
KOMMOHEHTOB MHPPACTPYKTYPbI 451 PA3NIUYHbBIX TUMOB 3/I0YMbILLNEHHNKA.
2kcnepThl «JlabopaTtopumn KacnepcKoro» ocyuecTBASIOT TECTUPOBaHME
Ha NPOHMKHOBEHWNE, UMUTUPYS AENCTBUS MOTEHLMAbHbBIX HApyLUUTENEen.

[1o nToram aTtana Bbl nony4yaeTe:

onncaHme 1 aHanm3 ya3BUMOCTEN, KOTOpPbIE 6blIV BbISIBAIEHBI B MPOLECCe aHanm3a
3alUMLLEHHOCTM O6BEKTOB 3aLLUNTLI A5 PA3/IUYHbIX TUMOB 3/I0YMbILLNEHHNKOB;
aKTyasbHble BEKTOPbI aTak Ha ACY TTT;

noTeHLUMaNbHble CLLEeHapUN HECaHKLIMOHMPOBAHHOTO Bo3aencTBms Ha ACY TT1
CO CTOPOHbI PA3INYHbLIX TUMOB 3N10YMbILLUNEHHUKOB;

NOTEHLMaNbHOE BAUSHWE BbIIBAEHHbIX yS3BUMOCTelM Ha ACY TTT:

dTan 6. OueHka cootBeTcTBUA ACY Tl Tpe6oBaHUAM NpUuKasa
OCTIK Poccum ot 14 mapTta 2014 r. Ne 31

Llenbto paHHOM CTaamm SBNSETCA NONyYeHne HE3aBUCMMOM OLEHKN COOTBETCTBUS
ACY TIN Tpe6oBaHusam npukaza PCTIK Poccum oT 14 mapTa 2014 1. Ne 31.

[To ntToram stana Bbl nony4vyaeTe:

aHanus cooTBeTcTBMA ACY TT1 TpeboBaHunsam Mpukasza PCTIK Poccum

oT 14 mapTta 2014 . Ne 31;

pekomeHaaumm no passutmio CYNB n npmuseaeruio B cootsetctame Vb ACY TT1
c TpeboBaHuaMK Npukasza PCTIK Poccum o1 14 mapTa 2014 1. Ne 31.

OTan 7. PazpaboTka peKoMeHAaLui No CoOCTaBy U coaep)XaHuto
Heo6Xo0AMMbIX Mep, HanpaBJE€HHbIX Ha NOBbILUEHUE YPOBHS
3awmweHHocTn o6bekToB ACY TIM

Ha 3aknto4nTensHOM aTane NpoBOANTCS dKCNEePTHas OLEHKA YPOBHS
obecneyvenmns Mb ACY TTI1 n cuctemaTtmsaumsa pekoMmeHaaumm no noBbIlLEHUIO
ypoBHs V1B ACY TT1. Pa6oTbl BKtOYatOT B CE64:

BbIPabOTKY NepBOOYEPELHbIX PEKOMEHAALMIN MO COCTaBY MEPONPUATUIA
OpPraHM3aUMOHHOIO YPOBHS, BHECEHUIO U3MEHEHWUI N AONOAHEHNN

B CyLLEeCTBYOLME KOHPUTYPaLMM U HACTPOMKN MPOTrPaMMHOro

M annapaTHOro o6ecrneyeHmns O6beKTOB 3aLLUNTbI;

onpeaeneHne nepeyHs peKoMeHAyeMbIXx CPeACTB 3alnTbl MHGOPMaLMK,
BXOASILMX B COCTaB MOAEPHM3MpOBaHHOM (NnepcnekTmeHoM) CYWB ACY TIT;
npoBeAeHNe Npe3eHTaLmMm No pe3ynbTaTaM NPoBeAeHHbIX PaboT.

[1o nToram aTana Bbl nony4yaeTe:

pe3ynbTaTbl oLeHkn cooTBeTcTBUsS B ACY TI TpeboBaHusam MNpurkasza PCTIK
Poccum ot 14 mapTta 2014 1. Ne 31;

peKkoMeHAaLUMM NO YCTPaHEHMIO BbISIBIEHHbIX HECOOTBETCTBUN M HEAOCTATKOB
obecneyeHus b ACY TTI1, nosbiweHms ypoBHs MIB ACY TT1 n pazsutuns CYWUB.
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Kaspersky Industrial CyberSecurity — ato
HaBop TEXHONOMMIM N CEPBUCOB, CO3AaHHbIX
L1181 3aLUMTbI Pa3INYHBIX YPOBHE NPOMBILL-
NEHHOM MHPPACTPYKTYPbI 1 APYTUX
31EMEHTOB NPEANPUATHS, B TOM Ynucne
cepsepoB SCADA, onepaTopckux naHenewn,
MHXXEHEepPHbIX paboumnx cTaHumn, MK,
ceTeBbIX COEIMHEH W U faXxe CaMmx
NHXXeHepOoB. [pn 3TOM peLleHne He BanseT
Ha HeNpPepbIBHOCTb TEXHONOTNYECKNX
NPOoLLeCCOoB. Y3HanTe 60nblue Ha:
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