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Kaspersky® Security
AN CUCTEM XpaHeHUS

OaHHbIX

BbicokoadpPpeKTuBHas 3alumTa
A1 HOBEULWUX CeTeBbIX CUCTEM
XpPaHeHUSs AaHHDbIX

B coBpeMeHHbIX I T-mHbpacTpykTypax BpeAoHOCHOe 1O MOoXeT pacnpOCTPaHATLCA C OFPOMHOM
CKOPOCTbIO. B yCNOBMSAX MOCTOAHHO PaCTyLEro Yncaa yrpo3 oamH-eAUMHCTBEHHbIN 3apaXXeHHbIN
dann, NonasLMA B XPaHUAMLLE, MOABEPIraeT PUCKY KaXKAblA Y3en KOPpNopaTUBHOW CETW.

Kaspersky Security ans cuctem xpaHeHus AaHHbIX O6eCrneYmBaeT HaaeXHYO, BBICOKOIDPEKTUBHYIO
N MacCLlUTabupyemyto 3alnTy LEHHOM U KOHGUAEHUMANBbHON KOPNOPaTUBHOM MHDOPMaLLUN,
xpaHsuemncs B cnctemax EMC™ (Isilon™, Celerra™ n VNX™), NetApp, Dell™, Hitachi HNAS,

IBM System Storage N 1 Oracle® ZFS Storage Appliance.

MpeumyuwiecTBa peweHus

3awmTa cucTeM xpaHeHus AaHHbix EMC,
NetApp, Dell, Hitachi, Oracle n IBM

oT BpefoHocHoro 10 B pexume
peanbHOro BpemeHu

YcuneHme 3awmTbl C MOMOLLbIO O651a4HON
penyTauMoOHHOM 6a3bl yrpo3 Kaspersky
Security Network (KSN)

Moanep>kKa aHTUBMPYCHOrO areHTa
Celerra (CAVA), a Tak)Xe NpOTOKONOB
RPC u ICAP

3a4a4m NPOBEPKM KPUTUYECKUX OBlacTe
[n6kas HacTpoKka NapaMeTPOB NPOBEPKMU
MaclwTabupyemMocTb

N OTKa30yCTONYMBOCTb

OnTnMM3aLma NCNoNb30BaHUS
CUCTEMHBbIX PECYpPCOB

3almTa TEPMUHaNbHbBIX CEPBEPOB
Monneprxka knacTepos

CepTudukat coemectmmocTn ¢ VMware
TexHonorum iSwift n iChecker onsa
ONTUMM3aLNN aHTUBUPYCHOM NMPOBEPKMN
YnpasneHue c nomoubio Kaspersky
Security Center

OT4eTbl 0 paboTe pelueHms

Mopnepxka npotokonos SNMP/MOM

OCHOBHble BO3MOXXHOCTH

BcecTOpoOHHSA 3al4uTa B peXXMMme peasibHOro BpeMeHu

[ToCcTosiHHas NPOaKTMBHas 3aLlMTa CETEBbIX YCTPOMCTB XPaHEHWS AaHHbIX
(NAS). MoLHOe aHTUBUpPYCHOE 4pO0, pa3paboTaHHoe «JlabopaTopuen
Kacnepckoro», npoBepseT KaxAbln dalin npu ero 3anycke uim MUsMeHeHnu
Ha Hann4me BCex BUAOB BpeAoHOCHOro 10O, B TOM YMcne BUPYCOB, YepBen
N TPpOSHUEB. PacluMpeHHbIN 3BPUCTUYECKNI aHaNM3 MO3BONSET YCNELWHO
BbISIBASITb AA@)XXe HOBbIE M HEM3BECTHbIE YrPO3bl.

OnTumMmnsauus NPOU3BOAUTENIBHOCTHU

BbicokoaddekTnBHas npoBepkKa C UCMONb30BaHMEM ONTUMUIUPOBAHHOM
TEXHONOTUN CKAHNPOBAHMS N BO3MOXHOCTbIO TMGKOM HAaCTPOMKM
NCK/IIOYEHNI M3 NPOBEPKM O6ECNEYMBAET MaKCHMManbHbIN YPOBEHD
6€30MacHOCTWN NPU MUHUMaNbHOM BAUSAHUW Ha PabOTy CUCTEMbI.

becnepeb6oitHas pa6oTa

VickntounTenbHas OTKa3oyCTOMYMBOCTb JOCTUIaeTCs 6aarogaps TeCHOM
MHTErpaumm 1 CnaxXxeHHom paboTe BCEX KOMMOHEHTOB. DTO CTabUbHO
paboTatollee pelleHne, KOTOPOE B CllyYae NPUHYAUTENbHOMO 3aBepLueHms
paboTbl aBTOMaTUYECKN Nepe3anyCcKaeTcs, obecneynBas Ha4eXHYo

1N HEMPEPBIBHYIO 3aLLUTY.

MpocToe ynpaBneHue

YCTaHOBKa M HaCTPOWKa 3aLLUMTbl CEPBEPOB NMPOMU3BOAATCS yAANEHHO,

6€3 HEO6XOAMMOCTU NepesarpyxaTb CUCTEMY. YNIpaBieHNE MPUIOXKEHNEM
Kaspersky Security Ans cuctem xpaHeHus AaHHbIX, a TakxXe ApYriMun
peweHuamm «JlabopaTopmmn KacnepcKkoro» ocyLLecTBASeTCs C MOMOLLbIO
ennHom koHconu Kaspersky Security Center ¢ npoCTbIM, UHTYUTUBHO
MOHATHbLIM NHTEPPENCOM.



'M6Ko HacTpaMBaeMoe CKaHMpOBaHue

[M6KO HacTparBaeMoe CKaHMPOBAHWE MOMOXET BaMm
3alMTUTb KOPMOPATUBHYIO CETb M ONTUMM3UPOBATH .
Harpy3Ky Ha cepBepbl. Bam LOCTYNHO MHOXeCTBO

HAaCTPOEK CKaHWPOBaHWS, B TOM YncCne rybuHa

3alWKTbl OT BpeaoHocHoro MO u Tunbl pannos,

KOTOpble HEO6XOAMMO CKaHMPOBATb UM, HAMPOTUB,
CKaHMPOBAaTb HE HYXHO.

KnioueBble pyHKLUMU .

HenpepbiBHas NpoakTUBHas 3awWwuTa

MepenoBoe aHTUBUPYCHOE sAp0 «JlabopaTopum
Kacnepckoro», cosgaHHOe BeAyLLMMU MUPOBbLIMM
akcnepTamu. B obnactu IT-6e3onacHocTu, obecneyumBaeT .
3O PEKTUBHYIO MPOAKTUBHYIO 3aLLNTY OT HOBbIX

M NOTEHUMaNbHbIX YTPO3 C MOMOLLbIO MOLLHbIX
WHTENNEKTYanbHbIX TEXHONOTNI O6HapYXeHUS.

ABTOMaTU4eckne o6HOBNEHMS

AHTUBMPYCHble 6a3bl O6HOBNAIOTCA aBTOMATUYECKM
6€3 HEO6XOAMMOCTM MPEPLIBATb MPOBEPKY, YTO
No3BONSET 06€CMNeYUTb HEMPEPLIBHYIO 3aLLUTY

W CHU3WUTb Harpy3sKy Ha alMUHUCTpaTOpA.

UcknioueHne npoLeccoB U3 NPOBEPKU

M BOBEPEHHbIE 30HbI .
[M6Kas HaCTpOMKa CKaHNPOBaHMS MO3BONSET

CO3/4aBaTb TaK Ha3blBaeMble «JOBEPEHHbBIE 30HbI»,

KOTOPble MOTYT 6blTb MCKIIOYEHbI U3 MPOBEPKMU, HApaAy

c onpeaeneHHbIMU dopMaTamMm GaioB U NpoLLeCCamMm,
TaKMMW KaK pe3epBHOE KOMMPOBaHME.

O6na4yHas 3aluTa oT yrpos

O6nayHas penyTaumMoHHas 6a3a gaHHbix Kaspersky
Security Network (KSN) nomoraeT 3HaunTenbHO 6bicTpee
BbISIBNSATH BPEAOHOCHOE MO 1 NO3BONsSeT 06€30MacuThb
CUCTEMbI XPAHEHWS IaHHbIX OT YrpPO3 HYIEBOTO AHS.

www.kaspersky.ru
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© AO «JlabopaTtopus Kacnepckoro», 2017. 3apernctpupoBaHHble

TOBapPHbIe 3HaKM 1 3HaKW OBCY)XMBaHUS IBASIOTCS COBCTBEHHOCTbIO MUX
npasoo6nagatenein. Microsoft 1 Windows — ToBapHble 3Haku Microsoft
Corporation, 3apernctpuposaHHbie B CoeanHeHHbIx LTaTax AMepukun u B Apyrux
ctpaHax. EMC, Isilon, Celerra n VNX - ToBapHbie 3Hakn EMC Corporation,
3aperncTpupoBaHHble B CoeanHeHHbix LLTaTax AMepukn n/unv B Apyrux
cTpaHax. Hitachi — ToBapHbIt 3Hak Hitachi, Ltd. IBM n System Storage — ToBapHbie
3Haku International Business Machines Corporation, 3apernctpupoBaHHble BO
MHOTMUX IOpUCANKLMAX NO Bcemy mupy. NetApp — ToBapHbIi 3Hak NetApp, Inc.,
3aperncTpupoBaHHblin B CoefnHeHHbIX LTaTax AMepukin 1 B ApYrux cTpaHax.
Dell - ToBapH®bIi 3Hak Dell. Inc. Oracle — 3apernctpmvpoBaHHbI TOBapHbIA 3HaK
KomnaHwun Oracle n/unun addunMpoBaHHbIX KOMMAHWIA.

ALMUHUCTPUpPOBaHMNE

LleHTpanu3soBaHHas ycTaHOBKa U ynpassieHue
YaaneHHas yCTaHOBKaA, HACTPOWMKa M aAMUHUCTPUPOBAHME,
B TOM YMCJie OTNpPaBKa YBEAOMJIEHUN, yCTaHOBKA
O6HOBNEHNN N POPMUPOBAHMNE AeTaNbHbIX OTYETOB,
OCYLLECTBASIOTCS Yepes eAMHYI0 KOHCO/b YMpPaBieHNs
Kaspersky Security Center ¢ MUHTYUTMBHO MOHSATHLIM
nHTEPpdencom. Kpome Toro, BOSMOXHO ynpaBaeHune

C NOMOLLIO KOMaHAHOM CTPOKMU.

Pa3peneHue npaB agMUHUCTPATOPOB
ALMVHNCTPATOPaM MOXHO NPUCBaNBaTb Pa3fiNyHbIE
npaBa Ha OCHOBE POJie B COOTBETCTBUMN C TPEHOBAHUSMMN
KOPMopaTMBHOM NOAUTUKM I T-6e30nacHOCTU.

M6kas npoBepKa U onTuMmU3sauus
NPOu3BOAUTENBHOCTU

LLInpokme BOIMOXXHOCTW NMPOBEPKM MNO3BOSSIKOT COKPATUTb
BPEMS MPOBEPKMN U HACTPOMKM, YTO CMOCOBCTBYET
cbanaHCMpoOBaHHOMY pacrnpeneneHmio Harpysku

M ONTUMM3aLMM PabOTbl CEPBEPOB. ADMUHUCTPATOP
MOXEeT HaCcTpaunBaTb FMy6uUHY, 06beM 1 BpeMs
CKaHMpPOBaHWs, 3af4aBas TUMbl GannoB 1 obnacTw,
KOTOpble Hy>AatoTcs B npoBepke. [poBepky

No TPeBOBaHMIO TaKXKE MOXHO 3aMniaHMPOBaTh 3apaHee,
Ha3Ha4YMB ee Ha Nepmno HU3KOM aKTUBHOCTW cepBepa.

Moapep)xKka BCcex OCHOBHbIX MPOTOKOJIOB

Kaspersky Security ons cnctem xpaHeHus JaHHbIX
NOALEPKMBAET OCHOBHbIE MPOTOKOJIbl, UCMOJNIb3yEMbIE
pa3nyYHbIMKU cucTeMamMm xpaHeHus aaHHbix — RPC u ICAP,
a Takxe aHTuBMpycHbIn areHT Celerra (CAVA-areHT).

M6kaa cuctema otT4eTOB

PaboTy MPUNOXEHMSA MOXHO KOHTPOIMPOBATb, MCMONb3yS
HarnaAHble OTYETHI, @ TaKXKe MPOCMaTPMBas XKYPHa
cobbiTnin Microsoft Windows® nnu Kaspersky Security
Center. HCTpyMeEHTbI MOUCKa 1 cucTeMa GUNbLTPOB
NO3BONAT 6bICTPO NONYyYaTb LOCTYM K HY>KHbIM
[aHHbIM B XXYPHanax 60nblOro obbema.
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