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30%ycneLuHo NpoBeAeHHbIX
KnbepaTak 6bln CBS3aHbl C
akcnnyaTtaumeii nerutumHoro Mo.

Ananutuyeckui otuet Kaspersky
Incident Response, 2020
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TpaaMUNOHHbIX CpeacTs
3awunTbl HeAOCTaTO4YHO

Peluenns knacca EPP (Endpoint
Protection Platforms) ycnewHo
NPOTVBOAENCTBYIOT OCHOBHOWM
Macce Yrpo3, HO 3/10YMbILLAEHHVKIA
MOCTOYHHO N30BPETAIOT CMOCOOHI
0BXOOUTb MPEBEHTUBHYHO 3aLUMUTY.
OT0o NoaBepraeT KoMMaH1n

PVICKY — BOBPEMS HEOBHAaPY>XEHHas
aTaka MOXET HapyLUTb
BU3HEC-MPOLIECCHI, MOBMNEYb
PUHAHCOBbIN 11 PEMyTaLUVOHHbIN
yLepb, a Takke cTaTb MPUYVHOM
MPOBEPOK U LITPAdOB CO CTOPOHDI
PErYMPYIOLLIVX OpraH3aLmin.

B 45% o6Hapy>eHHbIX aTaK
NPUCTYTCTBOBAIN MOJO3PUTENbHbIE
daiinbl unu nogo3puTenbHas
aKTVBHOCTb Ha YPOBHE KOHEYHbIX
TOYeK, UYTO AenaeT NPOoTUBOAENCTBINE
VIM NPUOPUTETHON 3apayeil.

AHanutuyeckui otuet Kaspersky
Incident Response, 2020
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OnTumanbHaga 3awmTa

Kaspersky EDR onst 6usHeca
OnTUManbHbIM COAEPXNT MOLLIHbIE
CpeaCcTBa 3alUMTbl KOHEYHbIX
TOYEK, KOTOPbIE AOMOHEHDI
6a30BbIM NHCTPYMeHTamu EDR.
A ecnv Ballia KOMMaHus BolbepeT
CEPBIC YNPaBNseMon 3aLnThl
Kaspersky Managed Detection
and Response, MOHUTOPWHM
COBbITUM Be30MacHOCTY U

pearvpoBaHe Ha HUWMOEHTbI ByayT

OCYLLUECTBNATLCS C MOMOLLIO
aKcnepToB «JlabopaTopum
Kacnepckoros.

Mouemy 3TO aKkTyanbHO?

BpenoHocHble MporpaMMbl, B TOM YMciie LWndpoBasblLLvKK 1 6ecdalinosble
BUPYCBbI, TOCTOSIHHO COBEPLLEHCTBYIOTCS U YMEIOT 06X0OUTb TPaanLMOHHbIE
CPEACTBa 3alMTI. A eLle VX MOXHO NEerko 1 AeLleBO NPUoBpecTy B AaPKHETE,
NMO3TOMY KOMMaHVSM Hy>XHa COBpeMeHHas 1 addeKTUBHas 3aLLTa OT yrpo3

nogo6Horo Tna.
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HoBble TeEXHNKWN N TaKTUKMK
YCNOXHSIIOT O6Hapy)XeHne

Kak 3n0yMbILNEHHNKN OBXOAAT
TPaOLMOHHYIO 3alLuTy? Hanpumep,
NCnonb3yoT nerntimMHoe MO

1 MPUMEHSIIOT CoUManbHYyO
VNHXXEHEPVIKO, YUTOObI MPOHNKHY Tb

B KOpropaTViBHYO ceTb. Kpome Toro,
B YCMOBWSIX YAANEHHOM paboThl
nepuMeTp 3aLUMThl pa3MblBaeTCs,

11 BPEAOHOCHbIE OENCTBIA YaCcTo
YCKOMb3atoT 13 MONS 3pEHUS
CMNeunanMcToB No NHOOPMAaLIMOHHON
6e30MacHOCTW.

PeweHne

PecypcoB He xBaTaeT Ha BCcé

Ha ckopoCTb 11 TOUHOCTb
pearnpoBaHg Ha CNOXHble aTakn
HanpP4amyto BIgeT KONn4eCTBO
pECypPCOoB BalLlen komaHap! Vb,

a TaK>Xxe Ka4eCTBO NHCTPYMEHTOB,
KOTOPbIE OHW NCIMOJIb3YIOT

B NOBCEOHEBHOM paboTe.
Paspo3HEHHbIE UHCTPYMEHTHI,
3arpy>XEHHOCTb PY TUHHBIMI
3afadamu, KaopoBsbln 4eduumT —
CTaHOapTHblE ABNEeHNS, KOTOpPbIE
MOryT MOMeLLaTb CBOEBPEMEHHO
OBHaPYXXNTb U NMKBUOPOBATb

Yrpoasy.

Kaspersky Optimum Security — 3To onTuManbHOe CoYeTaHne NPOayKTOB
N CepBUCOB /19 3DPEKTUMBHOIO OBHaPYXKEHWS YIPO3 1 pearnpoBaHns Ha HIX
CunamMm coOBCTBEHHOM Cny>k6bl VB 1an ¢ MOMOLLbIO aKCnepToB «JlabopaTopuin

Kacnepckoros.
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OnTMmanbHble MHBECTULMN

YTO6bI MONB30BATLCH MPOOYKTaMU
Kaspersky Optimum Security,

He HY>XHO VCKaTb HOBBbIX
CMeunanMCcToOB 1 3aHNMaTLCH
TPYOOEMKMM BHEQPEHMEM. DTU
peLLeHNd — MPOCThIE B YCTaHOBKE,
BHEOPEHN 1 ICMONb30BaHUN,
MaKCUMaribHO aBTOMAaTV3VPOBaHDI
1 NIOACTPAaMBalOTCH MOA BaLLn
3anaun. OHY SKOHOMST PeCypChl U
MOBbLILLAKOT MPOAYKTVBHOCTL BaLLEW
KoMaHabl Vb, a Takxe CHuKatoT
CNOXHOCTb YNPaBNeHNs CUCTEMOW
6e30MacHOCTH, YTO yCKOpseT
CKOPOCTbL BO3BpaTa MHBECTULINN.

OnTumanbHbIA 6anaHc

MponykTel Kaspersky Optimum
Security — 3T0 onTUMasbHbI
BanaHc Mexay NpoCTOTOM

1 3PPEKTUBHOCTBIO,
aBTOMaTU3aUMEN 1 LLINPOKMMA

CDYHKLI,I/IOHaJ'IbeII\/II/I BO3MOXXHOCTAMW.

OHM YCUNINBAIOT KAUeCTBO 3aLLUThI
OT CNIOXHbIX YrPO3 11 MOMOratoT
BaLLIel KOMMaHUM 136exaTb
yuiepba 3a cUeT NOHATHOro
npoLIecca pearnpoBaHing,
0BYyUEeHS COTPYOHNKOB OCHOBaM
Knbepbe3onacHOCTV 1 MoyYeHNs
onepaTVBHbIX AaHHbIX 06 Yrpo3ax.



CocrtaB Kaspersky Optimum S

ecurity

Bbl MOXETE BbIbpaTh My Th MOCTPOEHNS 3aLLUUTEl — Ha OCHOBE BHY TPEHHEN 3KCMepTX3bl C MomoLLpto Kaspersky EDR

09 6usHeca OnTUManbHBIA U C MOMOLLbKO 3KCMepToB «JlabopaTopun Kacnepckoros, ecnmn 6yaeTe UCNONb30BaTk CEPBIC
Kaspersky Managed Detection and Response. Kpome Toro, Bbl MOXETE MOBLICUTb YPOBEHb 3aLLThI, OBYUMB COTPYOHNKOB
HaBblkaM Knbepbe3onacHOro NoBeaeHs, U MpPoBoaUTL Bonee ahdeKkTVIBHbIE paccnefoBaHVs 3a CHeT 4OCTYyNa

K JOCTOBEPHbBIM 11 OMEPaTMBHO OBHOBASEMBIM AaHHBIM O KNGEepYrpo3ax.

Kaspersky EDR
nns GusHeca
OnTtrmanbHbIn

Kaspersky
Security Awareness

Mncbma ¢ BpeaoHOCHbIM
coaepXumbimM 66111 YacTbro 31%
yCMeLUHbIX aTaK. TO 3HAYUT, YTO
MHOrme atak Mornu 6bl 6biTb
OCTaHOBJIEHbI CAMUMIN COTPYAHNKaMI.

Ananutuueckui otuet Kaspersky
Incident Response, 2020
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HaBbiku KnéeprurneHnol

NHTepaKkTVBHbIE TPEHWVHT M
Kaspersky Security Awareness
MOMOTYT BaLUVIM COTRYAHVKaM
pa3BKTb HaBbIKM KBEpPHEe30MacHOro
NOBEAEHNS. DTO CHU3UT YMCIO
VNHUMOEHTOB, CBA3aHHbIX

C YenoBeyeckM pakTopom. Bce
KypCbl MOCTPOEHbBI Ha OCHOBE
NMPVIMEPOB 13 peasibHOM NpakTUKA

1 YOOBHO YNpaBnstoTCs.

Kak aTo paboTaeT

Kaspersky

?
%
:/(?f; Endpoint Detection
and Response

Kaspersky
Threat Intelligence
Portal

Kaspersky
Sandbox

He npocTo 3awmTa paboumx mecT

Kaspersky Optimum Security npegocTaBnaeT psaa AONONHUTENbHBIX
BO3MOXXHOCTEN, KOTOPbIE PaCcLUMPSAOT CPEeACTBa 3alLMThl Ppabourx MecT
I MOMOTatoT BaM YKPEMUTb 3aLLMTY BaLLEN KOMMaHUN.

UACLE
naHHble Ang aHaaInTnkKos

MNopTan Kaspersky Threat
Intelligence Portal nomoxeT
BaLLMM crieupancTam rnonyynTb
ornepaTyBHbIE U TOYHbIE AaHHbIe,
060ralLleHHbIE KOHTEKCTOM.

A peweHuve Kaspersky EDR

Ans 6usHeca ONTUManbHbI
MoO3BOMSET MPOBECTU aHanm3
NepBOMNPUUMH BO3HVKHOBEHWS!
VHLWOEHTa, YTOBbI NPenoTBpaTuTb
NoO06HbIE NHLIMAEHTLI B ByOYyLLEM.
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MpodeccnoHanbHas
nopAaepXXka

MNpodeccmoHanbHble CepBUCsl
Kaspersky Professional Services
NOMOTryT BaM 3B1e4b MakCUMYM

3 YCTAHOB/EHHbIX Y BAC PELLEH
«JTabopaTtopum Kacnepckoro». Hawwm
cneynanncTbl MOMOryT Bam Ha BCeX
aTanax BHeOpeH4, yCTaHOBKN

1 HACTPOVIKM MPOOYKTOB.

Kaspersky Optimum Security BkiouaeT B cebs BO3MOXHOCTM MPeAoTBPAaLLEHS, OBHaPYKEHNS 1 aHanmsa yrpos,
pearnpoBaHVIs Ha HUX, @ TakKe TREHWHI N9 COTPYOHVUKOB. Bce KOMMOHEHTLI MOXHO MpYoBPecT OTAEMbHO, HO OHU MOTY T

paboTaTb COOBLLA 1 AOMOMHATL APy OpYra.
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Pa6ouee
mecTo

CoTtpyaHuk

Kuep6esonachoe
nosepeHue

> Kaspersky
(@)\ Managed Detection
S7%J andResponse

Cuenapuin ynanenHoro
pearuposanms

EDR ans 6usHeca

OnTumansHbii

Pearvposatme
Kaspersky

VB-cneunannct

MosbiweHne
npospauHocTI
naHanua
nepBonpuuMH

Banyck u koHTpONL

Kaspersky TpeHuHra
Security Awareness

Sxcneptsi
RQR «/aGopaTopun

Kacnepckoro»

ABTOMATUINPOBAHHII MOUCK YTPO3
1 YNpaBnsieMoe PearupoBaHue Ha Hiix

O6oratyeHHble

RaHHbie 06 yrposax

Kaspersky
Threat Intelligence
Portal



Kaspersky
@ Security
Foundations

basoBas 3awumTa

3almTa OT MacCOoBbIX YrpO3 44
KOMMaHui ntoboro pasmepa

1 chepbl AeATENBHOCTU

www.kaspersky.ru

© AO «JlabopaTopust Kacnepckoroy, 2022.
3apervcTprpoBaHHbIe TOBAPHbIE 3HAKW 11 3HaKW
0BCnyXMBaHUS SBNSIOTCS COBCTBEHHOCTbIO UX
npaBoo6nagatene.

[MBKMIn Nnogxopn K 3awmTe busHeca

MoHVIMag B3aIMOCBS3b CIIOXHOCTI KMBEepYrpos 1 HeoBXoAMMOU SKCNepTU3b
LISl MX OTpakeHns, «/labopaTopna Kacnepckoro» cosaana TpexypoBHEBbIN
NOOXO[, K MOCTPOEHMIO 3aLLINTLI, OCHOBaHHBIM Ha MHOTOIETHEM OMblTe

W YUMTbIBaIOLLMIA CTEMEHb 3PEoCTY KopriopaTuBHol IT 6esonacHoCTu.

Kaspersky
@ Optimum
Security
OnTmanbHag 3awmTa
3alwmTa oT nepenoBbIX Yrpo3 a4

HeBOMbLUVX KOMMaHWM ¢ 6a30BOM
VB-aKkcnepTn3on

Harpa,ubl n npmn3HaHme

Kaspersky
Expert
Security

SKcnepTHad 3awWmTa

3almTa OT uenesbix atak n APT-
Yrpo3 019 CPEAHNX U KPYMHbIX
KOMMaHUM C OMnbITHOM VIB-cny»6om

MponykTbl «JlabopaTopui Kacnepckoro» MHOrme rodpl Nosy4YatoT BbICOKVe
OLIEeHKIM OT HEe3aBUCVMbIX aHaNUTVKOB. [oapobHee 0 Nobenax B HE3aBUCKMbIX
TecTnpoBaHugx: kaspersky.ru/top3.

MpocTon nepexon

Bbl MOXETE NepelTi Ha NPoAyKThl «JTabopaTopun Kacnepckoros, B TOM Yncne
Ha peLueHus ypoBHsa Kaspersky Optimum Security, Ha BbIrOOHbIX YCIOBYSIX.
MNonpobHee 06 ycnoBusx — Ha CTpanuLe migration.kaspersky.ru.

Y3HaTb 60nbLue

YT06bI Y3HaTb 60MbLLE O MPoaykTax Kaspersky Optimum Security, nocetute
CTPaHULL peLLEHNS C MOMOLLbIO CChINKK HAXE. A UTOGBI MPMOBPECTV MPOaYKThI
3TOr0 YPOBHY, 0BPaTUTECh K HALLVIM MapTHEPaM B BaLLEM PErviOHE.

Kaspersky
Optimum
Security

» Y3HaTb 6onbLLe


http://kaspersky.ru/top3
https://migration.kaspersky.ru/
https://partnersearch.kaspersky.com/?b2b&locale=ru 
http://www.kaspersky.ru
https://go.kaspersky.com/ru-optimum

