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Management

U3yuyaemble npoayKTbl

» Kaspersky Security Center Linux 12.2
» Kaspersky Endpoint Security ana Windows 12.7
» Kaspersky Endpoint Security ans Linux 15.2

Llenb Kypca

OcHoBHas uenb Kypca — NpeaocTaBuTb CryLliaTensam HeobXoAMMbIn Habop 3HaHWI 4118 YCNELWHOro BHEAPEHNS,
HaCTPOMKM U yNpaBreHNsi peLueHnem.

Kypc roToBUT K NPOEKTUPOBaHMIO, BHEOPEHMIO 1 OOCMYXMBAHMIO CUCTEM 3aLUNThl CETEN, MOCTPOEHHbIX Ha
Kaspersky Endpoint Security n ueHTpanusoBaHHo ynpaensieMblx Yepes Kaspersky Security Center. OH
pacckasbIBaeT O MPOAYKTaX, KOTOpbIE HYXHbI, YTOObI 3aWnTUTL ceTb NnpuMmepHo o 1000 y3nos,
COCPEeAOTOYEHHbIX B O4HOM MecTe. B gaHHOM Kypce nog yanamu nogpasymMeBaroTcs cepBepbl U paboune
cTaHuuu noa ynpasneHnem Windows u Linux.

TeopeTnyeckuii matepuan v nabopatopHble paboThl Aat0T 3HAHUSI 1 HaBbIkK, Griarodapsi KOTOPbIM CryLaTesb
CMOXET:

» Onucatb Bo3amoxHocTn Kaspersky Endpoint Security n Kaspersky Security Center

» CnpoeKkTMpoBaTh U BHEOPUTbL ONTUMAaNbHOE peLleHne Ans 3alumTbl HEGOMbLUNX CETEN, OCHOBAHHOE Ha
Kaspersky Endpoint Security n ynpaensiemoe 4epes Kaspersky Security Center

° OcyLIJ,eCTBJ'IFITb O6CJ'Iy)KI/IBaHVIe BHe,ElpeHHOVI CUCTEMDbI Ha BCEX CTaguAX 3Kcnnyaraunn

OnutenbHOCTbL

4 gHA

TpeboBaHus K y4acTHMKaM

Kypc opueHTMpoBaH Ha MHXXEHEPOB TEXHUYECKON U NpeanpofaxHon noaaepxku. OT y4acTHUKOB TpebyeTcs:

* [MoHumMaHue ocHoB ceTeBbix TexHornorun: TCP/IP, DNS, anekTpoHHOM noyThl, web
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» BasoBble HaBblkn agMuHUcTpupoBaHms OC Windows u Linux

» basoBble 3HaHNA 006 MHOPMaLMOHHOM 6e30nacHOCTH

TeMbl

1. BHepgpeHue

2. YnpageneHue 3awuton Windows

3. KoHTponb 6e3onacHoctn Windows

4. EDR Optimum (Windows)

5. 3awumTa Linux

6. AAMUHUCTPUpPOBaHME

JTabopaTopHble paboThl

JTabopaTtopHasi pabota 1.
JlabopaTopHas paboTa 2.
JTabopatopHas paboTa 3.
JTabopatopHasi paboTa 4.
JlabopaTopHasa paboTa 5.
JTabopaTtopHasi paboTa 6.
JlabopaTopHasa paboTta 7.
JlabopaTopHasa paboTta 8.

JTabopatopHasi pabota 9.

JlabopaTopHas pabota 10.

JTabopaTtopHas pabota 11.

JlabopaTtopHas paboTa 12.
JTabopaTopHasi pabota 13.
JlabopaTopHas paboTa 14.
JlabopaTopHas paboTa 15.
JTabopaTopHasi pabota 16.
JlabopaTopHas paboTa 17.

JTabopaTtopHasi pabota 18.

YctaHoBuTb Kaspersky Security Center Linux

Hactpoutb Kaspersky Security Center Linux

BHeppute Kaspersky Endpoint Security Windows

Cospatb CTPYKTYpY rpynn ynpaensieMbiX KOMMbOTEPOB
HacTtpouTb 3almTy OT hannoBbix yrpo3

HactpouTb 3awmTy OT NOYTOBLIX Yrpo3

MpoBepuTh 3alwmTy OT BEG-Yrpo3

MpoBepunTb 3aLWmUTy CETEBLIX NANoOK OT NPOrpaMM-BbiMOraTenei
MpoBepuTb 3awmTy oT GecdarnoBbIX yrpo3

MpoBepuTb 3aLuTy OT IKCNIIONTOB

HacTpoutb koMNOHeHT lNpeaoTBpaLLeHNEe BTOPXKEHWI 41 3aNUThbl OT
nporpamMmm-BbiMorartenemn

MpoBepuTb 3almTy OT CETEBLIX aTak

HacTtpouTtb KoHTponb nporpamm

3abnokmpoBaTb 3anyck HEM3BECTHbIX (hannoB B CETH
HacTtpouTb KOHTpOnb AocTyna K Bed-pecypcam
HacTtpouTtb AgantmeHbI KOHTponb AHOManmm
MmnTupoBaTb ataky Ha ceTb NpeanpusaTus

PasBepHyTb Kaspersky Endpoint Detection and Response



JTabopaTopHasi pabota 19.
JlabopaTopHas paboTta 20.
JlabopaTopHas paboTta 21.
JTabopaTopHasi pabota 22.
JlabopaTopHas paboTa 23.
JTabopaTtopHasi pabota 24.

JTabopaTtopHasi pabota 25.

JTabopaTopHasi pabota 26.

JlabopaTopHas paboTta 27.

JTabopaTtopHasi pabota 28.

JTabopaTtopHasi pabota 29.
JTabopaTopHasi pabota 30.

JlabopaTtopHas paboTa 31.
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MogrotoBute Kaspersky EDR k pabote
PaccnepoBatb MHUMOEHT

HactpouTb 3awimty naponem

HacTtponTb naHernb MOHWUTOPUWHIa
HacTtpouTb oTyeThl

CobpaTtb AnarHocTnyeckyto nHdopmMaLmio

YctaHoBuTb Kaspersky Endpoint Security ans Linux Ha ynpaBnsiemble
yCcTpoucTBa

No6aBnTb koMnbloTepbl ¢ OC Linux B CTPYKTYpY rpynn ynpaensembIx
KOMMbOTEPOB

HacTtpouTtb 6a30Byto 3aLlmTy cepBepa C ornepaunoHHoOn cucteMon Linux

HacTpouTb paclumMpeHHyto 3aluTy cepBepa ¢ onepaumoHHON CUCTEMON
Linux

Pabota c koHTponem 6e3onacHocTu Ha koMnbtoTepe ¢ OC Linux
YnpasneHue 3awmuTon ¢ nomoulsto kesl-control

YnpaBneHune y4yeTHbIMY 3anMcsiMum B Linux 1 agMUHUCTpupoBaHue
YCTPOWCTB



	KL 002.12.7 Kaspersky Endpoint Security and Management. Описание
	Изучаемые продукты
	Цель курса
	Длительность
	Требования к участникам
	Темы
	Лабораторные работы

