[bookmark: _GoBack]FDE Test Utility

The FDE Test Utility is intended for:
· Checking a computer’s compatibility with the Full Disk Encryption feature of Kaspersky Endpoint Security 11
· Gathering extended diagnostic information if Full Disk Encryption is not started due to detected incompatibilities.
System requirements
· Microsoft® Windows® 7, 8, 8.1 or 10 (32/64).
· Intel Pentium CPU 1 GHz x86/x64 or faster (or equivalent).
· 512 MB RAM.
Limitations of the FDE Test Utility:
· It does not work on computers that have Kaspersky Endpoint Security applications installed with the Full Disk Encryption feature already enabled.
· It does not work on multi-boot systems.
· Administrator privileges are required to start the utility.
[bookmark: _Использование_утилиты]Using the utility
1. Copy the fde_precheck folder to the local drive.
2. Run fde_precheck.exe with administrator privileges.
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3. The utility first runs simple tests to check compatibility. If the tests are completed successfully, the utility prompts to run additional tests. The additional tests require two restarts of the system.
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4. If you click Yes, the utility prepares an environment for conducting pre-boot tests and initiates the first restart. During these preparations, the OS loader will be replaced with the loader of the FDE Test Utility.
5. When the computer is restarting, but before the OS starts, the utility prompts to perform a number of interactive compatibility tests with keyboards, pointing devices (mice, touchpads, touchscreens), and tokens.
6. After completion of the interactive tests, the OS is loaded. The utility restores the loader and initiates the second restart.
7. After the second restart, the utility generates a report in the fde_precheck_report.txt file.
8. If it is necessary to send data to technical support for analysis, you need to send the fde_precheck.log file along with the fde_precheck_report.txt file.

[bookmark: _Описание_интерактивных_тестов]

[bookmark: _Описание_интерактивных_тестов_1]Description of interactive tests
As part of pre-boot tests, the utility prompts to perform interactive compatibility tests with keyboards, pointing devices (mice, touchpads, touchscreens), and tokens.

Starting tests
The user needs to click NEXT or press ENTER on the keyboard.
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Testing the keyboard
The test verifies that the user can type characters from the keyboard. Key combinations involving Shift and Alt are also checked.
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Testing pointer devices
This test checks the operation of the mouse, touchscreen, or touchpad. For this test, you need to use these devices to click on four squares positioned at various angles.
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Testing operations with tokens
This test is intended for checking the capability for pre-boot authentication using tokens or smart cards. For this test, you need to connect a token or smart card and enter the PIN.
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Checking compatibility with the OS loader
This is the final test and does not require participation of the user. After it completes, the operating system is loaded.
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Description of the fde_precheck_report.txt report file
· First lines: version of FDE Test Utility, start time, version of Windows and architecture, computer name and user name, laptop model, and firmware manufacturer.
· The SUMMARY section contains summarized test results showing whether compatibility issues with Kaspersky Full Disk Encryption were detected.
· The ISSUES section lists the detected issues.
· The TESTED TOKENS section lists the results of testing tokens and smart cards.
Examples of utility results
No compatibility issues:
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Found issues with the mouse and keyboard:
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Additional commands to resolve issues
1. If there was an error at step 6 when restoring the OS loader, run the following command:
fde_precheck.exe --cleanup
2. If the PC hangs after completion of the interactive tests, try to restart the utility using the following command:
fde_precheck.exe --use-usb-legacy-support
[image: ]
Note: If this command helped, you should enable the Use USB Legacy Support option in the policy for PC encryption.
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Authentication agent KASPERSKY#

Tokens and smart cards test

Please connect token or smart card to this computer and try to login on it. If you don't
plan to use tokens or smart cards just press "Next".

ruToken ECP (PIN.01) | @

Token Info

NEXT

5.0.69.0 English USa USa Show keyboard a
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Authentication agent KASPERSKY#

Starting Windows

5.0.69.0
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7] fde_precheck reportxt - Notepad
Fle Edt Fomat View Help

FDE Precheck 5.0.69.0 (Jul 5 2017 14:18:20)
2017-07-06 23:44:35 -0700

Windows 10 x64 (10.0.14393 SP @) BIOS
DESKTOP-5HU0@D8\admin

-~ SUMMARY -~

No compatibility issues were found.

- TESTED TOKENS --

PASSED  ruToken ECP (PIN.01) (S/N: 0000000031655ddb):

Supported
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7] fde_precheck reportxt - Notepad - o
Fle Edt Fomat View Help

FDE Precheck 5.0.69.0 (Jul 5 2017 14:18:20)
2017-07-07 01:06:23 -0700

Windows 10 x64 (10.0.14393 SP @) BIOS
DESKTOP-5HU0@D8\admin

Found compatibility issues.

-~ ISSUES ---

* Combinations with "Alt" key doesn’t work in preboot environment. Some national characters could not be typed in
passwords or logins.

* Combinations with "Shift" key doesn’t work in preboot environment. Special characters could not be typed in
passwords or logins.

* Pointer devices such as mouses, touch pads, touch screens etc. doesn’t work in preboot environment.
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7] fde_precheck reportxt - Notepad
Fle Edt Fomat View Help

FDE Precheck 5.0.69.0 (Jul 5 2017 14:18:20)
2017-07-07 01:12:45 -0700

Windows 10 x64 (10.0.14393 SP @) BIOS
DESKTOP-5HU0@D8\admin

- SUMMARY --

Found compatibility issues.

- ISSUES -

* USB legacy support was used instead of full USB stack during preboot tests.
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1 FDE Precheck

Simple tests did not find fatal incompatibilities.

Running sdditiona tests needed to make sure that your computer is compatible
with Full Disk Encryption.

Machine will be prepared for testing and restarted automatically.

Run additional tests?

Yes No
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Authentication agent KASPERSKY#

Welcome to FDE Precheck

Click "Next" button below or press "Enter" on your keyboard.

If computer doesn't respond to your actions, please reboot it.

NEXT

5.0.69.0
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Authentication agent KASPERSKY#

5.0.69.0

Keyboard test

Try to type some characters in the text field below. If some combinations doesn't work
or keyboard doesn't work at all - you can click "Skip" button or press "Esc" on keyboard.

1) Type any characters [PASSED]
2) Type any characters while holding Shift [PASSED]
3) Type any characters while holding Alt  [PASSED]

smallBIG#@$5287|

NEXT

EnglishUSa USa
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Authentication agent KASPERSKY#

Mouse and touch screen test

Click four white squares around this message using your
mouse, touch pad, touch screen or track pad. If
computer doesn't respond to your actions - press "Esc”
to skip this test.

SKIP

5.0.69.0




